WELCOME TO 2017 — OLD SCHOOL, MEET NEW TECH

7:30 a.m.
8:25 a.m.

8:30 a.m.

9:00 a.m.

10:00 a.m.

10:30 a.m.

10:50 a.m.

11:50 a.m.

12:00 p.m.

1:30 p.m.

2:30 p.m.

3:00 p.m.

3:20 p.m.

3:50 p.m.

4:50 p.m.

AGENDA =

Sign-in and Continental Breakfast
Welcome

Unsolved Mysteries of Civil Procedure - Travis J. Graham - 30 min.

Defamation in Virginia — Eramo v. Rolling Stone - W. David Paxton, ]. Scott Sexton,
Michael J. Finney, - 60 min.

Cybersecurity: Keeping Client and Law Firm Information Secure - Christen C.
Church - 30 min.

Break - 20 min.

Facts, Opinions, and More: Lay Witness Testimony —Matthew W. Broughton,
Anthony M Russell, Andrew D. Finnicum - 60 min.

Break to go to lunch

Ethics for Lunch: ESI Competence — A Rumsfeldian Approach to Ethical
E-Discovery - Justin M. Lugar, Andrew O. Gay, Andrew M. Bowman - 60 min.

Contract Negotiation and Drafting: Shifting Risk to the Other Side - Clark H.
Worthy, Jonathan D. Puvak, Christopher M. Kozlowski - 60 min.

How the General Assembly and Courts Make Law and Administer Justice - Monica
T. Monday, Cynthia D. Kinser, Gregory D. Habeeb - 30 min.

Break - 20 min.

Speed Kills Criminal Prosecutions (Sometimes) - Thomas J. Bondurant, Jr.
- 30 min.

Ethics: Extraordinary, Ethical Investigations in the Digital Age - Guy M. Harbert,

Juliana F. Perry - 60 min.

Cocktails and hors d’oeuvres until 6pm

o
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MCLE requirement pursuant to Paragraph 17, of Section 1V, Part Six, Rules of the Supreme Court of Virginia
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A $100 fee will be assessed for failure to comply with either deadline.
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Credit is awarded for actual time in attendance (0.5 hr. minimum) rounded to the nearest half hour. (Example: 1hr 15min = 1.5hr)
The sessions | am claiming had written instructional materials to cover the subject.

| participated in this program in a setting physically suitable to the course.

| was given the opportunity to participate in discussions with other attendees and/or the presenter.

| understand | may not receive credit for any course/segment which is not materially different in substance than a course/segment
for which credit has been previously given during the same completion period or the completion period immediately prior.

| understand that a materially false statement shall be subject to appropriate disciplinary action.

* NOTE: A maximum of 8.0 hours from pre-recorded courses may be applied to meet your yearly MCLE requirement. Minimum of 4.0
hours from live interactive courses required.
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Monica Taylor Monday

Managing Partner

« Office: 540.983.9405
» Fax: 540.983.9400
« Email: monday@gentrylocke.com

Monica Monday is Gentry Locke’s Managing Partner and heads the firm’s Appellate practice. Monica represents her clients in Virginia’s state
and federal appellate courts across a wide variety of cases, including commercial and business disputes, healthcare, personal injury, local
government matters, domestic relations and more. In 2015, Monica was inducted as a Fellow of the American Academy of Appellate Lawyers —
only the fifth Virginia attorney to be so honored. She has been recognized among Virginia’s Top 50 Women Lawyers and Virginia’s Top 100
Lawyers by the Thomson Reuters’ Virginia Super Lawyers, and on the Best Lawyers in America and Virginia Business magazine’s Legal Elite
lists, and was a “Leaders in the Law” honoree by Virginia Lawyers Weekly.

Monica frequently lectures and writes on appellate issues. She currently serves as Chair of the Fourth Circuit Rules Advisory Committee, as Vice-
chair of The Virginia Bar Association’s Appellate Practice Section Council, and as Chair of the Appellate Practice Committee of the Virginia
State Bar Litigation Section.

Before joining Gentry Locke, she clerked for the Honorable Lawrence L. Koontz, Jr., then Chief Judge of the Court of Appeals of Virginia, and
now a Senior Justice on the Supreme Court of Virginia.

Education
» College of William and Mary, J.D. 1991; B.A. 1988

Experience

* In question of first impression involving social host duty to child guest, obtained affirmance of motion to strike. Lasley v.
Hylton, 288 Va. 419, 764 S.E.2d 88 (2014)

» Court reversed dismissal of defamation case. Cashion v. Smith, 286 Va. 327, 749 S.E.2d 526 (2013)

» Obtained reversal of workers’ compensation case because the Full Commission lacked authority to decide the case with a retired
Commissioner. Layne v. Crist Electrical Contractor, Inc., 62 Va. App. 632, 751 S.E.2d 679 (2013)

» Obtained reversal of jury verdict in maritime case relating to asbestos exposure. Exxon Mobil Corp. v. Minton, 285 Va. 115, 737
S.E.2d 16 (2013)

» Obtained reversal of decision striking down water and sewer rates that town charged to out-of-town customers; won final
judgment in favor of town. Town of Leesburg v. Giordano, 280 Va. 597, 701 S.E.2d 783 (2010)

* In question of first impression, obtained dismissal of domestic relations appeal based upon terms of property settlement
agreement, which waived the right of appeal. Burke v. Burke, 52 Va. App. 183, 662 S.E.2d 622 (2008)

» Obtained reversal of award of writ of mandamus against municipal land development official in subdivision application case.
Umstattd v. Centex Homes, G.P., 274 Va. 541, 650 S.E.2d 527 (2007)

» Secured affirmance of compensatory and punitive damages awards for breach of fiduciary duty, tortious interference, and
conspiracy. Banks v. Mario Industries of Virginia, Inc., 274 Va. 438, 650 S.E.2d 687 (2007)

» Successfully defended a jury verdict for homeowners association for damages stemming from the negligent construction of a
septic system. Westlake Properties, Inc. v. Westlake Pointe Property Owners Association, Inc., 273 Va. 107, 639 S.E.2d 257
(2007)

» Successfully represented an individual in a premises liability case involving a question of first impression. Taboada v. Daly Seven,
Inc., 271 Va. 313, 626 S.E.2d 428 (2006), adhered to on rehearing, 641 S.E.2d 68 (2007)

» Obtained a new trial on damages for injured plaintiff in a medical malpractice case. Monahan v. Obici Medical Management
Services, 271 Va. 621, 628 S.E.2d 330 (2006)

https://www.gentrylocke.com/monday/



Successfully defended decision of the Virginia Workers’ Compensation Commission awarding attendant care benefits for
employee who lost both arms in an industrial accident and assessing a large award of attorneys fees against opposing party.
Virginia Polytechnic Institute v. Posada, 47 Va. App. 150, 622 S.E.2d 762 (2005)

Obtained reversal of summary judgment in federal court negligence case. Blair v. Defender Services, 386 F.3d 623 (4th Cir. 2004)
Successfully defended compensatory and punitive damages jury verdict in malicious prosecution case. Stamathis v. Flying J, Inc.,
389 F.3d 429 (4th Cir. 2004)

Obtained reversal of summary judgment in state malicious prosecution case representing chairman of a school board. Andrews v.
Ring, 266 Va. 311, 585 S.E.2d 780 (2003)

Obtained new trial for individual in medical malpractice case. Sawyer v. Comerci, 264 Va. 68, 563 S.E.2d 748 (2002)
Successful defense of jury verdict in a construction case interpreting statutory warranty for new dwellings. Vaughn, Inc. v. Beck,
262 Va. 673, 554 S.E.2d 88 (2001)

Successfully defended federal court’s dismissal of First Amendment constitutional challenge in voting rights case. Jordahl v.
Democratic Party of Virginia, 122 F.3d 192 (4th Cir. 1997), cert. denied, 522 U.S. 1077 (1998)

Administration & Litigation

Represent physicians in obtaining restoration of Virginia medical licenses

Represent medical providers, including physicians, veterinarians, dentists, chiropractors and nurse practitioners in disciplinary
and licensure matters before the Virginia Department of Health Professions

Represent large, national pharmacy retailer in defense of professional liability claims

Advise medical providers on matters relating to the disclosure and retention of medical records

Defended insureds of large, national insurance company in numerous state court jury trials in personal injury cases

Affiliations

Member, Judicial Council of Virginia (2013-Present)

Fourth Circuit Rules Advisory Committee; Chair (2017-Present), Virginia Representative (2013-2017)

Member, Virginia Model Jury Instruction Committee (2012-Present)

Chair, Appellate Committee of the Virginia State Bar Litigation Section (2009-Present)

Vice-chair, The Virginia Bar Association Appellate Practice Section (2017-Present)

Member, Boyd-Graves Conference (2011-Present); Member, Steering Committee (2016-Present)

Board of Trustees, Virginia Museum of Natural History (2009-Present)

Board of Directors, The Harvest Foundation (2015-Present)

Member, Virginia Workers’ Compensation American Inn of Court (2015-Present)

Member, Blue Ridge Regional Library Board (2007-2011)

Member, Virginia State Bar Professionalism Course Faculty (2013-2016)

American Heart Association Roanoke “Go Red for Women” Luncheon; Chair (2017-2018), Co-chair (2016-2017)
Board of Governors, The Virginia Bar Association (2011-2014); Council Member, Appellate Practice Section (2009-Present)
Board of Directors, Virginia Law Foundation (2005-2011)

Member, The Ted Dalton American Inn of Court (2003-2012); Secretary (2007-2012)

Chair, Committee on Federal Judgeships, Western District, Virginia Bar Association (2004-2008, 2015-Present)
Member, Nominating Committee, The Virginia Bar Association (2004); Membership Committee (2003-2005)
Board of Directors, Virginia Association of Defense Attorneys (2001-04)

Co-Chair, Judicial Screening Committee, Virginia Women Attorneys Association (2001-03)

Member, Board of Trustees, Adult Care Center (1999-04)

Executive Committee, Young Lawyers Division, Virginia Bar Association (1998-02)

President, William & Mary Law School Association (2000-01)

Law Clerk to the Honorable Lawrence L. Koontz, Jr., Chief Judge, Court of Appeals of Virginia (1991-93)

Awards

Ranked a “Leading Individual” in 2017 by Chambers and Partners USA

Peer rated “AV/Preeminent” as surveyed by Martindale-Hubbell

Fellow, American Academy of Appellate Lawyers (AAAL, inducted 2015)

Fellow, American Bar Association (inducted 2013)

Fellow, Roanoke Law Foundation (inducted 2013)

Fellow, Virginia Law Foundation (inducted 2011)

Virginia State Bar Harry L. Carrico Professionalism Course Faculty (2013-2016)
Listed in Benchmark Appellate as a Local Litigation Star (2013)

Named to 2013 Class of “Influential Women of Virginia” by Virginia Lawyers Media
Named one of The Best Lawyers in America in the field of Appellate Law (2009-2017)

Named to Super Lawyers Business Edition US in the area of Appellate Law (2012-2014); Elected to Virginia Super Lawyers for
Appellate Law in Super Lawyers magazine (2010-2017), Top Listed in Virginia (2013-2017), listed in Virginia Super Lawyers Top
50 Women (2015-2017) and previously was a Virginia Super Lawyers Rising Star (2007)

https://www.gentrylocke.com/monday/



» Named a “Legal Eagle” for Appellate Practice by Virginia Living magazine (2012, 2015)

» Designated as one of the “Legal Elite” by Virginia Business magazine for Appellate Law (2011-2016)

* Named a “Leaders in the Law” honoree by Virginia Lawyers Weekly (2006)

» Sandra P. Thompson Award (formerly the Fellows Award), Young Lawyers Division, Virginia Bar Association (2003)
» Best Appellate Advocate, First Place Team, and Best Brief, 1991 National Moot Court Competition

Published Work

+ Drafting Good Assignments of Error, VTLAppeal Volume 1 (2012).

* Lessons from the Supreme Court of Virginia in 2010 on Preserving Error and Rule 5:25, The Virginia Bar Association Appellate
Practice Section, On Appeal, Vol. Il No. 1 (Summer 2011).

« Editorial Board, The Revised Appellate Handbook on Appellate Advocacy in the Supreme Court of Virginia and the Court of
Appeals of Virginia, 2011 Edition, Litigation Section of the Virginia State Bar.

» Co-author, Something Old, Something New: The Partial Final Judgment Rule, VSB Litigation News, Volume XV Number IlI
(Fall 2010).

« Co-author, Thoughts on Trying Construction Cases: An Appellate Perspective, Virginia State Bar Construction Law and Public
Contracts News, Issue No. 56 (Spring 2010).

* You May Need to Object Twice...What “A Few Good Men” Taught Us About Preserving Error of Appeal, Virginia State Bar
Litigation News (Winter 2005).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

* Dec 14, 2016 — Supreme Court of Virginia Affirms Circuit Court Decision in Construction Claim
* Aug 4, 2016 — Property Owners Entitled to Relief from Zoning Administrator’s Mistake

* Aug 3, 2016 — Court of Appeals Affirms Finding of Desertion, Awards Appellate Attorney’s Fees
* Aug 18, 2015 — Fraud and Breach of Contract Claims Dismissed, Affirmed on Appeal

* Nov 8, 2013 — Physician Successfully Defended Before Medical Board

¢ Jun 11, 2013 — Court of Appeals Affirms Decision, Awards Attorney Fees

https://www.gentrylocke.com/monday/
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Matthew W. Broughton

Partner

« Office: 540.983.9407
* Fax: 540.983.9400
¢ Email: broughton@gentrylocke.com

Matt Broughton is a Senior Partner and serves on the Management Committee for the firm. Matt heads the Plaintiff’s/Personal
Injury/Subrogation practice areas at Gentry Locke. During his decades of experience, he has tried hundreds of complex cases in the areas of
personal injury, business disputes, worker’s compensation, and aviation law, many involving millions of dollars. Matt is consistently noted among
the Best Lawyers in America® for Plaintift’s Personal Injury and Products Liability litigation. He is also regularly recognized as a Virginia Super
Lawyer in General Personal Injury litigation representing plaintiffs. Matt is Lead Worker’s Compensation counsel for some of the largest and
most successful companies in America including Wal-Mart and FELD Entertainment (Ringling Brothers, Monster Truck, Disney on Ice).

Education

+ University of Richmond, T.C. Williams School of Law, J.D. 1985
« University of Virginia, B.A. with distinction, 1982
» Ferrum College, A.A. in Political Science, with High Honors, 1980

Experience

+ $14 million settlement in a products liability accident that caused brain injury and blindness

+ $75 million settlement in environmental case (coal mining related)

 $5.5 million settlement in brain injury/trucking case

+ $4.5 million settlement against responsible parties for product (wash down nozzle) improperly manufactured in China
* $4 million for brain injured Plaintiff injured in bus accident case in Australia

+ $3.5 million settlement in airplane crash case involving death of a passenger

 $3.4 million in expected attendant care benefits for double amputee

« $3 million in expected attendant care benefits for brain injured/blind worker

« $2.45 million settlement in motorcycle accident case involving facial injuries

« $1.6 million verdict in complex business litigation case

« $1.2 million verdict in federal court truck accident case involving fractured spine

« $1.2 million settlement in automobile crash involving brain injury and leading to appointment of guardian and conservator
+ $1 million for negligently manufactured auger resulting in amputation

« $1 million settlement against responsible parties for product manufacturing case

« $1 million for ski accident case resulting in quadriplegia

« $975,000 settlement for mechanic’s brain injury in automobile accident case

« $700,000 for injured worker in products liability case involving truck lift gate which fractured lower extremity

- Resolved multiple brain injury cases for $1 million or more

* Involved in multiple cases involving tractor trailer crashes

« Multiple cases tried and settled for amounts below $1 million, involving airplane crashes, medical negligence, car accidents, truck
accidents, products liability and commercial matters

» Many years of experience handling complex business transactions

* Represented multiple companies in buying, selling and changing the ownership status of their businesses

» Over 25 years of experiencing handling workers’ compensation cases throughout Virginia and subrogation cases arising from
such injuries

» Confidential amount in a sexual assault case of a minor

« Multiple aviation related cases to include assisting parties in purchase and documentation information of entities to hold aircraft;
Represented pilots in enforcement actions prosecuted by FAA

https://www.gentrylocke.com/broughton/



Workers’ Compensation

Tried over 1,000 workers’ compensation cases and rated as one of the Best Lawyers in America for Worker's Compensation
(1997-2002)

Mediated hundreds of workers’ compensation cases

Extensive knowledge in complex workers’ compensation cases involving catastrophic injuries such as brain injury and
quadriplegia

Extensive knowledge of statutory and case law of workers’ compensation gained over the last 30 years

Extensive knowledge of medicine as it relates to traumatic injuries and treatment

Frequent lecturer on workers’ compensation-related topics

Affiliations

ATP Rated Pilot with over 5,000 flight hours in airplanes ranging from Gliders to Jets
President, Southwest Virginia Business Development Association (2005-Present)
Chair, VTLA Aviation Committee (2004-2010)

Chair, Aviation Committee, Virginia Bar Association (1999-02)

Chair, Virginia Bar Association/YLD (1995)

Chair, Virginia Bar Association/YLD Membership Committee (1990-92)

Plan attorney for the Airplane Owner and Pilots Association (AOPA)

President of the IFR Pilots Club

Member, Lawyer Pilots Bar Association

Member, Virginia Aviation Trade Association

Past Member, Aviation and Space Gallery, Virginia Museum of Transportation

Awards

Named one of only thirty “Leaders in the Law” statewide, and the sole Roanoke-based recipient, by Virginia Lawyers Weekly
(2013)

Named to Virginia Super Lawyers in the area of Personal Injury Plaintiff Litigation (2010-2016) and Business Litigation (2008)
Named a Top Rated Lawyer for Litigation & Civil law by American Lawyer Media (2013)

“Largest Verdicts in Virginia” designation (2006) as recognized by Virginia Lawyers Weekly

Designated as one of the Legal Elite in the Civil Litigation field by Virginia Business magazine (2003-06)

Named “2012 Roanoke Product Liability Litigation Lawyer of the Year” and included in The Best Lawyers in America for Personal

Injury Litigation/Plaintiffs (2013-2017), Product Liability Litigation/Plaintiffs (2010-2017), Best Lawyers in America Business
Edition for Plaintiffs (2016), Best Lawyers in America for Workers Compensation Law (1997-2002)

Named a “Legal Eagle” for Product Liability Litigation by Virginia Living magazine (2012)
1998 “Boss of the Year” Award, Roanoke Valley Legal Secretaries Association
“Attorney of the Year” Award from a top retail entity (2001)

Published Work

Co-author, They All Fall Down: An Overview of the Law on Deck and Balcony Collapses; “Virginia Lawyer,” the official publication

of the Virginia State Bar, Volume 65/Number 4 (December 2016).
Co-author, The Law of Damages in Virginia, Chapter 11, Punitive Damages (2nd ed. 2008).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

« Apr 23, 2013 — Blinded Employee Agrees to $14 Million-dollar Settlement ($16.5M Payout)
* Apr 17, 2013 — Settlement for Medical Malpractice Injury
* May 29, 2012 — Settlement Approved for Girl Hit by Car

https://www.gentrylocke.com/broughton/
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Thomas J. Bondurant, Jr.

Partner

« Office: 540.983.9389
* Fax: 540.983.9400
¢ Email: bondurant@gentrylocke.com

Tom Bondurant is a Gentry Locke Partner and Chair of the firm’s Criminal & Government Investigations practice group. While serving as a
Federal Prosecutor for 30 years, Tom tried more than 200 criminal jury trials, many involving complex matters including white collar fraud, tax
issues, public corruption, healthcare fraud, regulatory matters and racketeering. At Gentry Locke, Tom represents corporations and individuals in
all phases of the criminal process and conducts corporate internal investigations. Tom is admitted to practice in Virginia and the District of
Columbia, and is a Fellow with the American College of Trial Lawyers and the Virginia Law Foundation. Tom is consistently noted among the
Best Lawyers in America for Corporate Compliance Law and White Collar Criminal Defense. He also is regularly recognized as a Virginia Super
Lawyer in the areas of Criminal Defense and White Collar Crime.

Education

+ University of Richmond, T.C. Williams School of Law, J.D. 1979
* Emory & Henry College, B.A. cum laude, 1976

Experience

+ Since entering private practice in October 2009, representation of individuals and corporations on criminal matters in the areas
of Racketeering (RICO); Tax Evasion; Foreign Corrupt Practice Act; Espionage Act; Arms Export Control Act; Bribery; Food, Drug
& Cosmetic Act (food borne illness and pharmaceutical issues); International Banking Crimes; Money Laundering; Structuring;
Healthcare Fraud, Program Fraud; Customs Violations; Insurance Fraud; Mail/Wire Fraud; Mortgage Fraud; Capital Murder;
Solicitation to Commit Murder; Counterfeiting; Firearms Offenses; Mine Safety & Health Act Offenses; Narcotics; and Post-
Conviction Actions

* Representation of individuals and corporations on civil matters in the areas of the Food, Drug & Cosmetic Act (pharmaceutical
issues); Internal Revenue Service matters (assessments, abatements); False Claims Act; Non-Compete Litigation; Customs
Violations; Federal Chemical Regulatory Issues; Qui Tam actions; Cyber Security/Theft matters; Banking; Medical Malpractice;
Healthcare Matters; Patent; Insurance Defense; Malicious Prosecution; and Defamation

» Holds Top Secret clearance with the USAO

+ Conducted Internal Investigations in the Banking, Healthcare, Construction, Mortgage, and Salvage Industries involving, among
other issues, the Foreign Corrupt Practice Act; Fraud; Various Banking Issues; and Embezzlement

» Employed until October 2009 as a Federal Prosecutor for 30 years in the Western District of Virginia. At varying times occupying
the duties of Criminal Chief, Senior Litigation Counsel, Coordinator for Anti-Terrorism Advisory Committee and Lead Prosecuting
Attorney for the Organized Crime Drug Enforcement Task Force

» Appointed as a Special Prosecutor for the Eastern District of Virginia, the District of Columbia, the Southern District of West
Virginia and the Northern District of West Virginia

+ Tried over 200 Jury Trials in United States District Courts and directed thousands of investigations

» Tried hundreds of Bench Trials in United States Magistrate’s Court

» Argued dozens of appeals in the United States Court of Appeals for the Fourth Circuit

» Served as a Law Clerk for United States District Judge Glen Williams in Abingdon, Virginia

» Former Editor-in-Chief of the University of Richmond Law Review (1979)

Affiliations

* Member, Federal Bar Association (2011-Present)
« Member, Fourth Circuit Judicial Conference
* Member, American Bar Association Criminal Justice Section

https://www.gentrylocke.com/bondurant/



» Member, National Association of Criminal Defense Lawyers
» Past Director, South County Lacrosse Club
» Past Director, National Association of Assistant United States Attorneys

Awards

» Fellow, American College of Trial Lawyers (inducted 2008), serves on State Committee (2011-Present)

» Fellow, Virginia Law Foundation (inducted 2015)

* Named to The National Trial Lawyers Top 100 Trial Lawyers list (2014)

» Recipient, Department of Justice Director's Award

* Recipient, numerous Commendations from the Department of Justice; Federal Bureau of Investigation; Drug Enforcement
Administration; Bureau of Alcohol, Tobacco, Firearms & Explosives; Internal Revenue Service; Mine Safety & Health
Administration; Department of Transportation; Social Security Administration; Department of Agriculture; Department of Labor;
and, Animal Plant Health Inspection Service

+ Listed in “Best Lawyers in America Business Edition” for Corporate Compliance Law and Criminal Defense: White-Collar (2017)

* Named “2012 Roanoke Criminal Defense White-Collar Lawyer of the Year” by Best Lawyers in America, listed for Corporate
Compliance Law and Criminal Defense/White-Collar (2011-2016)

» Designated a Virginia Super Lawyer in the area of Criminal Defense: White Collar (2013-2017) and Super Lawyers Business
Edition US in the area of Criminal Defense: White Collar (2013-2014)

+ Listed as a Top Rated Attorney for Criminal Defense/White Collar by American Lawyer Media and Martindale-Hubbell (2012 &
2013)

» Designated one of the Legal Elite by Virginia Business magazine for Criminal Law (2010, 2012-2013, 2015-2016)

* Named a “Legal Eagle” for Criminal Defense: White Collar by Virginia Living magazine (2012)

Published Work

« Co-Author, Internet Theft from Business Bank Accounts — Who Bears the Risk?; VADA Journal of Civil Litigation, Vol. XXIllI,
No. 4 (Winter 2011-2012)

https://www.gentrylocke.com/bondurant/
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Andrew M. Bowman

Associate

« Office: 540.983.9404
» Fax: 540.983.9400
¢ Email: bowman@gentrylocke.com

Andrew Bowman focuses his practice on qui tam litigation, where he represents whistleblowers who report fraud against the
government. Andrew joined Gentry Locke in 2015 after serving for one year as Law Clerk to the Honorable Patrick R. Johnson in
Grundy, Va. He also served as Vice President of the Buchanan County Bar Association. Andrew graduated from the University of
Richmond School of Law and earned his B.S. degree in Molecular Genetics from the University of Rochester in New York.

Education

+ University of Richmond School of Law, J.D., Certificate in Intellectual Property with distinction, 2013
» University of Rochester, B.S. in Molecular Genetics, 2010

Experience

+ Prior to joining Gentry Locke, served as law clerk to the Honorable Patrick R. Johnson of the 29th Judicial Circuit of Virginia,
assisting with medical malpractice cases in the Buchanan County Circuit Court. Additionally, assisted with numerous motions and
hearings in Buchanan County, Dickenson County, Russell County, and Tazewell County

+ Assisted in drafting briefs and motion in patent infringement litigation
+ Interned with two judges on the Patent Trial and Appeal Board at the United States Patent and Trademark Office

Affiliations

* Member, Virginia State Bar (2014-Present)
+ Patent Agent, United States Patent and Trademark Office (2012-Present)
 Vice President, Buchanan County Bar Association (2013-2014)

Published Work

» Co-author, The False Claims Act: Past, Present, and Future; The Federal Lawyer, a publication of the Federal Bar Association
(December 2016).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

« Jun 22, 2016 — Tragic Failure to Properly Diagnose and Treat Results in Jury Verdict for $2.75 Million
e Jun 26, 2015 — Settlement in Post-surgery Wrongful Death

https://www.gentrylocke.com/bowman
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Christen C. Church

Partner

« Office: 540.983.9390
* Fax: 540.983.9400
« Email: church@gentrylocke.com

Christen Church is a Partner in the General Commercial practice group with a transactional and advisory practice focusing on mergers and
acquisitions, intellectual property, commercial financings, health care regulation and compliance, data privacy and security, as well as structuring
both state and federal tax credit financings/transactions (historic rehabilitation and new markets tax credits). Christen has consistently

been recognized since 2014 as a Virginia Rising Star by Virginia Super Lawyers.

Education

» Washington and Lee University School of Law, J.D. 2008
+ University of Virginia, B.A. 2004

Experience

Intellectual Property
» Advises clients on all aspects of securing, enforcing and protecting their intellectual property rights

Cybersecurity, Data Privacy and Security

+ Assists clients with identifying and managing privacy and information security risks
+ Assists clients in developing policies, standards and procedures designed to protect sensitive information
+ Advises clients on the applicable response and notification obligations following a security incident

Health Care

+ Advises clients on a wide range of health law topics, including health care reform, fraud and abuse, health information
technology, as well as issues related to Medicare and Medicaid provider participation, billing and compliance

* Assists clients in navigating the often complex and evolving legal issues facing health care providers, employers and individuals
today, including compliance with HIPAA, HITECH, and the Affordable Care Act

Tax Credit Financing

« Structures financings/transactions involving federal and state tax credits (including historic rehabilitation and new markets tax
credits)

* Represents project sponsors as well as other parties participating or otherwise involved with the tax credit
financings/transactions, including lenders, not for profit organizations, private developers and municipalities

Banking and Finance

» Facilitates commercial loan transactions, including secured and unsecured term and revolving credit, asset based loans,
participation arrangements as well as refinance and loan modification arrangements

Business

« Advises entities and organizations, including nonprofits, through all stages of their life cycles, from formation and governance to
financing to disposition
 Drafts and negotiates contracts and advises clients generally on business and transactional matters

https://www.gentrylocke.com/church/



Affiliations

Roanoke Bar Association: Board Member (2017-Present); Chair, Young Lawyers Committee (2016-2017); Member (2009-
Present)

Member, Board of Directors for Children’s Trust Foundation Roanoke Valley (2012-Present)
Chair, Health and Law Commission, Virginia State Bar Young Lawyers Conference (2009-2011)
Co-Chair, Virginia State Bar Southern Virginia Minority Pre-Law Conference (2009)

Co-Chair, Virginia Bar Association Washington and Lee Law School Council (2009-2012)
Member, American Health Lawyers Association

Member, Virginia State Bar

Member, The Virginia Bar Association

Member, American Bar Association

Member, Virginia Women Attorneys Association

Judicial Clerk to the Honorable Jonathan M. Apgar, Roanoke City Circuit Court (2007-2008)

Awards

Named a “Virginia Super Lawyers Rising Star” in Business/Corporate (2016-2017) and Business/Mergers & Acquisitions (2014-
2015)

Outstanding Volunteer Service Award for co-chairing the 2009 Southern Virginia Minority Pre-Law Conference, Virginia State Bar
Young Lawyers Conference (2010)

https://www.gentrylocke.com/church/



@ GENTRY LOCKE

Attorneys

Michael |. Finney

Partner

« Office: 540.983.9373
» Fax: 540.983.9400
« Email: finney@gentrylocke.com

Michael Finney has a diverse litigation practice, focused on resolving complex business disputes. Prior to joining Gentry Locke, Mike practiced
in Washington, DC, and clerked at the United States District Court in Roanoke for the Honorable James C. Turk. He was recognized three years
in a row as a Virginia Rising Star in Business Litigation by Virginia Super Lawyers.

Education

* Harvard Law School, J.D. 2006
+ Stanford University, B.A. 2000

Experience
Michael Finney is admitted to practice law in Virginia, the District of Columbia, and the State of California (inactive).

» Represented numerous business entities and departing individuals in non-compete, trade secret, conspiracy, defamation, and
other “business divorce” cases

» Represented company President/CEQO and directors in shareholder’s derivative action, where asserted claims exceeded $200
million.

» Represented international pharmaceutical company in intellectual property dispute with former employee-inventor and his
competing company

» Represented national galvanizing company in open account contract dispute, obtaining trial judgment for full amount claimed

* Represent guarantor of a commercial shopping center loan in federal litigation

* Represent multiple individuals who purchased illegitimate annuities in underlying and insurance coverage actions

* Represented real estate company in dispute with its bank over significant Internet bank theft

» Associated with Latham & Watkins, LLP before joining Gentry Locke Rakes & Moore, LLP

» Federal judicial clerk for the Honorable James C. Turk, Western District of Virginia (2008-2009)

Affiliations

» Secretary, Federal Bar Association, Roanoke Chapter (2012-present)

» Chair, Corporate and Commercial Litigation, Virginia Association of Defense Attorneys (2012)

+ Vice-Chair, Corporate and Commercial Litigation, Virginia Association of Defense Attorneys (2011)
* Member, Virginia State Bar

* Member, Washington DC Bar

* Member, California State Bar (inactive)

* Member, Virginia Bar Association

*« Member, Roanoke Bar Association

* Member, American Bar Association

Awards

* Named a Virginia Super Lawyers Rising Star in Business/Corporate Law (2012) and Business Litigation (2013-2017)
» Designated one of the Legal Elite by Virginia Business magazine for the area of Young Lawyer (Under 40) (2015) and Civil
Litigation (2016)

https://www.gentrylocke.com/finney/



Published Work

» Co-author, Rule 68 Offers of Judgment — a Useful Defense Tool; The VADA Journal of Civil Litigation, Vol. XXIV, No. 4 (Winter
2012-2013)

» Co-Author, Internet Theft from Business Bank Accounts — Who Bears the Risk?; VADA Journal of Civil Litigation, Vol. XXIII,
No. 4 (Winter 2011-2012)

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

* Jul 19, 2016 — Successful Defense of Multi-Million Dollar Defamation Suit Against Newspaper
* May 16, 2014 — Virginia Company Prevails in Hard-Fought Labor Arbitration Case

https://www.gentrylocke.com/finney/
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Andrew D. Finnicum

Associate

« Office: 540.983.9355
» Fax: 540.983.9400
¢ Email: finnicum@gentrylocke.com

Andrew Finnicum helps people who have suffered personal injury due to negligence or workplace accidents. Prior to joining Gentry Locke, he
worked with a Lynchburg firm handling workers’ compensation, personal injury matters, and consumer litigation. As a law student he was a
judicial extern for the Honorable Charles Dorsey, where he authored memoranda, conducted legal research, and observed Circuit Court
proceedings. Andrew has appeared before the Workers’ Compensation Commission, the General District Courts of Virginia, the Circuit Courts of
Virginia, the Court of Appeals of Virginia, the Judicial Panel on Multidistrict Litigation, and the United States District Court for the Central
District of California.

Education

» Washington & Lee University School of Law, J.D. magna cum laude, 2010
+ Liberty University Helms School of Government, B.S. summa cum laude, 2007

Experience
» Mediated workers’ compensation case involving traumatic electrocution injuries resulting in claimant receiving over $300,000 in
benefits

- Successfully tried federal case involving tractor-trailer accident with contested liability resulting in jury verdict of $300,000 for the
Plaintiff

» Successfully represented homeowner in products liability lawsuit against manufacturer and installer of home insulation product
- Mediated workers’ compensation matter resulting in claimant receiving benefits totaling over $750,000

* Handled a myriad of cases from intake to trial in the Workers’ Compensation Commission, the General District Courts, and the
Circuit Courts of Virginia
» Handled appeals to the Worker's Compensation Commission, the Court of Appeals of Virginia, and the Supreme Court of Virginia

Affiliations

» Admitted, United States District Court for the Western District of Virginia (2013-Present)
+ Virginia State Bar (2010-Present)

Awards

» Named a “Virginia Super Lawyers Rising Star” in Personal Injury General: Plaintiff (2017)

» Second Place, 2008 John W. Davis Appellate Advocacy Moot Court Competition for both Best Brief Award and Best Oralist
Award

» Co-Administrator for the 2009 John W. Davis Appellate Advocacy Moot Court Competition

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

» Jan 27, 2017 — Settlement for $125k in accident due to inattentive truck driver on 1-81

https://www.gentrylocke.com/finnicum
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Andrew O. Gay

Associate

« Office: 540.983.9329
* Fax: 540.983.9400
« Email: gay@gentrylocke.com

Andrew Gay is an Associate in Gentry Locke’s Construction group, where he primarily focuses on assisting clients with construction contracts
and construction litigation. Andrew’s experience in construction began at an early age and greatly influenced his career goals. Before law school,
Andrew worked as a project manager for one of America’s largest, privately-held real estate companies, where he managed commercial
construction projects in Florida. After law school and prior to joining Gentry Locke, Andrew served as Associate General Counsel for one of
Virginia’s largest general contractors. His hands-on experience in the construction industry elevates his ability to handle complex processes and
assist in the challenges facing contractors and developers.

Andrew received his Bachelor of Science degree in Construction Management from Everglades University in Sarasota, Florida, and his Juris
Doctor from Liberty University School of Law. He is licensed to practice in Virginia and Florida.

Education

+ Liberty University School of Law, J.D. 2014
» Everglades University, B.S. in Construction Management 2010

Experience

» Successfully represented subsidiary company in a dispute regarding owner’s claim for liquidated damages against the subsidiary.
Obtained a favorable resolution for subsidiary without filing lawsuit

» Conducted multiple internal investigations of alleged employment discrimination in the workplace, all of which resulted in
dismissal of the action at either the administrative or court levels

» Successfully organized the basis for a claim of additional money and time damages for subsidiary company’s paving project.
Oversaw outside counsel during arbitration, and obtained the entire amount sought in the claim

» Successfully investigated and defended company from a civil penalty imposed by the Department of Labor, Mine Safety & Health
Administration, which was concluded by the government’s vacation of the citations

» Negotiated multiple construction contracts — design build contracts, joint-venture contracts, general contracts, subcontracts — for
various road, bridge, industrial, and water/waste water projects

* Represented company in multiple breach of contract actions in a variety of forums

» As general counsel for multi-million dollar construction company, protected the company, its subsidiaries and affiliates in
construction contracts, and employment and labor litigation, and dispute resolution

+ Assisted in matters relating to Disadvantaged Business Enterprise (DBE) Compliance

» Worked with project management staff throughout all stages of projects to ensure compliance with federal, state, and local
governmental agencies

+ OSHA 30 Certified

Affiliations

* Member, Roanoke Bar Association (2016-Present)

* Member, Lynchburg Bar Association (2014-Present)

* Member, Business Law Section, Corporate Counsel Section (2014-Present), Construction Law & Contracts Section (2014-2016),
Virginia State Bar

* Member, Business Law and Real Property sections, The Florida Bar

* Member, Public Contracts, Forum on Construction Law, American Bar Association

» Past President, Business Transactions and Law Society, Liberty University School of Law

« Admitted to practice in Florida, Virginia, and the United States District Court for the Western District of Virginia

https://www.gentrylocke.com/gay
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Travis |. Graham

Partner

« Office: 540.983.9420
* Fax: 540.983.9400
« Email: graham@gentrylocke.com

Travis Graham joined Gentry Locke in 2007 after practicing law in Knoxville, Tennessee for a number of years. Travis represents both plaintiffs
and defendants in the state and federal courts of Virginia and Tennessee, and focuses on trust and estate litigation, product liability, medical
malpractice, and complex commercial litigation. He advises outdoor recreation groups on issues of access and liability, and is a frequent writer,
lecturer, and consultant on issues of federal and state civil procedure.

Travis grew up in Virginia and attended Virginia Tech. He graduated from The University of Tennessee College of Law in 1998 as class
valedictorian. He served as law clerk to the Honorable Glen M. Williams of the United States District Court for the Western District of Virginia in
Abingdon, Va.

Education

» The University of Tennessee College of Law, J.D. with highest honors and class valedictorian, 1998
« Virginia Polytechnic Institute and State University, B.A. 1991

Experience

* Represents both estates and heirs in will contests and actions arising from administration of large estates
» Writer, speaker and consultant on issues of state and federal civil procedure

* Represents products manufacturers, major retailers and plaintiffs in product liability actions

* Represents plaintiffs in medical malpractice and catastrophic personal injury actions

* Represents plaintiffs and defendants in class action litigation

» Counsel to outdoors groups on environmental and access issues

Affiliations

* Member, Tennessee State Bar, 1998; Virginia State Bar, 2008

* Law Clerk to the Honorable Glen M. Williams, Senior United States District Judge for the Western District of Virginia, 1998-99
» Adjunct Professor, The University of Tennessee College of Law

» Co-chair, “No Bills Night” event, Young Lawyers Conference of the Virginia State Bar, 2009-2010

+ Camp Volunteer and Executive Board Member, Blue Ridge Mountains Council, Boy Scouts of America

Awards

+ Outstanding Volunteer Service Award, Virginia State Bar Young Lawyers Conference, 2010

» Outstanding Service Award, Knoxville Bar Association Pro Bono Project

+ 1998 Class Valedictorian and Outstanding Graduate, The University of Tennessee College of Law
* Order of the Coif; Phi Kappa Phi Honor Society

Published Work

* Your Answer, Please, Virginia Lawyer Magazine, Vol. 59, No. 7, (February 2011).

» Co-author, A “Day” is a Day Again: Proposed New Rule 6 and Other Important Changes to the Federal Rules of Civil Procedure,
VSB Litigation News, Volume XIV, No. Il (Fall 2009).

https://www.gentrylocke.com/graham/



» Co-author, Have You Made A Last-ditch, Desperate, and Disingenuous Attempt to Subvert the Legal Process Today?, Virginia
Lawyer Magazine, Volume 57 (February 2009).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

« Jun 22, 2016 — Tragic Failure to Properly Diagnose and Treat Results in Jury Verdict for $2.75 Million

https://www.gentrylocke.com/graham/
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Gregory D. Habeeb

Partner

« Office: 540.983.9351
« Fax: 540.983.9400
» Email: habeeb@gentrylocke.com

Greg Habeeb is a litigation partner who specializes in complex business and catastrophic injury cases. Greg represents individuals and
companies in courts throughout the Commonwealth of Virginia and the nation. Greg is also a Member of the Virginia House of Delegates where
he represents Virginia’s 8th District and serves on the Courts, Commerce & Labor, Rules and Transportation Committees, as well as on the Code
Commission and the Coal & Energy Commission.

Education

* Wake Forest School of Law, J.D. 2001
» Wake Forest University, B.A. cum laude, 1998

Experience

+ Obtained a $14 million settlement in a products liability accident that caused brain injury and blindness

» Represented worker injured by defective product imported from Asia resulting in multi-million dollar settlement
* Represented estate of passenger killed in an airplane crash resulting in multi-million dollar settlement

« Obtained $250,00 jury verdict in single engine plane crash case

+ Obtained $155,000 jury verdict for home seller against buyer for breach of real estate contract

* Represented numerous companies and individuals in the enforcement of contracts

* Represented Fortune 500 company in successful enforcement of non-competition/non-solicitation agreement
* Represented lending institution in successful NASD arbitration

* Represented patent holder in successful patent infringement litigation

* Represented national lighting manufacturer in successful suit against former employees

* Represented landowner in successful tax assessment appeal of 3,000+ acre property

* Represented company in trade dress litigation brought by national leader in industry

» Represented numerous lending institutions in various Uniform Commercial Code litigation

» Successfully litigated Fair Credit Reporting Act and Virginia Consumer Protection Act matters

» Represented numerous injured individuals in various negligence actions worth millions of dollars

+ Jury trial experience in state courts throughout the Commonwealth of Virginia and the United States District Courts for the
Eastern and Western Districts of Virginia

» Appellate experience in the Virginia Supreme Court, United States Court of Appeals for the 4th Circuit and the United States
Court of Appeals for the Federal Circuit

Affiliations

* Member, Virginia General Assembly

* Member, Virginia State Bar

* Member, Virginia Bar Association

* Member, American Bar Association

« Member, Roanoke Bar Association

+ Co-Chair, Membership Committee, Young Lawyers Division, Virginia Bar Association
* Member, Litigation and Young Lawyers Divisions, Virginia Bar Association

* Member, Litigation and Young Lawyers Divisions, American Bar Association

* Member, Virginia Trial Lawyers Association

https://www.gentrylocke.com/habeeb/



« Past Member, Virginia Recreational Facilities Authority

+ Past Chairman, Salem Republican Committee

* Roanoke Chapter Leader, Republican National Lawyers Association

» Member, Board of Directors, Big Brothers Big Sisters of Southwest Virginia
* Member, Virginia YMCA'’s Model General Assembly Committee

« Past Member, Wake Forest Law Alumni Council

» Volunteer Attorney for the Military Family Support Center

Awards

» Recipient, Client Distinction Award, Martindale-Hubbell (2012)

» Named a Top Rated Lawyer for Commercial Litigation, General Practice, and Products Liability law by American Lawyer Media
(2013)

» Named to the Blue Ridge Business Journal’s “20 Under 40 List” of the Blue Ridge Region’s up-and-coming business leaders
(2010)

» Designated as one of the Legal Elite in the Young Lawyer category by Virginia Business magazine (2004 and 2009)

» Recipient, RPV Governor's Award — recognized as Best Chair throughout the Commonwealth of Virginia

* Named a Virginia Super Lawyers Rising Star in the area of Business Litigation (2008, 2010, 2012-2016), General Litigation
and Personal Injury Plaintiff (2008), Commercial Litigation (2011)

» Roanoke Bar Association President’s Volunteer Service Award, Bronze level, for 100-249 hours of community service in a
calendar year

» “Largest Verdicts in Virginia” designation (2006) as recognized by Virginia Lawyers Weekly

Published Work

» Co-author, They All Fall Down: An Overview of the Law on Deck and Balcony Collapses; “Virginia Lawyer,” the official publication
of the Virginia State Bar, Volume 65/Number 4 (December 2016).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

* Nov 22, 2016 — $1.75 Million Settlement for Fall Victim due to Nursing Malpractice

* Aug 18, 2015 — Fraud and Breach of Contract Claims Dismissed, Affirmed on Appeal

* Mar 19, 2014 — Homeowner's Attempt to Void Mortgage Denied

» Apr 23, 2013 — Blinded Employee Agrees to $14 Million-dollar Settlement ($16.5M Payout)

https://www.gentrylocke.com/habeeb/
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-s \ Guy M. Harbert, 111
'“(% & Partner
A + Office: 540.983.9349

» Fax: 540.983.9400
« Email: harbert@gentrylocke.com

Guy Harbert chairs the Insurance practice group at Gentry Locke. For nearly 30 years, Guy has represented clients before trial and appellate
courts throughout Virginia on insurance coverage, insurance defense, and white collar and other criminal defense matters. He is an active member
of the Virginia Association of Defense Attorneys and a frequent lecturer and author on insurance litigation issues. Guy is consistently noted as a
Virginia Super Lawyer in Personal Injury General: Defense, and he earned a spot on the 2016 Best Lawyers in America list in Insurance Law.

Education

» Washington and Lee University School of Law, J.D. cum laude, 1983
» Davidson College, B.A. 1980

Experience

 Representation of insurer in $6,000,000 third-party bad faith litigation
» Representation of insurers in numerous first-party arson/fraud/bad faith litigation

» Representation of insurers in numerous declaratory judgment actions regarding nature and extent of coverage owed on liability
and first-party claims

» Preparation of amicus curiae brief on behalf of the Virginia Association of Defense Attorneys in the Supreme Court of Virginia
regarding the scope of the Virginia Residential Landlord Tenant Act

* Representation of the Commonwealth of Virginia as a private prosecutor in arson/murder case
» Representation of physicians, lawyers, accountants and other professionals in criminal tax prosecutions
» Representation of defendants in trials and settlements of complex wrongful death cases

Affiliations

» Former Chairman, Policy and Coverage Section, Virginia Association of Defense Attorneys
* Member, Litigation Section, The Virginia Bar Association

» Member, Litigation Section, Tort and Insurance Practice Section, American Bar Association
* Member, Property Insurance Committee, American Bar Association

+ Life Member, Virginia Chapter, International Association of Arson Investigators

Awards

* Named one of The Best Lawyers in America® in Insurance Law (2012-2017), also listed in Best Lawyers in America — Business
Edition (2016)

» Named to Super Lawyers Business Edition US in the area of Plaintiff Defense/General (2012-2014); also Virginia Super Lawyers
in the area of Personal Injury Defense: General (2007-2008, 2010-2017)

* Named a “Legal Eagle” for Insurance Law by Virginia Living magazine (2012)
» Designated as one of the Legal Elite in the field of Criminal Law by Virginia Business magazine (2003-2006 and 2008-2009)

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

https://www.gentrylocke.com/harbert/



* Feb 19, 2016 — Jury Affirms Insurance Company Decision on Roof Repair Claim
* Mar 7, 2014 — Defense of Explosive Products Liability Case

https://www.gentrylocke.com/harbert/
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Cynthia D. Kinser

Senior Counsel

« Office: 540.983.9318
» Fax: 540.983.9400
« Email: kinser@gentrylocke.com

Cynthia Kinser was the first woman Chief Justice of the Supreme Court of Virginia. Her seventeen years of distinguished service to the Court
ended with her retirement in 2014. In 2015, she joined Gentry Locke as Senior Counsel, where she focuses on appeals, criminal matters, and
government investigations. Before serving on the Supreme Court of Virginia, Justice Kinser served as a Chapter 7 and Chapter 13 Bankruptcy
Trustee for the United States District Court for the Western District of Virginia. She later was appointed a United States Magistrate Judge for that
court and served in that capacity for seven years. Prior to her tenure on the federal district court, she enjoyed being a solo practitioner in
Pennington Gap, Virginia. Justice Kinser also served for four years as the Commonwealth’s Attorney in Lee County, where she lives and
maintains a cattle farm to this day.

Education

+ University of Virginia School of Law, J.D. 1977
* University of Tennessee, B.A. with highest honors, 1974

Experience

* Represents clients in appellate matters to be brought before the United States Supreme Court and the United States Courts of
Appeals. Provides legal counsel and consulting services to clients in motions practice, preservation of error, and appellate
matters

* Represents clients in criminal matters, including white collar crimes, government investigations, and in matters of inquiry and
charges leveled by governmental agencies

» Appointed to the Supreme Court of Virginia in 1997 and elected by her peers as Chief Justice in February of 2011, for a total of
seventeen years of service

» Appointed a Magistrate Judge for the United States District Court for the Western District of Virginia; served from 1990-1997

« Served as Chapter 7 and Chapter 13 Bankruptcy Trustee for the United States District Court for the Western District of Virginia
from 1984-1990

» Served as Commonwealth’s Attorney for Lee County, Virginia from 1980-1984

Affiliations

» Member, Board of Directors, Mountain Empire Community College Foundation (2016-Present)
* Member, Board of Directors, Federal Magistrate Judges Association (1992-1995)
* Member, Board of Directors, Conference of Chief Justices (2012-2014)

* Member, Virginia State Bar Ninth District Ethics Committee (1982-1985)

* Member, National Association of Bankruptcy Trustees (1984-1990)

* Member, Lee County Bar Association (1990-Present), Past President (1981-1982)
* Member, Virginia State Bar

* Member, The Virginia Bar Association

* Member, Virginia Trial Lawyers Association

» Former Member, Board of Trustees, Appalachian School of Law

* Member, Board of Directors, Virginia 4-H Foundation (1987-1990)

* Member, Board of Directors, Lee County Arts Association (1987-1990)

https://www.gentrylocke.com/kinser



Awards

» Fellow, Virginia Law Foundation (inducted 2016)

» Recipient, Virginia Bar Association Gerald L. Baliles Distinguished Service Award, the VBA'’s highest honor (2015)
» Awarded the 2014 Harry L. Carrico Outstanding Career Service Award by the Judicial Council of Virginia

» Recipient, Thomas Jefferson Foundation Medal in Law (2011)

Published Work

» Co-author, Escobar Aftermath: Expanded Liability, Uncertainty and More Trials; U.S. Law Week published by Bloomberg
BNA (November 3, 2016).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

« Jun 22, 2016 — Tragic Failure to Properly Diagnose and Treat Results in Jury Verdict for $2.75 Million

https://www.gentrylocke.com/kinser
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Christopher M. Kozlowski

Associate

« Office: 540.983.9320
* Fax: 540.983.9400
« Email: kozlowski@gentrylocke.com

Chris Kozlowski is an Associate in our General Commercial practice group. Chris focuses on advising clients in mergers and acquisitions,
financings, bank regulatory matters, reporting requirements with the Securities and Exchange Commission and securities offerings. Chris also
advises developers and investors in tax credit financings, including state and federal historic rehabilitation tax credits and new markets tax credits.
Prior to joining Gentry Locke, Chris practiced in Stamford, Connecticut. Chris is licensed to practice in Virginia and Connecticut.

Education

» Fordham University, B.S. 2009
» Emory University School of Law, J.D. with honors, 2012

Experience

Banking

» Advises banks on mergers and acquisitions

» Assists banks with regulatory matters, including Federal Reserve, OCC and SCC requirements
* Represents banks as issuers and investors in securities offerings

* Represents banks and borrowers in commercial lending transactions

Tax Credit Financing

* Represents clients in transactions involving federal and state historic rehabilitation tax credits
* Represents clients in new markets tax credits and “twinning” transactions

Business

+ Advises entities as general outside counsel
* Represents business clients on both the buy-side and sell-side in mergers and acquisitions
» Represents clients before the IRS in tax controversies

Affiliations

+ Virginia State Bar (2013-Present)
» The Virginia Bar Association (2013-Present)

https://www.gentrylocke.com/kozlowski/






T
&) GENTRY LOCKE

Attorneys

Justin M. Lugar

Partner

« Office: 540.983.9324
» Fax: 540.983.9400
« Email: jlugar@gentrylocke.com

Justin Lugar is a Partner in our Litigation practice group who focuses primarily on representing individuals and corporations in connection with
criminal and government investigations, as well as commercial litigation matters. Recently, the American College of Trial Lawyers awarded
Justin the 2016 Chappell-Morris Award for demonstrated professionalism, high ethical and moral standards, excellent character, and
outstanding trial skills. In 2014, Justin represented a former food company executive in a two-month jury trial in federal court involving several
million documents and multiple federal and state government agencies. Prior to joining Gentry Locke, Justin was an associate at WilmerHale in
London, UK. He made his Brexit in 2012. Justin interned with the U.S. Attorney’s office in Roanoke, and served as a summer law clerk for
judges in the 24th Judicial Circuit of Virginia as well as the Sixth Circuit Court of Appeals.

Education

* University of London, LLM in Dispute and Conflict Resolution, with Distinction, 2009
* Liberty University School of Law, J.D., 2008
+ University of Virginia, B.A. 2004

Experience

Criminal:

» Experience representing companies and individuals in the following industries: national security, energy, healthcare,
manufacturing, information technology, government contracting, the music industry, food production, tobacco, and public service

* Represented numerous clients in relation to Congressional, Grand Jury, and other federal and state investigations

» Conducted several on-site internal investigations of multi-national financial institution in relation to government investigations in
Switzerland, Hong Kong, and Singapore

« Conducted numerous internal investigations and successfully prevented several indictments and subsequent criminal prosecution
» Prepared appellate briefs for Fourth Circuit Court of Appeals on federal criminal sentencing and Fourth Amendment challenges

» Prepared and argued motions to suppress and sentencing motions for federal district court

* Representation of corporate and individual parties in complex tax investigations

Civil:

* Representation of plaintiffs in several civil rights cases including Fourth and Eighth Amendment challenges

» Representation of multinational energy company in a multi-billion dollar dispute concerning a liquid natural gas sales contracts
* Representation of telecommunications company in connection with a 5.5 billion Euro shareholder dispute

* Representation of multinational manufacturing company in a dispute concerning design and performance of commercial railway
cars

» Pro bono representation of individual agricultural investor alleging violations of a bilateral investment treaty by an African state

Affiliations

* Member, White Collar Crime Committee, American Bar Association

* Member, National Association of Criminal Defense Lawyers

* Member, Federal Bar Association Roanoke Executive Committee

» Corresponding Member, Emory University Center for the Study of Law & Religion
* Member, The Virginia Bar Association

https://www.gentrylocke.com/lugar/



Member, Virginia State Bar
Member, Roanoke Bar Association

Published Work

Andy Warholing It: A New Take on an “Old” Tool”; The Federal Lawyer (December 2016)

My Journey Below the Gnat Line in United States v. Stewart Parnell: How to Pass the Long Trial Test; American Bar
Association, 2016

Co-author, When Bad Things Happen to Good Companies; Performance News Summer 2012, Scott Insurance.

Solving the §1782 Puzzle: Bringing Certainty to the Debate Over 28 U.S.C. §1782’s Application to International Arbitration, 47(1)
Stanford J. Int'l L. 51 (2011)

More Uncertainty about §1782’s Extension to International Arbitral Proceedings, Kluwer Arbitration Blog (2010).
Not by the Hair of My Chinny Chin Chin: Ohio’s Attempt to Combat the Big Bad Wolf of Blight, 2 Liberty L. Rev. 245 (2007).

https://www.gentrylocke.com/lugar/
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Y W. David Paxton

Vo f J Partner

« Office: 540.983.9334
* Fax: 540.983.9400
« Email: paxton@gentrylocke.com

David Paxton advises and represents businesses, business owners, and executives in the areas of labor & employment law, complex litigation
and whistleblower claims. He chairs the firm’s labor and employment practice, is a frequent guest speaker at national and regional employment
law seminars, and has consistently been named to Best Lawyers in America for Labor & Employment law since 1999.

Education

+ University of Virginia School of Law, J.D. 1980
« U.S. Naval Justice School, Honor Graduate 1980
» Hampden-Sydney College, B.A. summa cum laude 1976, Phi Beta Kappa; Omicron Delta Kappa 1975; Baker Scholar 1972-1976

Experience

Complex & Multi-Party Litigation

» Secured jury verdict for three members of insurance company’s Board of Directors in defense of claims brought by Commissioner
of Insurance for fraud, fiduciary duty, conspiracy and securities violations. Also later recovered more than $3 million in attorney
fees on indemnity claims

» Secured summary judgment on §1981 public accommodation discrimination claims brought against large franchisee of national
restaurant chain by the Washington Lawyers Committee

» Secured dismissal of anti-trust and constitutional claims brought against statewide organization that regulates public school
athletics in Virginia by local media organization seeking to broadcast playoff games

* Represented President of Peanut Corporation of America in connection with congressional and criminal food safety
investigations, and in lawsuit to secure D&O coverage for defense costs

» Represented national restaurant chain in connection with contrived “mouse in the soup” claims resulting in the felony criminal
conviction of two persons who made allegations

* Represented college athlete on civil rights claims involving sexual assault allegations and successfully challenged the
constitutionality of federal law resulting in statute being declared unconstitutional by U.S. Supreme Court

Employment Litigation
» Represents employers on a broad cross-section of industries on claims of discrimination, harassment and retaliation, as well as
wage and hour disputes in federal and state courts

* Represented employers and employees in litigation involving claims of theft of trade secrets, disclosure of confidential
information, violations of non-competition/restrictive covenants, and other business torts

» Represented international pharmaceutical company to successful conclusion on contract claims against former inventor who
began a competing company

+ Obtained $4 million jury verdict for privately held company against its former president on claim to recoup bonus paid under
theory of unjust enrichment

» Represents senior executives and professionals in disputes with companies

» Represented U.S. subsidiary of large multi-national company on claims of ADEA, ADA and FMLA discrimination allegations to
successful resolution

» Secured summary judgment in complex ADA case brought against Fortune 100 company

* Represented large national retailer in claims of sexual harassment by former female employee to successful resolution
* Represented national manufacturer on claims involving age and disability discrimination to successful resolution

* Represented college coaches against public universities on breach of contract, NCAA violations, etc.

https://www.gentrylocke.com/paxton/



* Represented publicly-traded company in contractual dispute with former employee over valuation of stock option benefits upon
termination of employment resulting in favorable court settlement

» Represented senior executive in negotiation of dispute with high-tech company over vesting and valuation of stock option rights
resulting in favorable out of court settlement

Labor & Employment

» Represents and advises management from a broad cross-section of industries on full range of labor and employment issues that
arise on a daily basis such as hiring, E-verify, 1-9s, FMLA/ADA, USERRA, wage and hour, Affirmative Action Plans, COBRA,
OFCCP audits, harassment and discrimination complaints, investigation of misconduct, OSHA complaints, termination, EEO
charges, DOL investigations, and union avoidance

» Represented executive management team in negotiation of executive employment contracts which included equity compensation
packages in connection with a $250 million private equity deal

» Represented founder and CEO of high-tech company in negotiation of executive employment contract in anticipation of venture
capital investment

* Represented U.S. based companies in establishing indigenous workforce for new operations in India
* Represents management in various industries in planning and implementing workforce reductions
* Represents local school boards and police departments on employment-related matters

Religious Organizations

* Provides general corporate advice to several non-profit and Christian organizations
» Represented Board of Directors of non-profit organization in disputes with its founder and key members of management which
led to agreed-upon separation without litigation

* Represented company in acquisition of large network of Christian radio stations

Affiliations

» Fellow, Virginia Law Foundation (Inducted 2014)

* Chair, ALFA International Labor and Employment Law Section (2015-Present), Member of Labor & Employment Law Section
Steering Committee (1996-Present); Member, ALFA International Board of Directors (2014-Present)

* Member, Labor & Employment Law Section, American & Virginia Bar Associations (1986-Present)
* Member, Virginia CLE Steering Committee, Labor & Employment Section (2000-2010)

» Board of Directors, VHSL Foundation, Inc. (2004-2009)

» Board of Directors, Interfaith Hospitality Network of Roanoke Valley (2005-2009)

* Member, Planning Committee, Gridiron Club, Hampden-Sydney College (2007-2011)

* Member, Church Council, St. John Lutheran (2006-2009). President (2008-2009)

Awards

» Voted Top Employment & Labor Attorney by readers in The Roanoker magazine’s “Best Of’ (2012)

* Named a Top Rated Lawyer for Labor and Employment law and Commercial Litigation by American Lawyer Media (2013)

» Named one of The Best Lawyers in America® for more than seventeen consecutive years in the area of Employment Law —
Individuals & Management (1999-2017); Labor Law — Management (2011-2017) and Labor & Employment Litigation (2011-2017),
named “2017 Roanoke Lawyer of the Year” for Labor & Employment — Litigation

» Named to the “Virginia’s Top 50 List” of Virginia Super Lawyers (2007) and Virginia Super Lawyers in the area of Employment &
Labor Law (2007-2017), included in Super Lawyers Corporate Counsel edition (2009-2011) and Super Lawyers Business Edition
US in the area of Employment & Labor (2012-2014)

+ Listed in Benchmark Litigation as a Local Litigation Star for Labor & Employment and General Commercial (2012-2015) and
Insurance (2015); and Benchmark Plaintiffs for Labor & Employment (2012-2014), General Commercial, and Insurance (2014)

» Designated one of the Legal Elite in the Labor/Employment field by Virginia Business magazine (2000-2016)

* Named a “Legal Eagle” for Employment Law — Individuals, Employment Law — Management, Labor Law, and Litigation — Labor &
Employment by Virginia Living magazine (2012)

* Inclusion on the Virginia Amateur Sports Wall of Honor in its inaugural year (2009)

+ Navy Commendation Medal, Distinguished Legal Work (1983)

Published Work

» Co-author, Rule 68 Offers of Judgment — a Useful Defense Tool; The VADA Journal of Civil Litigation, Vol. XXIV, No. 4 (Winter
2012-2013)

» Co-Author, The Virginia Lawyer: A Deskbook for Practitioners, Chapter 4, Employment Law: Employee Rights and Employer
Responsibilities (2000-2007)

» Co-Author, Annual Survey of Virginia Law: Labor & Employment Law, 40, University of Richmond Law Review, 241 (2005 &
2007)

https://www.gentrylocke.com/paxton/
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Attorneys

Juliana F. Perry

Partner

» Office: 540.983.9388
» Fax: 540.983.9400
« Email: perry@gentrylocke.com

Julie Perry practices in the area of plaintiff’s personal injury. She has been representing plaintiffs primarily in medical malpractice actions for
over twenty years. Julie is also experienced in the field of alternative dispute resolution, and she serves as a mediator or arbitrator in a wide
variety of litigated matters.

Education

* University of Mississippi School of Law, J.D. 1986
» East Carolina University, B.S. 1983

Experience

- Represented plaintiffs in medical malpractice cases with settlement or verdicts in favor of the plaintiff in excess of $1,000,000
* Represented plaintiffs in personal injury and products liability actions

* Represented plaintiffs and defendants in court settlements throughout the Commonwealth of Virginia

» Served as a mediator and arbitrator in many types of litigated matters

* Represented the defendants as a public defender in the Office of Public Defender Roanoke, Virginia

https://www.gentrylocke.com/perry/
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Jonathan D. Puvak

Associate

« Office: 540.983.9399
» Fax: 540.983.9400
« Email: puvak@gentrylocke.com

Jon Puvak focuses on assisting businesses, business owners, lenders, and governmental entities with corporate matters, commercial transactions,
employee benefits, tax, and real estate matters. Before attending law school, Jon gained business and real estate development experience by
working with NVR Inc., one of the nation’s largest homebuilders. Prior to joining Gentry Locke, Jon practiced with a law firm based in
Arlington, Virginia.

Education

+ College of William and Mary, Marshall-Wythe School of Law, J.D. 2011
+ Bridgewater College, B.A. summa cum laude, 2004

Experience

Business & Corporate

* Represented businesses in negotiation, preparation, implementation of asset and stock mergers and acquisitions

* Represented corporate clients in corporate governance matters

* Represented individuals with new business entity formation and succession planning

* Represented lenders and borrowers with lending and refinancing transactions

» Represented parties in the drafting of complex domestic and international contracts

* Represented businesses in the design, implementation, and operation of retirement plans and executive compensation plans

Real Estate/Land Use/Municipal & Local Government

» Represented businesses and individual clients in real property transactions

* Represented local governments in land use and significant environmental matters

+ Assisted clients in obtaining land use approvals and regularly appears before Planning Commissions, Board of Supervisors,
County Boards, City Councils, and Boards of Zoning Appeals

» Guided developers through the zoning entitlement process and coordinates with architects, engineers, and other consultants

» Conducted feasibility and due diligence analyses for commercial real estate transactions

Affiliations

» Chamber Ambassador, Roanoke Regional Chamber of Commerce (2016-Present)

* Member, Virginia State Bar: Young Lawyers Division (2011-Present); Chair, Roanoke, Professional Development
Conference; VSB Young Lawyers Conference (2016-Present); Member, VSB Communications Committee (2016-Present)

* Member, American Bar Association, Young Lawyers Division

* Member, The Virginia Bar Association: Young Lawyers Division (2011-Present); Chair, Young Lawyers Division CLE Committee
(2016-Present)

* Member, Roanoke Bar Association (2014-Present)

» Firm Campaign Chair, United Way of Roanoke Valley (2015-Present)

» Graduate of Leadership Arlington, Young Professionals Program (2013)

* Member, Urban Land Institute (2011-2015)

https://www.gentrylocke.com/puvak/



Published Work

* Note, Executive Branch Czars, Who are They? Are They Needed? Can/Should Congress do Anything About These Czars?, 19
WM. & MARY BILL RTS. J. 4 (2011).

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

« Jan 14, 2016 — Approval for Eight Special Use Permits will Improve Wireless Communications in Montgomery County

https://www.gentrylocke.com/puvak/
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Anthony M. Russell

Partner

« Office: 540.983.9319
* Fax: 540.983.9400
« Email: russell@gentrylocke.com

Tony Russell helps people who have been hurt by the carelessness of others. Tony was raised by his mother and grandparents. While he was
growing up, he watched people suffer injustice because they lacked the means to protect themselves or fight back. Tony found his calling as a
lawyer and dedicated himself to making a difference in their lives. Tony’s intense dedication to pursuing justice for victims includes extensive
investigation and research. He believes the law should exist to help make victims whole and to protect others from becoming victims.

Tony is a Partner in the firm and is consistently noted as a Virginia Super Lawyer in Personal Injury and Medical Malpractice Litigation for
plaintiffs. He also is recognized among the Best Lawyers in America in several categories for plaintiffs, including Mass Tort Litigation/Class
Actions, Medical Malpractice Law, Personal Injury and Product Liability Litigation, and in 2016 was named the “Roanoke Lawyer of the Year”
for Medical Malpractice Law — Plaintiffs.

Education

+ University of Virginia School of Law, J.D. 1999
+ University of Virginia, B.A. with distinction, Phi Beta Kappa, 1996

Experience

* Represented numerous plaintiffs before the Supreme Court of Virginia including Sawyer v. Comerci, Monahan v. Obici Medical
Management Servs., Inc., May v. Caruso, Taboada v. Daily Seven, and Rascher v. Friend

 Represented four plaintiffs in obtaining a recovery of $7,500,000

+ Represented many plaintiffs in obtaining recoveries of $1,000,000 or more

- Represented many plaintiffs in obtaining recoveries of $500,000 or more

» Represented numerous plaintiffs in cases that received media publicity including Terry v. Harron ($700,000 jury verdict in a
medical malpractice case); Swanson v. Carilion ($1,000,000 settlement); Shumate v. Meincke ($1,300,000 jury verdict in a
medical malpractice case); Neaves v. Sugerman ($250,000 jury verdict in a medical malpractice case); Andrews v. Gray
(confidential settlement in a medical malpractice case involving wrong site surgery that was resolved as the jury was
deliberating); Shupe v. Carilion Healthcare Corporation ($2,000,000 jury verdict in a medical malpractice case)

» Represented plaintiffs in state courts throughout the Commonwealth of Virginia including Wise County, Smyth County,
Washington County, Giles County, Montgomery County, Radford, Danville, Martinsville, Roanoke, Roanoke County, Salem,
Botetourt County, Alleghany County, Richmond, Suffolk, Norfolk, Alexandria, Fredericksburg, Augusta County, Rockingham
County, Charlottesville, Greene County, Arlington, Lynchburg, Rockbridge County, Buena Vista, Tazewell County, Russell
County, Bedford County, Bristol, Campbell County, Carroll County, Dickenson County, Fairfax, Franklin County, Grayson County,
Halifax, Hampton, Henrico County, Henry County, Lee County, Prince William County, Pulaski County, Radford, Scott County

 Tried over fifty jury trials in state courts throughout the Commonwealth of Virginia from as far west as Scott County, Virginia, to as
far east as Norfolk, Virginia, to as far north as Alexandria, Virginia, and to as far south as Danville, Virginia

* Represented plaintiffs in federal courts throughout the Commonwealth of Virginia including the United States District Court for the
Western District of Virginia, Roanoke Division, Big Stone Gap Division, and Abingdon Division, as well as the United States
District Court for the Eastern District of Virginia, Alexandria Division and Richmond Division

» Tried several jury trials in federal courts including the United States District Court for the Western District of Virginia, Roanoke
Division, Big Stone Gap Division, and Abingdon Division

* Represented plaintiffs in over fifty mediations

» Represented plaintiffs in over ten arbitrations

» Represented plaintiffs in cases pending in courts in North Carolina and Tennessee

https://www.gentrylocke.com/russell/



» Represented plaintiffs in cases involving medical malpractice, wrongful death, legal malpractice, product liability, dog attacks, car
accidents, defamation (slander and libel), veterinary malpractice, assault and battery, pedestrian accidents, contract disputes,
employment disputes, tractor trailer accidents, dental malpractice, nursing home malpractice/abuse

» Participated in several continuing legal education courses including as a presenter and preparing written materials

Affiliations

+ Barrister, The Ted Dalton American Inn of Court (2010-Present); Associate (2007-2010)
» Board of Directors, New Vision: President (2017-Present), Member (2014-2016)

* Planning Commission for the City of Roanoke (2015-Present)

* Member, American Board of Trial Advocates (2009-Present)

* Member, American Association of Justice

* Member, Virginia Trial Lawyers Association

* Member, Virginia State Bar

*« Member, Roanoke Bar Association

* Member, Etheridge Society (2009-Present)

* Member, American Legion Post 3

Awards

* Named one of The Best Lawyers in America® in the areas of Mass Tort Litigation/Class Actions — Plaintiffs, Medical Malpractice —
Plaintiffs, Personal Injury Litigation — Plaintiffs (2013-2017), and Product Liability Litigation — Plaintiffs (2017), also listed in Best
Lawyers in America — Business Edition (2016), named “2017 Roanoke Lawyer of the Year for Personal Injury Litigation —
Plaintiffs”

» Designated as a National Trial Lawyers Top 40 Under 40 (2012)

» Recipient, Client Distinction Award, Martindale-Hubbell (2012)

* Named a Top Rated Lawyer for Medical Malpractice, Personal Injury, and Legal Malpractice law by American Lawyer Media
(2013)

» Named to the Blue Ridge Business Journal’s “20 Under 40 List” of the Blue Ridge Region’s up-and-coming business leaders
(2010)

« Barrister, The Ted Dalton American Inn of Court (2009-2012) and Associate (2007-2010)

 Elected to Virginia Super Lawyers for Personal Injury/Medical Malpractice: Plaintiffs in Virginia Super Lawyers magazine (2016-
2017) and was previously named a Rising Star 2007, 2009-2015)

* Roanoke Bar Association Volunteer Service Award for 25+ hours of pro bono & community service (2000-2006)

» Designated one of the “Legal Elite” in the Young Lawyer (2010), Civil Litigation (2016), and Legal Services/Pro Bono category
(2006) by Virginia Business magazine

* Pro-Bono of the Year Award, Blue Ridge Legal Services, Inc. (2004-2005)

Published Work

+ Surviving the Defense Medical Examination; The Journal of the Virginia Trial Lawyers Association, Volume 25 Number 1,
2014.

Case Studies

THE RESULTS OF CLIENT MATTERS DEPEND ON A VARIETY OF FACTORS UNIQUE TO EACH MATTER. PAST
SUCCESSES DO NOT PREDICT OR GUARANTEE FUTURE SUCCESSES.

» Aug 5, 2017 — Wrongful death surgery "blame game" results in verdict of over $8.75M

* Apr 3, 2017 — Gentry Locke attorneys secure settlement for orphaned toddler

« Aug 24, 2015 — Preventable Amputation Results in Settlement of $1M to Vietnam Veteran in Federal Tort Claims Act
Case

* Aug 14, 2015 — $300,000 Jury Verdict in Greenway Collision

« Jul 20, 2015 — Orthopedic Doctor Re-breaks Unhealed Broken Arm, Jury Awards Victim $700k

« Jun 12, 2015 — Jury Awards $1.1M to Victim of Severely Debilitating Condition Caused by Podiatrist

e Jan 28, 2015 — Feeding Tube Error Case Resolved for Widow

* Nov 15, 2014 — Victim of Surgeon's Wrongful Cutting and Failure to Timely Treat Awarded $1M by Jury

+ Sep 29, 2013 — Arbitration Result in Favor of Taxicab Accident Victim

» Sep 27, 2013 — Plaintiff in Multi-vehicle Accident Receives Over $225,000

« Jul 17, 2013 — $660,000 Verdict for Family in Wrongful Death Case

« Jun 27, 2013 — $1 Million Jury Verdict for Victim of Medical Malpractice

« Jan 4, 2012 — Settlement on Uninsured Motorist Accident

* Dec 28, 2011 — Maximum Awarded for Head-on Accident with Tractor-trailer

https://www.gentrylocke.com/russell/
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Attorneys

J. Scott Sexton

Partner

« Office: 540.983.9379
* Fax: 540.983.9400
« Email: sexton@gentrylocke.com

Scott Sexton, Senior Litigation Partner, is always neck-deep in some large and complicated lawsuit. He is truly at home in the courtroom, and
his work ethic is unsurpassed. His partners and clients value his creative energy, hard work, persistence and ability to communicate complicated
issues in simple terms. Scott practices law with the fundamental belief that there are many paths to victory, and most are not obvious or easy. For
him, “no” is not an answer, just an invitation to find another way — or try harder.

Scott’s cases include complex commercial litigation, products liability, toxic torts, significant property disputes, mineral cases, catastrophic
injuries, mass torts, and multi-district litigation. He chairs the firm’s Mineral, Energy and Natural Resources section, has been recognized by his
peers as a Leader in the Law for his role in developing the law in Virginia, is a charter member of the International Institute of Environmental,
Energy and Natural Resources Law, a member of the Energy and Mineral Law Foundation, and a Senior Fellow in the Litigation Counsel of
America. Combining an understanding of business and industry with decades of experience in the law, Scott is known as an aggressive but fair
advocate for his clients’ positions. He is frequently called on by his law partners and lawyers outside the firm for assistance and advice with
challenging cases. And, he is consistently voted by his peers as a Virginia Super Lawyer, and ranked as one of Virginia’s Legal Elite and one of
the Best Lawyers in America.

Education

» Southern Methodist University School of Law, J.D. 1988
+ University of Dallas, B.A. with honors, 1985

Experience

In 2010, Scott Sexton was named a “Leader in the Law” for his role as “Developer of the Law on Virginia Mineral Rights.” In addition to trial
work in this area, his focus in this field has taken him to the Virginia Supreme Court on numerous occasions over the past decade. Scott also
focuses on Products Liability and Catastrophic Injury cases.

Energy Cases: Mineral, Energy, and Land Rights

« Obtained judgment for over $23 million against Peabody Energy Corporation subsidiary

* Represented coal owner interests in federal class action over competing property rights in coal bed methane

* Represented long-time property owners against claims that prior conveyances were invalid

» Represented surface property owner against aggressive claims by multi-national limestone producer

* Negotiated favorable resolution to complicated regulatory claims against contract miner in West Virginia

+ Defended large gas company against multi-million dollar claims

* Represented southwest Virginia local governments in negotiations with the coal industry regarding severance taxes

+ Obtained 75 million dollar settlement on behalf of mineral owners regarding claims of unauthorized dumping in old mine works

+ Obtained largest jury verdict on record in the United States District Court for the Western District of Virginia on behalf of mineral
owners regarding deductions from royalty

» Obtained summary judgment liability ruling that coal operator had no right to dump mine wastewater in mine works where
plaintiffs owned coal

« Judicially overturned arbitration decision denying coal owner clients’ claims that coal operator had caused coal to become
“lost or threatened” under terms of coal lease

» Obtained ruling by Virginia Supreme Court that coal company had no legal right to dump mine waste in old mine works

https://www.gentrylocke.com/sexton/



Obtained ruling by Virginia Supreme Court that gas company could not block construction of a competing gas pipeline when
CNX asserted that it had the “exclusive” right to construct pipelines under its gas lease with the 20,000 acre property owner

Argued landmark decision at trial court and before the Virginia Supreme Court determining ownership of Coalbed Methane gas in
Virginia

Successfully defended manufacturer in defective pipeline case

Successfully defended gas production company’s property interests in gas storage facility

Represented numerous parties in various disputes involving Joint Operating Agreements

Successfully defended gas transportation company in claims related to contract for construction of pipeline

Successfully defended gas distribution company in claims related to gas explosion

Successfully obtained reversal of temporary injunction issued against gas production company related to construction of and
access to pipeline facility

Represented gas production company in anti-trust and business conspiracy case against competitor

Represented mineral owners before Virginia Gas and Oil Board

Represented gas production company before Virginia Gas and Oil Board

Successfully defended mineral owners against claim by others alleging competing title to coalbed methane gas and royalties
Represented mineral owners in claims for over-deduction from royalties (ongoing)

Represented gas production company in claims by injured pipeline worker

Represented former shareholder in gas production company regarding dispute over payments due under buy-out
Represented gas production company in dispute with another mineral leaseholder on large tract of gas producing property
Represented holder of 27,000 acres of mineral interests in dispute arising out of alleged damage to its minerals
Represented holder of 12,000 acres of mineral interests in dispute arising out of alleged damage to its minerals

Advised large gas production company in dispute over joint operating agreement and related rights

Successfully represented vendor of supplies and services in connection with claims for unpaid invoices against a large national
pipeline construction contractor, obtaining payment

Defended gas production and distribution company against claims by pipeline construction company, successfully obtaining jury
verdict on counterclaim

Successfully defended large gas production company against claims by coal operator related to construction and operation of a
gas transportation pipeline

Successfully resolved claims against former shareholder of large coal company arising out of stock redemption

Represented parties opposed to permit sought to allow large coal operator to discharge waste mine water into mines and local
waterway

Represented gas production company in connection with issues related to conflicts with coal operators under Virginia Gas and Oll
Act

Represented various parties in connection with numerous issues related to mineral leases and deeds

Commercial Litigation

Obtained jury verdict in favor of client accused of breach of fiduciary duty, interference with contract, and other business torts.
Jury granted judgment on counterclaim in favor of client for conversion

Successfully represented real estate developer in enforcing contract for purchase of resort acreage where final contract had not
yet been fully executed

Obtained jury verdict in favor of seller of large farm in Shenandoah Valley

Successfully resolved litigation asserting claims against purchaser of $275 million real estate portfolio
Successfully represented national bank on claims against former shareholder/director for fraud

Successfully represented minority shareholders in shareholder derivative lawsuit

Represented trademark holder against infringer, obtaining judgment for damages associated with pirated products
Represented numerous parties in D&O Claims arising out of corporate governance

Represented minority shareholder in claims against majority shareholder who had allegedly diluted stock
Represented Officer, Director and former Shareholder in claims by bankrupt corporation

Represented Trust beneficiary in claims against trustees of large estate

Represented numerous parties in estate litigation

Catastrophic Injury

Successfully represented many clients in claims arising from contaminated steroid injections
Obtained jury verdict in favor of client in complicated construction case
Negotiated global settlement on behalf of Virginia injured parties in Multi-District Litigation case

Affiliations

Member, Boyd Graves Society

Barrister, The Ted Dalton American Inn of Court

Faculty, Virginia State Bar Professionalism course
Member, Business Law Section, Virginia Bar Association

https://www.gentrylocke.com/sexton/



* Member, Intellectual Property Section, Virginia Bar Association

+ Member, Civil Litigation Section, Virginia Bar Association

» Past Member, 8th District Ethics Committee, Virginia State Bar

 Senior Fellow, Trial Lawyer Honorary Society, Litigation Counsel of America

Awards

* Named a Virginia Leader in the Law in 2010 by Virginia Lawyers Weekly

+ Named one of The Best Lawyers in America® in the fields of Commercial Litigation (2008-2017) and Oil & Gas Law (2009-2017),
also listed in Best Lawyers in America — Business Edition (2016)

» Named to Virginia Super Lawyers in the area of Business Litigation (2007-2017), included in Super Lawyers Corporate Counsel
edition (2010) and Super Lawyers Business Edition US in the area of Business Litigation (2012-2014)

+ Named a “Legal Eagle” for Commercial Litigation and Oil & Gas Law by Virginia Living magazine (2012)

» Designated as one of the Legal Elite in the field of Civil Litigation (2008-2010, 2012-2015) and Intellectual Property (2003-06) by
Virginia Business magazine

https://www.gentrylocke.com/sexton/
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Attorneys

Clark H. Worthy

Partner

« Office: 540.983.9384
* Fax: 540.983.9400
« Email: worthy@gentrylocke.com

Clark Worthy has a B.S. in Finance from the University of Virginia, McIntire School of Commerce and has spent over 20 years working with
individuals on their personal financial matters, and with private corporations on governance, merger and acquisition, real estate and financing
matters. For the past 10 years, Clark has primarily devoted his practice to commercial real estate matters including purchases, sales, leases, tax-
free exchanges, financings and, most recently, retail net lease properties. A Partner in the firm, Clark is recognized among the Best Lawyers in
America for Real Estate Law.

Education

» Washington and Lee University School of Law, J.D. magna cum laude, 1992
+ University of Virginia, Mclintire School of Commerce, B.S. in Finance, 1986

Experience

» Work with developers in Blacksburg and Smith Mountain Lake who specialize in residential and commercial subdivisions

» Worked on both the acquisition by and the sale of commercial properties to local banks for the location of new branch banks

« Worked with a national developer to close a land lease that was a critical piece of a larger phased retail development

» Worked on the acquisition and sale of several local businesses including a veterinary practice, dental practices and
manufacturing companies

* Worked on several estate administrations and assisted beneficiaries with post-mortem planning

» Worked with individuals and corporations in 1031 Like-Kind and Reverse Like-Kind Exchange transactions

» Assist a large non-profit organization with its low-income housing projects, general corporate work and loan programs

» Corporate counsel for several local businesses including physician practices, a landscaper and developer, insurance agents,
contractors and subcontractors, provider of assistance programs to disabled individuals and a mortgage broker

» Assisted a wireless communications provider and a tower company in obtaining Special Use Permits for the construction of
cellular towers

Affiliations

* Member and Former Board Chair, Apple Ridge Farm

» Past Board Chairman, Presbyterian Community Center in Roanoke
» Past Board Member, Roanoke Regional Chamber of Commerce

» Graduate, Leadership Roanoke Valley
+ Law Clerk to the Honorable H. Emory Widener, Jr., U.S. Court of Appeals, 4th Circuit, 1992-1993

Awards

* Named one of The Best Lawyers in America® in Real Estate Law (2012-2017)
» Named a “Legal Eagle” for Real Estate Law by Virginia Living magazine (2012)

https://www.gentrylocke.com/worthy/
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UNSOLVED MYSTERIESOF CIVIL PROCEDURE

TravisJ. Graham
(540) 983-9420
graham@gentrylocke.com
Gentry Locke Seminar
September 8, 2017

l. Responsive Pleadings and Removal

Federal Rule:

(1)
(2)
3
(4)
(5
(6)
(7)

D
)

Rule12. Defensesand Objections. When and How Presented; Motion for Judgment

on the Pleadings, Consolidating Motions; Waiving Defenses; Pretrial
Hearing

(b) How to Present Defenses. Every defense to aclaim for relief in any pleading must
be asserted in the responsive pleading if oneisrequired. But a party may assert the
following defenses by motion:

lack of subject-matter jurisdiction;

lack of personal jurisdiction;

improper venue;

insufficient process;

insufficient service of process,

failure to state a claim upon which relief can be granted; and
failure to join a party under Rule 19.

A motion asserting any of these defenses must be made before pleading if aresponsive
pleading isallowed. If apleading setsout aclaim for relief that does not require a
responsive pleading, an opposing party may assert at trial any defense to that claim.

No defense or objection iswaived by joining it with one or more other defenses or objections
in aresponsive pleading or in amotion.

(c) Motion for Judgment on the Pleadings. After the pleadings are closed--but early enough
not to delay trial--a party may move for judgment on the pleadings.

(g) Joining Motions.

Right to Join. A motion under this rule may be joined with any other motion allowed
by thisrule.

Limitation on Further Motions. Except as provided in Rule 12(h)(2) or (3),

a party that makes a motion under this rule must not make another motion under
thisrule raising a defense or objection that was available to the party but omitted
from its earlier motion.




(1)

)

3)

(h) Waiving and Preserving Certain Defenses.

When Some Are Waived. A party waives any defense listed in Rule 12(b)(2)-(5)
by:
(A)  omitting it from amotion in the circumstances described in Rule 12(g)(2);
or
(B) failingto either:
) make it by motion under thisrule; or
(i) include it in aresponsive pleading or in an amendment allowed by
Rule 15(a)(1) as a matter of course.
When to Raise Others. Failure to state a claim upon which relief can be granted,
to join a person required by Rule 19(b), or to state alegal defense to a claim may
be raised:
(A) inapleading alowed or ordered under Rule 7(a);
(B) by amotion under Rule 12(c); or
(C) attrial.
Lack of Subject-Matter Jurisdiction. If the court determines at any time that it lacks
subject-matter jurisdiction, the court must dismiss the action.

1. Which defenses can be waived, and when?

e You waive objections to personal jurisdiction, venue, improper service, and
improper process unless these defenses are made in the first thing you file.

e Youwalvetheright to file amotion under Rule 12(b)(6) and 12(b)(7) if you answer
or make another Rule 12(b) mation, but you can raise these same defenses via
amotion for judgment on the pleadings later.

e Youwalvetheright to file amotion for a more definite statement or a motion to
strikeif you answer.

e You never waive the right to object to lack of subject matter jurisdiction.

2. How do responsive pleadings and removal work together ?

e You canremove acase to federal court before being served. Thereafter, you do not
have to file aresponsive pleading until you are served.

e You must respond to a state court complaint within 21 days after service. You have
30 days after service to remove to federal court. If you missthe 21-day deadlinein
state court, you are in default regardless of whether you then remove the case.

e |f you remove after service, you must respond within the longer of 21 days after
receiving a copy of theinitial pleading, 21 days after service, or 7 days after
removing.
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e You do not waive objections to personal jurisdiction by removing to federal court.
Y ou do waive objections to venue.

. Nonsuits, Voluntary Dismissals, and Tolling Statutes

Federal Rule:

Rule 41. Dismissal of Actions
() Voluntary Dismissal.
D By the Plaintiff.

(A)  Without a Court Order. Subject to Rules 23(e), 23.1(c), 23.2, and 66
and any applicable federal statute, the plaintiff may dismiss an action
without a court order by filing:

(i) anotice of dismissal before the opposing party serves either an
answer or amotion for summary judgment; or

(i)  astipulation of dismissal signed by all parties who have
appeared.

(B)  Effect. Unlessthe notice or stipulation states otherwise, the dismissal
iswithout prejudice. But if the plaintiff previously dismissed any
federal-or state-court action based on or including the same claim, a
notice of dismissal operates as an adjudication on the merits.

2 By Court Order; Effect. Except as provided in Rule 41(a)(1), an action
may be dismissed at the plaintiff’ s request only by court order, on terms
that the court considers proper. If adefendant has pleaded a counterclaim
before being served with the plaintiff’s motion to dismiss, the action may
be dismissed over the defendant’ s objection only if the counterclaim can
remain pending for independent adjudication. Unless the order states
otherwise, adismissal under this paragraph (2) is without prejudice.




State Rule:

Virginia Code § 8.01-380. Dismissal of action by nonsuit; fees and costs.

A.

A party shall not be allowed to suffer a nonsuit as to any cause of action or
claim, or any other party to the proceeding, unless he does so before a motion
to strike the evidence has been sustained or before the jury retires from the bar
or before the action has been submitted to the court for decision.

Only one nonsuit may be taken to a cause of action or against the same party
to the proceeding, as a matter of right, although the court may allow additional
nonsuits upon reasonabl e notice to counsel of record for all defendants and
upon areasonable attempt to notify any party not represented by counsel, or
counsel may stipulate to additional nonsuits. The court, in the event
additional nonsuits are allowed, may assess costs and reasonable attorney’s
fees against the nonsuiting party. When suffering a nonsuit, a party shall
inform the court if the cause of action has been previously nonsuited. Any
order effecting a subsequent nonsuit shall reflect all prior nonsuits and shall
include language that reflects the date of any previous nonsuit together with
the court in which any previous nonsuit was taken.

A party shall not be allowed to nonsuit a cause of action, without the consent
of the adverse party who has filed a counterclaim, cross claim or third-party
claim which arises out of the same transaction or occurrence as the claim of
the party desiring to nonsuit unless the counterclaim, cross claim or third-
party claim can remain pending for independent adjudication by the court.

State Tolling Statute:

Virginia Code § 8.01-229. Suspension or tolling of statute of limitations; effect of
disabilities; death; injunction; prevention of service by defendant; dismissal, nonsuit
or abatement; devisefor payment of debts; new promises; debtsproved in creditors

suits.

E.

Dismissal, abatement, or nonsuit.

1 Except as provided in subdivision 3 of this subsection, if any action is
commenced within the prescribed limitation period and for any cause
abates or is dismissed without determining the merits, the time such
action is pending shall not be computed as part of the period within
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which such action may be brought, and another action may be brought
within the remaining period.

If aplaintiff suffers avoluntary nonsuit as prescribed in § 8.01-380,
the statute of limitations with respect to such action shall be tolled by
the commencement of the nonsuited action, and the plaintiff may
recommence his action within six months from the date of the order
entered by the court, or within the original period of limitation, or
within the limitation period as provided by subdivision B 1, whichever
period islonger. Thistolling provision shall apply irrespective of
whether the action is originally filed in afederal or a state court and
recommenced in any other court, and shall apply to all actions
irrespective of whether they arise under common law or statute.

Whereisthefederal tolling statute?

e Thereisn't one.

When and how can | take a voluntary dismissal in federal court, and be surethat |
can refile my action?

In federal court, voluntary dismissal can occur in three ways.

a

C.

the plaintiff may file anotice at any time before any defendant files an
answer or amotion for summary judgment;

after an answer or motion for summary judgment has been filed, the case
may be voluntarily dismissed by the filing of a stipulation signed by all
parties who have appeared,;

otherwise, the dismissal can only occur with the permission of the court.

The resjudicata effect of avoluntary dismissal varies according to the
circumstances:

(0]

Dismissal by notice, stipulation, or court order is presumed to be without
prejudice, unless the order provides otherwise.

However, if aplaintiff has previously dismissed any action, whether in
state or federal court, which included or was based on the same claims, the
second dismissal by noticeiswith prgjudice. Thisiscalled the*2
dismissal” rule.
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A second dismissal by stipulation is not with prejudice unless the order
say's So.

If the first case was in state court, and the second is dismissed in federal
court, the "2 dismissal” rule applies.

If the first case was in federal court, and the second caseis dismissed in
state court, state law governs.

If acaseisbarred by the"2 dismissal” rulein federal court, itisaso
barred in state court.

If adefendant has pleaded a counterclaim, the plaintiff may obtain a
dismissal over the defendant’ s objections only if the counterclaim may
remain pending for adjudication. [NOTE: NEVER DO THIS]

3. When and how can | take a nonsuit in state court, and be surethat | can refile my
action?

A plaintiff may take one nonsuit as a matter of right at any time before (a) a
motion to strike is sustained, (b) the jury retires, or (c) the action is submitted to

the court for decision, either after trial or on a dispositive motion.

Additional nonsuits may be had only if (a) the court allowsit or (b) all counsel

stipulate.

The 2007 amendment to 8§ 8.01-380 provides that "when suffering a nonsuit,

aparty shall inform the court if the cause of action has been previously

nonsuited.” A failure to do so may render the nonsuit ineffective, which may

prevent the nonsuiting party from taking advantage of the savings statute.



[1. Use of

Federal Rule:

Depositionsat Trial

Rule 32. Using Depositionsin Court Proceedings

(a) Using Depositions.

D

(2)

3)

(4)

In General. At ahearing or trial, all or part of a deposition may be used

against a party on these conditions:

(A)  theparty was present or represented at the taking of the deposition or
had reasonable notice of it;

(B) itisused to the extent it would be admissible under the Federal Rules
of Evidence if the deponent were present and testifying; and

(C) theuseisallowed by Rule 32(a)(2) through (8).

I mpeachment and Other Uses. Any party may use a deposition to contradict
or impeach the testimony given by the deponent as awitness, or for any other
purpose allowed by the Federal Rules of Evidence.

Deposition of Party, Agent, or Designee. An adverse party may use for any
purpose the deposition of a party or anyone who, when deposed, was the
party’s officer, director, managing agent, or designee under Rule 30(b)(6) or
31(a)(4).

Unavailable Witness. A party may use for any purpose the deposition of a

witness, whether or not a party, if the court finds:

(A) that thewitnessis dead;

(B)  that the witness is more than 100 miles from the place of hearing or
trial or is outside the United States, unless it appears that the withess's
absence was procured by the party offering the deposition;

(C) that the witness cannot attend or testify because of age, illness,
infirmity, or imprisonment;

(D) that the party offering the deposition could not procure the witness's
attendance by subpoena; or

(E)  onmotion and notice, that exceptional circumstances make it desirable
—in the interest of justice and with due regard to the importance of
live testimony in open court—to permit the deposition to be used.




State Rule:

Rule4:7. Use of Depositionsin Court Proceedings

(a) Use of Depositions. —At thetrial or upon the hearing of a motion or an interlocutory
proceeding, any part or al of adeposition, so far as admissible under the rules of
evidence applied as though the witness were then present and testifying, may be used
against any party who was present or represented at the taking of the deposition or
who had reasonabl e notice thereof, in accordance with any of the following
provisions:

)

3

(4)

Any deposition may be used by any party for the purpose of contradicting or
impeaching the testimony of deponent as a witness.

The deposition of a party or of anyone who at the time of taking the
deposition was an officer, director, or managing agent, or a person designated
under Rule 4:5(b)(6) or 4.6(a) to testify on behalf of a public or private
corporation, partnership or association or governmental agency whichisa
party may be used by an adverse party for any purpose.

The deposition of awitness, whether or not a party, may be used by any party
for any purpose in any action upon aclaim arising at law, issue heard by an
advisory jury empaneled pursuant to Code 8 8.01-336(E), or hearing ore tenus
upon an equitable claim if the court finds: (A) that the witness is dead; or

(B) that the witnessis at greater distance than 100 miles from the place of trial
or hearing, or is out of this Commonwealth, unless it appears that the absence
of the witness was procured by the party offering the deposition; or (C) that
the witness is unable to attend or testify because of age, illness, infirmity, or
imprisonment; or (D) that the party offering the deposition has been unable to
procure the attendance of the witness by subpoena; or (E) that the witnessisa
judge, or is a superintendent of a hospital for the insane more than 30 miles
from the place of trial, or is a physician, surgeon, dentist, chiropractor, or
registered nurse who, in the regular course of his profession, treated or
examined any party to the proceeding, or isin any public office or service the
duties of which prevent his attending court provided, however, that if the
deponent is subject to the jurisdiction of the court, the court may, upon a
showing of good causes or sua sponte, order him to attend and to testify ore
tenus; or (F) upon application and notice, that such exceptional circumstances
exist asto make it desirable, in the interest of justice and with due regard to
the importance of presenting the testimony of witnesses orally in open court,
to allow the deposition to be used.




1.

2.

3.

How does all thiswork?

It'ssimple:

Did the opposing party have notice of the deposition?

YES NO — can'tuse

Is the deposition (1) being used for impeachment, (2) a party admission,
(3) the statement of a person who is dead, over 100 miles from the courthouse,
unavailable because of age, illness, infirmity, imprisonment, or outside the
reach of a subpoena, or (4) (in state court only), the deposition
of adoctor or another person listed in the rule?

YES NO — can'tuse

l

The deposition transcript then becomes the equivalent of alive witness,
and isadmissible just asif the deponent were testifying.

Arethereany big differences between the federal and staterule?

e Thefedera rule contains no provision like 4:7(a)(4)(E) referring to judges,
physicians, etc.

What aretheruleson expert depositions?

e Anexpertisnot aparty or agent of aparty, and so his or her statements are not
party admissions. The law pretends that experts are impartial witnesses.

e |f adeposition can be read into evidence under the rules set out above, that isthe
end of theinquiry. There are not supposed to be any other issues. Thereisno
distinction between a* proof” deposition and a“ discovery” deposition in either
federal or state law, and no special rules about experts. So, if you meet the
requirements of Rule 32 or Rule 4.7, you can:

0 usethedeposition of your expert;

0 usethedeposition of an expert hired by a party that has been dismissed
from the casg;

0 usethe deposition of an opposing party’s expert;

0 usethe other party’s examination of an expert;
9




0 subpoenaan expert, depose him or her, and use the transcript.
But, you cannot:
o force someone to offer an expert opinion against his or her will;

0 read an opposing party’s expert report into evidence, unlessyou find a
way around the hearsay rule;

0 hire away the opposing party’s expert.

Neither Virginianor federal law recognizes the existence of a“de bene esse’
deposition. This concept survives only because there might be times when a
deposition could not be read into evidence under the rules, but the parties agree
that it can. And because wereally like Latin phrases and refuse to embrace
change.
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. Introduction.

A.

On November 19, 2014, Rolling Stone published “A Rape on Campus’ (the
“Article”), both in its print magazine and online. The Article began in shocking
fashion—the gang-rape of “Jackie” at a University of Virginia fraternity. It went on
to explore issues of sexual assault at college—campus culture, Title IX obligations,
administration response, etc.—using Jackie' s story as the primary prism.

The Article was an immediate firestorm, due to the brutality of Jackie's reported
assault, the description of UV A culture, and the lack of action against Jackie's alleged
perpetrators.

In the weeks that followed, however, Jackie's account of her alleged gang-rape was
shown to be unreliable, leading Rolling Stone to apologize, commission an
investigation by the Columbia School of Journalism, and then officially withdrew the
Articlein conjunction with its publication of Columbia’s report.

. Three defamation lawsuits were filed in the Article' swake: by the fraternity, by three

individual fraternity members, and by then Associate Dean Nicole Eramo—the UVA
administration’s primary point of contact with Jackie.

Only Eramo’s lawsuit went to trial. It took place over three weeks last Fall, in
Charlottesville federal court.

We represented the Defendants—the Rolling Stone entities that published the Article,
aswell asits author, Sabrina Rubin Erdely.*

. This program will provide an overview of defamation law in Virginia, examine a few

legal issues that ended up being of particular significance, and (during the
presentation) share some stories from the case.

! In addition to the Article, certain post-Article statements also were at issue in the litigation.
Here we will focus only on the Article statements.
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I1. Overview of Defamation L aw.?

A. “InVirginia, when a plaintiff alleges defamation by publication, the elements are (1)
publication of (2) an actionable statement with (3) the requisite intent.” Schaecher v.
Bouffault, 772 S.E.2d 589, 594 (Va. 2015) (quotation omitted). Damages are also
required, with the level of proof depending on whether the alleged statement
constitutes defamation per se.

B. Publication. The statement must be heard/read by a third-party, i.e., someone other
than the plaintiff, and understood to be “of or concerning” the plaintiff.>

1. Thefact of publication is generally only an issue with averba defamation claim.

a. “lIt is sufficient to show that, when the defendant addressed the defamatory
words to the plaintiff, another person was present, heard the words spoken,
and understood the statement as referring to the plaintiff.” Food Lion v.
Melton, 458 S.E.2d 580, 584 (Va. 1995).

2. To be “of or concerning” a plaintiff, the statement need not refer to the plaintiff
by name. It suffices if the publication was intended to refer to the plaintiff and
this would be understood by the audience:

a. “[A defamation] plaintiff must show that the alleged [defamation] was
published ‘of or concerning’ him. He need not show that he was mentioned
by name in the publication. Instead, the plaintiff satisfies the ‘of or
concerning’ test if he shows that the publication was intended to refer to him
and would be so understood by persons reading [or hearing] it who knew
him. ... But if the publication on its face does not show that it applies to the
plaintiff, the publication is not actionable, unless the allegations and
supporting contemporaneous facts connect the [defamatory] words to the
plaintiff.”  WJLA-TV v. Levin, 564 S.E.2d 383, 390 (Va 2002) (quoting
Gazette, Inc. v. Harris, 325 SEE.2d 713, 738 (Va. 1985) (brackets in original).

%In Virginia, thereis no legal distinction between libel and slander, but rather a single cause
action for “defamation.” See, e.g., Fleming v. Moore, 275 S.E.2d 632, 635 (Va. 1981).

% Even assuming “publication,” if the communication was “only between persons on a subject in
which the persons have an interest or duty,” a qualified privilege attaches that can defeat a
defamation claim. Cashion v. Smith, 749 S.E.2d 526, 532 (Va. 2013) (quotation omitted). See
also Tomlinv. IBM Corp., 84 Va. Cir. 280, 287 (Fairfax Co. 2012) (“ The Virginia Supreme
Court has long held that *a communication, made in good faith, on a subject matter in which the
person communicating has an interest or owes a duty, legal, moral, or social, is qualifiedly
privileged if made to a person having a corresponding interest or duty.’”) (quoting Taylor v.
Grace, 166 Va. 138, 144 (1936)).



C. Actionable statement.

1. Tobe*“actionable,” a statement must be “both false and defamatory.” Schaecher,
772 S.E.2d at 594.

2. Fasity—fact v. opinion.

a. Tobefalse, astatement “must ‘ have a provably false factual connotation and
thus [be] capable of being proven true or false.’” Schaecher, 772 SEE.2d at
597 (quoting Cashion v. Smith, 749 S.E.2d 526, 531 (Va. 2013) (bracketsin
original). See also Schaecher, 772 S.E.2d at 597 (the “verifiability of the
statement in question [is] a minimum threshold issue”) (quoting Potomac
Valve & Fitting, Inc. v. Crawford Fitting Co., 829 F.2d 1280, 1288 (4th Cir.
1987)) (bracketsin original) (emphasis added); Hyland v. Raytheon Tech.
Servs. Co., 277 Va. 40, 44, 670 S.E.2d 746, 749 (2009) (a statement must be
“subject to empirical proof”).

b. Thus, “rhetorical hyperbole” cannot be defamatory. Schaecher, 772 S.E.2d at
600.

c. By contrast, “[w]hen a statement is relative in nature and depends largely on a
speaker’ s viewpoint, that statement is an expression of opinion.” Cashion,
749 S.E.2d at 531 (emphasis added).

d. “[Plure expressions of opinion’ are constitutionally protected and ‘ cannot
form the basis for adefamation action.”” Tharpe v. Saunders, 737 F.E.2d 890,
893 (Va 2013) (emphasis added) (quotations omitted).

e. An*“opinion,” however, may still be actionable if it implies an assertion of
objectivefact. Schaecher, 772 S.E.2d at 600. But when the facts underlying
such an opinion are fully disclosed—and the stated facts are not themselves
fal se/defamatory—then the opinion is not actionable because it “reasonably
could be understood only as [the speaker’ 5| personal conclusion about the
information presented.” 1d. at 601 (quoting Phantom Touring, Inc. v.
Affiliated Publications, 953 F.2d 724, 730 (1st Cir. 1992).

f. “To determine whether a statement can be reasonably understood as stating or
implying actual facts [and] whether those statements are verifiable . . . [courts]
must examine them in context.” Schaecher, 772 S.E.2d at 595 (emphasis
added). Seealsoid. (a“publication must be taken as awhole, and in the sense
in which it would be understood by the readers to whom it was addressed”)
(quotation omitted).

g. Thefact/opinionissueis determined by the court as a matter of law. Hyland,
670 S.E.2d at 750 (*[B]efore submitting a defamation clam to ajury, atria
judge must determine as a matter of law whether the allegedly defamatory
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statements contain provably false factual statements or are merely statements
of opinions.”) (citing cases).

3. Defamatory meaning.

a. “Defamatory words are those ‘tend[ing] so to harm the reputation of another

e.

asto lower him in the estimation of the community or to deter third persons
from associating or dealing with him.”” Schaecher, 772 S.E.2d at 594
(quoting Restatement (Second) of Torts § 559).

There must be adefamatory “ sting,” meaning that the language “tends to
injure one’ s reputation in the common estimation of mankind, to throw
contumely, shame, or disgrace upon him, or which tends to hold him up to
scorn, ridicule, or contempt, or which is calculated to render him infamous,
odious, or ridiculous.” Schaecher, 772 S.E.2d at 594 (quotation omitted).

In other words, to be defamatory, “a statement must be more than merely
unpleasant or offensive; it must make the plaintiff appear odious, infamous, or
ridiculous.” Chapinv. Greve, 787 F. Supp. 557, 562 (E.D. Va. 1992), aff'd
sub nom. Chapin v. Knight-Ridder, Inc., 993 F.2d 1087 (4th Cir. 1993)
(internal quotation marks omitted).

There are also certain categories of defamatory words that are actionable as
“defamation per se”:

(1) Those which impute to a person the commission of some
criminal offense involving moral turpitude, for which the party, if
the charge is true, may be indicted and punished.

(2) Those which impute that a person is infected with some
contagious disease, where if the chargeistrue, it would exclude
the party from society.

(3) Those which impute to a person unfitness to perform the duties
of an office or employment of profit, or want of integrity in the
discharge of the duties of such an office or employment.

(4) Those which prejudice such person in his or her profession or
trade.

Tronfeld v. Nationwide Mut. Ins. Co., 636 S.E.2d 447, 449-50 (Va.
2006)

“Virginialaw requires that the potential defamatory meaning of statements be
considered in light of the plain and ordinary meaning of the words used in
context as the community would naturally understand them.” Wellsv. Liddy,
186 F.3d 505, 523 (4th Cir. 1999).
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f.

It isan “essentia gatekeeping function of the court” to “[e]nsur[€] that

defamation suits proceed only upon statements which actually may defame a

plaintiff, rather than those which merely may inflame ajury to an award of

damages.” Webb v. Virginian-Pilot Media Cos., S.E.2d 808, 811 (Va. 2014).

4. Recent case example addressing the dual “actionable statement” inquiries. Va.
Citizens Def. League v. Couric, No. 3:16¢cv757, 2017 U.S. Dist. LEXIS 83308
(E.D. Va May 31, 2017).

a

e.

Earlier this year, the Eastern District of Virginia dismissed a defamation
lawsuit against Katie Couric and the distributors/producers of a 2016 film,
Under the Gun, that that included an interview with members of the Virginia
Citizens Defense League (“VCDL").

“At one point during the interview, Under the Gun shows VCDL’s members
apparently stumped when an interviewer asks how to keep felons and
terrorists from getting guns without background checks.” Couric, 2017 U.S.
Dist. LEXIS 83308, at *2.

In response to that question, the film showed eight seconds of silence, with the
VCDL members shifting their gaze, but not speaking. Id. at *6-7. Thisclip
apparently was shot before the interview began, when “ Couric asked the
VCDL membersto sit in silence for ten seconds to allow for calibration of the
recording equipment.” Id. at *3.

The court granted the defendant’ s motion to dismiss. First, it held that the
interview scene as depicted in the film was not false:

Under the Gun portrays members of the VCDL not answering the
guestion posed by Couric. In reality, members of the VCDL did
not answer the question posed by Couric. They talked about
background checks and gun laws generally, but did not answer the
guestion of how to prevent felons or terrorists from purchasing
guns without background checks. The editing simply dramatizes
the sophistry of the VCDL members.

Id. at *8 (emphasisin original).

The court then held that the footage “ does not, on its face, carry the
defamatory sting required by Virginialaw.” 1d. at *11. In part, the court
reasoned as follows:

As presented by Under the Gun, members of the VCDL answered
a handful of questions about guns and background checks, but then
sat silently in the face of a question about how to prevent felons
and terrorists from purchasing guns without the use of background
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checks. At worst, this shows artistically that they either cannot or
will not answer the question. Their verbal responses during the
interview showed the same thing. Either way, not having an
answer to a question on a difficult and complex issue is not
defamatory. It does not lower these plaintiffsin the estimation of
the community to the extent and with the sting required.

Id. at *11-12.

D. “Reguisite intent.”

1.

Thelevel of intent required by a defendant depends on whether the plaintiff isa
private or public person.

Public officials/public figures.

a. Given the First Amendment’ s protection of “free speech,” and adesire to

d.

protect “uninhibited, robust, and wide-open” debate on public issues, New
York Times Co. v. Sullivan, 376 U.S. 254, 270 (1964), both a higher level of
intent and higher burden of proof isrequired to defame “public” persons.

To “carve out an area of ‘breathing space’ so that protected speech is not
discouraged,” when the plaintiff isapublic official or public figure, he/she
must prove that a statement was published with “actual malice,” a.k.a. “New
York Times malice.” Harte-Hanks Commc’ ns, Inc. v. Connaughton, 491 U.S.
657, 686 (1989).

“Actual malice” is asubjective inquiry, requiring a plaintiff to prove that the
defendant published afalse statement either “with ‘knowledge that it was false
or with reckless disregard of whether it was false or not.”” Masson v. New
Yorker Magazne, Inc., 501 U.S. 496, 510 (1991) (quoting New York Times,
376 U.S. at 279-80). See also CACI Premier Technologies. v. Rhodes, Inc.,
536 F.3d 280, 295-304 (4th Cir. 2008) (actual malice must be proven for each
allegedly defamatory statement). In this context, “reckless disregard means
“that the defendant actually had a high degree of awareness ... of probable
falsity.” Harte-Hanks, 491 U.S. at 688.

As an additional First Amendment safeguard, actual malice must be proven by
“clear and convincing” evidence. Anderson v. Liberty Lobby, Inc., 477 U.S.
242, 255-57 (1986).

3. Privateindividuals.

a. Incontrast to the high standard and burden for claims against public
persons, a private plaintiff need only show, by a preponderance of the
evidence, that a defendant published the defamatory statement negligently:
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In an action brought by a private individual to recover
actual, compensatory damages for a defamatory publication,
the plaintiff may recover upon proof by a preponderance of
the evidence that the publication was false, and that the
defendant either knew it to be false, or believing it to be
true, lacked reasonable grounds for such belief, or acted
negligently in failing to ascertain the facts on which the
publication was based . . . . In addition, . . . such liability
may be based upon negligence, whether or not the
publication in question relates to a matter of public or
general concern.

WJILA-TV, 564 S.E.2d at 391 (emphasis added) (quoting
Gazette, 325 S.E.2d at 724-25).

E. Damages.

1. Damages are required element for a prima facie defamation claim.

2. Recoverable damages are broader than for most torts, and include injury to
reputation, humiliation, and embarrassment. See Askew v. Collins, 722 S.E.2d
249, 251 (Va. 2012). But “[i]t isdifficult, if not impossible, to prove with
mathematical precision the quantum” of these types of damages. Id.

3. For thisreason, in defamation per se claims, the usual standard of proof is
absent—" compensatory damages for injury to reputation, humiliation, and
embarrassment are presumed.” 1d.

4. On the other hand, “[w]here a plaintiff does not prevail on aclaim of defamation
per se, and has not alleged or stated proof of special damages, the plaintiff may
not proceed. Schaecher, 772 S.E.2d at 598. See also Fleming v. Moore, 275
S.E.2d 632, 639 (Va. 1981) (a plaintiff must show “[s]pecial damages. . . asa
prerequisite to recovery where the defamatory words are not actionable per se”).

I11.Key Rulingsin the Rolling Stone Case

A. Eramo was alimited-purpose public figure.

1. The partiesfiled summary judgment cross-motions on whether Eramo was a
public official or limited-purpose public figure, and thus whether she would be
required to prove “actual malice” by clear and convincing evidence.

2. The Court held that “ defendants have met their burden of establishing that, at the
time of publication, Eramo warranted the limited-purpose public figure
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designation.” Eramo v. Rolling Stone, LLC, No. 3:15¢cv23, Sep. 22, 2016 Opinion.
(S.J. Op.) at 9 (attached as Exhibit 1).*

3. “A limited-purpose public figure is one who ‘voluntarily injects himself or is
drawn into a particular public controversy and thereby becomes a public figure for
alimited range of issues.”” Id. at 6 (quoting Gertz v. Welch, 418 U.S. 323, 361
(1974). To satisfy this standard, a defendant must prove the following:

(2) the plaintiff had access to channels of effective communication;

(2) the plaintiff voluntarily assumed a role of special prominence
in the public controversy; (3) the plaintiff sought to influence the
resolution or outcome of the controversy; (4) the controversy

existed prior to the publication of the defamatory statement; and (5)
the plaintiff retained public-figure status at the time of the alleged

defamation.

S.J. Op. at 6 (quoting Fitzgerald v. Penthouse Int’l, Ltd., 691 F.2d
666, 668 (4th Cir. 1982).

4. Initsopinion, the Court focused on the second and third factors, which it
described as “the heart of theinquiry.” S.J. Op. at 6. It held that “afair
reading of the Article suggests that the controversy at issueis UVA’s
response to allegations of sexual assault,” and that “Eramo voluntarily
assumed a position of ‘special prominence’ onthisissue.” Id. at 7.

B. Defamation by implication.

1. Inaddition to five express statements, Eramo also contended that the Article
defamed her by implication.

2. When “aplaintiff allegesthat [s|he has been defamed not by statements of fact
that are literally true but by an implication arising from them, the alleged
implication must be reasonably drawn from the words actually used.” Webb, 752
SE.2d at 811. Seealso Chapin, 993 F.3d at 1092 (* A defamatory implication
must be present in the plain and natural meaning of the words used.”).

3. Inother words, an alegedly defamatory publication must “reasonably capable of
the defamatory meaning” ascribed to it. Webb, 752 S.E.2d at 811 (Va. 2014).
The Supreme Court of Virginiathen explained how to conduct thisinquiry:

In determining whether the words and statements complained of in
the instant case are reasonably capable of the meaning ascribed to
them by innuendo, every fair inference that may be drawn from the
pleadings must be resolved in the plaintiff’s favor. However, the

* The Court thus did “not decide whether Eramo was a public official.” S.J. Op. at 9, n.1.
8



meaning of the alleged defamatory language can not, by innuendo,
be extended beyond its ordinary and common acceptation. The
province of the innuendo is to show how the words used are
defamatory, and how they relate to the plaintiff, but it can not
introduce new matter, nor extend the meaning of the words used,
or make that certain which isin fact uncertain.

Id. (quoting Carwile v. Richmond Newspapers, Inc., 82 S.E.2d 588,
592 (Va. 1954)

4. Further, “[t]he language must not only be reasonably read to impart the false
innuendo, but it must also affirmatively suggest that the author intends or
endorsesthe inference.” Chapin, 993 F.2d at 1092-93. See also Pendleton v.
Newsome, 772 S.E.2d 759, 765 (Va. 2015) (a defamation by implication plaintiff
must show that “the statements were designed and intended by the defendants to
imply” the defamatory innuendo complained of).

5. Shortly beforetrial, Eramo asserted that the Article’s defamatory implication was
asfollows:

Plaintiff alleges that the Rolling Stone article “A Rape on Campus,”
taken as a whole and viewed in context with its headlines,
illustrations, captions and promotional material, implies and
insinuates that Nicole Eramo acted as a false friend to Jackie,
pretending to be on her side while at the same time discouraging
Jackie from pursuing a formal complaint or police investigation
regarding her rape allegations in order to suppress the assault and
protect the University’ s reputation.

6. At theclose of Eramo’s evidence, defendants moved the Court for judgment as a
matter of law on all claims. The Court granted the motion as to the defamation by
implication claim, holding that:

no reasonable juror could find that “A Rape of Campus,” read as a
whole and in context of the contemporaneous promotional material,
reasonably implies that Eramo was a false friend to Jackie who
pretended to be on Jacki€'s side while seeking to suppress sexual
assault reporting. Similarly, based on the evidence adduced, the
court further believes that no reasonable juror could find that
plaintiff has established by a preponderance of the evidence that
defendants designed and intended this defamatory implication.

Eramo v. Rolling Sone, LLC, No. 3:15cv23, Oct. 31, 2016
Opinion. (Rule 50 Op.) a 4-5 (attached as Exhibit 2).



C. “Republication” of the Article.

1. During the litigation, Eramo developed a theory that the content of Article was
“republished” on December 5, 2014 (approximately three weeks after the Article
was published) when an “Editor’s Note” was appended to the top of the online
version of the Article.

2. The Editor’ s Note read as follows:
TO OUR READERS

Last month, Rolling Stone published a story titled “ A Rape on
Campus’ by Sabrina Rubin Erdely, which described a brutal gang
rape of a woman named Jackie at a University of Virginia
fraternity house; the university’ s failure to respond to this alleged
assault — and the school’ s troubling history of indifference to
many other instances of alleged sexual assaults. The story
generated worldwide headlines much soul-searching at UVA.
University president Teresa Sullivan promised a full investigation
and also to examine the way the school responds to sexual assault
allegations.

Because of the sensitive nature of Jacki€' s story, we decided to
honor her request not to contact the man she claimed orchestrated
the attack on her nor any of the men she claimed participated in
the attack for fear of retaliation against her. In the months Erdely
spent reporting the story, Jackie neither said nor did anything that
made Erdely, or Rolling Stone’s editors and fact-checkers,
guestion Jacki€' s credibility. Her friends and rape activists on
campus strongly supported Jackie' s account. She had spoken of the
assault in campus forums. We reached out to both the local branch
and the national leadership of the fraternity where Jackie said she
was attacked. They responded that they couldn’t confirm or deny
her story but had concerns about the evidence.

In the face of new information, there now appear to be
discrepanciesin Jackie’' s account, and we have come to the
conclusion that our trust in her was misplaced. We weretrying to
be sensitive to the unfair shame and humiliation many women feel
after a sexual assault and now regret the decision to not contact
the alleged assaulters to get their account. We are taking this
seriously and apol ogize to anyone who was affected by the story.

Will Dana
Managing Editor
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3. On summary judgment, the Court found that, in general, the “single publication
rule. .. dictates that defamatory forms of mass communication or aggregate
publication support only asingle cause of action.” S.J. Op. at 24.

4. The Court also found, however, that there was a “republication exception . . .
meant to give plaintiffs an additional remedy when a defendant edits and
retransmits the defamatory material or redistributes the material with the goal of
reaching a new audience.” |d. (emphasis added) (citing In re Davis, 347 B.R. 607,
611 (W.D. Ky. 2006).

5. “Stated differently,” the Court found that a “republication occurs when the
speaker has *affirmatively reiterated’ the statement. 1d. (quoting Clark v. Viacom
Int’l Inc., 617 Fed. Appx 495, 505 (6th Cir. 2015).

6. Thelega significance of a“republication” istypically to reset the statute of
limitations.® In this case, it was far more impactful.

a. As indicated above, a key issue was whether Eramo was a public
officiad/public figure. If so, Eramo would have to prove by clear and
convincing evidence that Defendants published an aleged defamatory
statement with “actual malice”: actual knowledge of falsity or “reckless
disregard” of the truth or falsity—i.e., a subjective “high degree of awareness’
that it was probably false.

b. On summary judgment, the Court ruled that Eramo was a limited-purpose
public figure, meaning that she had to prove that each Defendant published
the Article’s alleged defamatory statements with actual malice on November
19, 2014.

c. But a the time of the alleged December 5, 2014 “republication,” the
Defendants subjective knowledge about the truth or falsity of the Article's
alleged defamatory statements was quite different. In fact, the Editor’s Note
was posted because they doubted Jackie.

d. Thus, the December 5 “republication” had the potential to be the basis for
liability against a Defendant where that same Defendant was found not liable
for the November 19 publication, due to differing “actual malice”
determinations.

7. The Court submitted the republication issue to the jury over Defendants
objection, and gave following instruction:

> The statute of limitations for defamation is short—* one year after the cause of action accrues.”.
Va Code. § 8.01-247.1
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Republication

Nicole Eramo claims that by appending the “Editor's Note” to the top of

the existing online article on December 5, 2014, defendants “republished” the

content of the original article.

In order to find that defendants “republished” the original article on

December 5, 2014, you must find that by adding the “Editor’'s Note” to the

top of the online article, defendants affirmatively reiterated the content of any

allegedly

audience.

false and defamatory statements with an intent to reach a new

In assessing her claim, you must consider the content of the “Editor's

Note” and all other evidence you find that bears on the issue to be decided.

(Liability Jury Instructions (Partial) at 41, attached as Exhibit 3.)

8.

10.

Defendants argued that the Editor’ s Note was an apology and effectively a
retraction, and that it served as a warning readers (“there now appear to be
discrepanciesin Jackie's account, and we have come to the conclusion that our
trust in her was misplaced”). Thus, Defendants argued that its posting could not
“affirmatively reiterate]]” the Article' s alleged defamatory statements, “with an
intent to reach a new audience.”

The jury found against the Rolling Stone Defendants.

This republication theory ended up being the sole basis of liability against the
Rolling Stone Defendants. The jury found that the magazine did not publish any
alleged defamatory statement with actual malice, prior to the Article’s December
5 republication. See, e.q., Jury Verdict Form, Special Verdict Form Number Two
(attached as Exhibit 4.) The jury ended up awarded $1 million against the
magazine. Id., Special Verdict Form Number Four.
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R N S N N N T

Nicole Eramo filed this defamation action against defendants Rolling Stone, LLC
(“Rolling Stone™), Sabrina Rubin Erdely, and Wenner Media LLC (“Wenner Media”). The case
is presently before the court on plaintiff’s motion for partial summary judgment and defendants’
motion for summary judgment. For the reasons set forth below, the motions will be granted in
part and denied in part. |

Factual Background

A grant of summary judgment is appropriate only when “the entire record shows a right

to judgment with such clarity as to leave no room for controversy and establishes affirmatively

that the adverse party cannot prevail under any circumstances.” Phoenix Savings and Loan, Inc.

v. The Aetna Cas. and Surety Co., 381 F.2d 245, 249 (4th Cir. 1967). When faced with cross-

motions for summary judgment, the court considers each motion separately and resolves all
factual disputes and “any competing, rational inferences in the light most favorable to the party

opposing the motion.” Rossignol v. Voorhaar, 316 F.3d 516, 523 (4th Cir. 2003) (quoting

Wightman v. Springfield Terminal Ry. Co., 100 F.3d 228, 230 (1st Cir. 1996)). Accordingly, the
following facts from the record are either undisputed or presented in the light most favorable to

the nonmoving party.
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Nicole P. Eramo (“Eramo”) is an Associate Dean of Students at the University of
Virginia (“UVA”). Rolling Stone and Wenner Media are the publishers of Rolling Stone
magazine. Sabrina Rubin Erdely (“Erdely”) worked as a reporter and Contributing Editor for
Rolling Stone.

On November 19, 2014, defendants published an article written by Erdely and entitled “A
Rape on Campus: A Brutal Assault and Struggle for Justice at UVA” (the “Article”). Compl. §
45. The Article contained a graphic depiction of the alleged gang-rape of a UVA student,
referred to as “Jackie,” at a Phi Kappa Psi fraternity party.- According to the Article, Jackie’s
mother informed an academic dean that Jackie had a “bad experience” at a party. Id. § 56. The
academic dean then put Jackie in touch with Eramo.

At the time, Eramo’s duties at UVA included performing intake of sexual assault
complaints and providing support to purported victims. In this position, Eramo also participated
in panel discussions and attended conferences on sexual assault. She also provided quotations

for articles appearing in the Cavalier Daily, UVA’s student-run newspaper, was interviewed on

WUVA regarding UVA’s sexual misconduct policy, and gave brief interviews to local news
channels. Pl.’s Resp. to Defs.” First Set of Interoggs. Nos. 1-3. On campus, Eramo was seen as
“an expert in all issues related to sexual assault” and the “point person” for reports of sexual
misconduct. 30(b)(6) Dep. of Alan Groves, 82:7-11, 333:16-18.

In her pitch to Rolling Stone, Erdely stated that her article would “focus on a sexual
assault case on one particularly fraught campus ... following it as it makes its way through
university procedure to its resolution, or lack thereof.” “Campus Rape” by Erdely, Dkt. 116, Ex.
7. The Article describes Jackie’s interactions with Eramo, including how Jackie shared

information about two other victims of the same fraternity. Throughout her investigation, Erdely

2
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spoke with a number of students about sexual assault at UVA; her notes reflect that several

students communicated their admiration of Eramo. Erdely Reporting Notes, RS004381,
RS004165, Dkt. 104, Ex. 15. As publication neared, some students expressed to Erdely concerns
that her portrayal of Eramo was inaccurate. Dep. of Sara Surface 118:18-119:18.

Erdely relied heavily on the narrative Jackie provided in writing the Article, so much so
that she did not obtain the full names of Jackie’s assailants or contact them. Nor did Erdely
interview the individuals who found Jackie the night of her alleged gang-rape. Similarly, Erdely
did not obtain certain corroborating documents Jackie claimed to have access to and was unable
to confirm with Jackie’s mother Jackie’s assertion that her mother had likely destroyed the dress
Jackie wore on the night of the alleged rape. Additionally, Erdely was not granted an interview
with Eramo to ask about the university’s policies. Instead, Eramo’s superiors made UVA
President, Teresa Sullivan, available.

After its release, the Article created a “media firestorm” and was viewed online more
than 2.7 million times. Rolling Stone issued a press release contemporaneously with the Article,
and on November 26, 2014, Erdely appeared on the Brian Lehrer Show and the Slate DoubleX
Gabfest podcast. On these shows, Erdely discussed the allegations made in the Article.

The complaint asserts that the Article and subsequent media appearances destroyed
Eramo’s reputation as an advocate and supporter of victims of sexual assault. She was attacked
by individuals on television and the internet, and she received hundreds of threatening, vicious
emails from members of the public. As a result, Eramo suffered “significant embarrassment,
humiliation, mental suffering and emotional distress.” Compl. §207.

Upon further investigation by independent entities, it was reported that the Article, and

key components of Jackie’s story, could not be substantiated. Within two weeks of the Article’s

3
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publication, the fraternity where Jackie’s alleged attack took place produced evidence
demonstrating that no social gathering was held on the night in question and that no member of
the fraternity matched the description given by Jackie for her primary attacker. Id. § 90.

Additionally, The Washington Post ran an article addressing the fact that Erdely did not contact

Jackie’s accused assailants.

On December 5, 2014, Rolling Stone issued a statement (the “Editor’s Note™) that
acknowledged the discrepancies in Jackie’s account, blamed Jackie for misleading Erdely, and
claimed that its trust in Jackie had been “misplaced.” Id. § 91. This statement appeared
appended to the online Article, and also by itself on a separate URL. On March 23, 2015, four
months after the Article was published, the Charlottesville Police Department issued a report
regarding its investigation of Jackie’s assault. The report stated that Jackie had told Eramo a
wholly different tale of sexual assault than the story published in the Article. Ultimately, the
police concluded that there was no substantive basis in fact to conclude that an incident occurred

consistent with the facts in the Article. In April 2015, after a report by the Columbia Journalism

Review described the Article as a “journalistic failure” and concluded that defendants “set aside
or rationalized as unnecessary essential practices of reporting,” Rolling Stone “officially
retracted” and removed the Article from its website. Id. § 14. Eramo granted a limited interview

to the Columbia Journalism Review as part of their investigation for the report.

On May 12, 2015, Eramo filed a six-count defamation action arising not only from the
allegations in the Article but also from other statements made by the defendants in subsequent
media appearances. On May 29, 2015, defendants removed the instant action from the Circuit
Court for the City of Charlottesville pursuant to 28 U.S.C. §§ 1332, 1441, and 1446. Following

the close of discovery, plaintiff moved for partial summary judgment and defendants moved for

4
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summary judgment. The court held a hearing on the motions on August 12, 2016. The motions

have been fully briefed and are now ripe for disposition.

Standard of Review

An award of summary judgment is appropriate “if the movant shows that there is no
genuine dispute as to any material fact and the movant is entitled to judgment as a matter of
law.” Fed. R. Civ. P. 56(a). In determining whether a genuine dispute of material fact exists, the
court must “view the facts and all justifiable inferences arising therefrom in the light most

favorable to the nonmoving party.” Libertarian Party of Va. v. Judd, 718 F.3d 308, 313 (4th Cir.

2013). “When faced with cross-motions for summary judgment, [courts] consider each motion
separately on its own merits to determine whether either of the parties deserves judgment as a

matter of law.” Bacon v. City of Richmond, 475 F.3d 633, 636-37 (4th Cir. 2007). “The court

must deny both motions if it finds that there is a genuine dispute of material fact, but if there is
no genuine issue and one or the other party is entitled to prevail as a matter of law, the court will

render judgment.” Sky Angel U.S., LLC v. Discovery Commc’ns., LLC, 95 F. Supp. 3d 860,

869 (D. Md. 2015) (citations omitted).
Discussion
I. Public Official or Limited-Purpose Public Figure
Both sides have moved for summary judgment on the issue of whether Eramo was a
public official or a limited-purpose public figure. If Eramo was a public official or limited-
purpose public figure at the time of publication, as part of her defamation case, she must prove

by clear and convincing evidence that defendants acted with actual malice. New York Times

Co. v. Sullivan, 376 U.S. 254, 279-280 (1964); Gertz v. Robert Welch, 418 U.S. 323, 342

(1974). The issue of whether Eramo was a public official or limited-purpose public figure is a

5
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question of law to be resolved by the court. Wells v. Liddy, 186 F.3d 505, 531 (4th Cir. 1999).

The court starts with a presumption that Eramo was a private individual at the time of
publication, subject to defendants’ burden of proving that plaintiff was a public official or

limited-purpose public figure. Foretich v. Capital Cities/ABC, 37 F.3d 1541, 1553 (4th Cir.

1994).

A limited-purpose public figure is one who “voluntarily injects himself or is drawn into a
particular public controversy and thereby becomes a public figure for a limited range of issues.”
Gertz v, 418 U.S. at 361. Importantly, these individuals are subject to the actual malice standard
for two reasons: (1) because of “their ability to resort to the ‘self-help’ remedy of rebuttal” as
these individuals “usually enjoy significantly greater access [to the media] than private
individuals”; and (2) because they have “voluntarily exposed themselves to increased risk of
injury from defamatory falsehood.” Foretich, 37 F.3d at 1552. To determine whether a plaintiff
is a private person or a limited-purpose public figure in relation to a particular public
controversy, defendants must prove the following:

“(1) the plaintiff had access to channels of effective communication; (2) the

plaintiff voluntarily assumed a role of special prominence in the public
controversy; (3) the plaintiff sought to influence the resolution or outcome of the
controversy; (4) the controversy existed prior to the publication of the defamatory
statement; and (5) the plaintiff retained public-figure status at the time of the

alleged defamation.”

Fitzgerald v. Penthouse Int’l, I.td., 691 F.2d 666, 668 (4th Cir. 1982); Foretich, 37 F.3d at 1553

(noting defendant’s burden of proof). The second and third factors are often combined and are
the heart of the inquiry: “whether the plaintiff had voluntarily assumed a role of special

prominence in a public controversy by attempting to influence the outcome.” Foretich, 37 F.3d

at 1553.

6
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The scope of the controversy thus becomes a threshold determination. See Hatfill v. The

New York Times Co., 532 F.3d 312, 322 (4th Cir. 2008) (stating that the court “first address[es]

the nature of the ‘particular public controversy’ that gave rise to the alleged defamation™).
Significantly, it “would be inappropriate to shrink all controversies to the specific statements of

which a plaintiff complains.” Nat’] Life Ins. Co. v. Phillips Pub., Inc., 793 F. Supp. 627, 637

(D.S.C. 1992). Instead, the court defines the scope through a fair reading of the Article in its
entirety. See Hatfill, 532 F.3d at 323 (“[I]t stands to reason that we should look to the scope of
the message conveyed in ... the articles ... [plaintiff] is challenging.”).

Here, a fair reading of the Article suggests that the controversy at issue is UVA’s
response to allegations of sexual assault. The record warrants the determination that Eramo
voluntarily assumed a position of “special prominence” on this issue: she took advantage of her

access to local media, specifically by appearing on WUVA, providing input to The Cavalier

Daily, and speaking to local affiliates of national news networks. See Carr v. Forbes, 259 F.3d
273, 281 (4th Cir. 2001) (finding plaintiff voluntarily assumed a prominent public presence and
attempted to influence the outcome because he attended public meetings, wrote editorials for the
local press, and was quoted in the local media). Furthermore, the volume of her media
appearances, and in some instances their depth, supports the conclusion that Eramo attempted to
influence the outcome of the controversy. In 2013, for instance, Eramo authored an opinion
piece regarding the University’s process for handling sexual assault complaints. See Faltas v.

State Newspaper, 928 F. Supp. 637, 645 (D.S.C. 1996) (finding that a teacher and Public Health

physician voluntarily assumed a role of special prominence and attempted to influence the

outcome because she authored an opinion piece and several letters on the issue and had appeared

7
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on various radio programs). The court thus concludes that defendants have met their burden as

to the second and third factors. Foretich, 37 F.3d at 1553 (“Typically, we have combined the

second and third requirements, to ask ‘whether the plaintiff had voluntarily assumed a role of
special prominence in a public controversy by attempting to influence the outcome of the

controversy.’”) (citing Reuber v. Food Chemical News, Inc., 925 F.2d 703, 709 (4th Cir. 1991)).

Regarding the fourth and fifth factors, Eramo’s numerous local media appearances and
their temporal proximity to the Article, in addition to the Office of Civil Rights investigation
UVA was undér at the time, indicate that the controversy at issue, UVA’s response to allegations
of sexual assault, existed prior to publication of the Article. See Fitzgerald, 691 F.2d at 669
(“The public controversy existed before and after publication of the alleged defamatory article....
The plaintiff had been interviewed for another article in the previous year.”). The record also
supports the dete‘rmination that Eramo retained “public figure” status at the time of the alleged
defamation: she remained in her position when the article was published. Only several months
later was she moved to a different position within the UVA community. Fitzgerald, 691 F.2d at
668 (listing that “the plaintiff retained public-figure status at the time of the alleged defamation”
as the fifth factor in determining limited-purpose public figure status).

Plaintiff argues that defendants are unable to show that she had access to effective
communication, the first factor, because the Family Educational Rights and Privacy Act
(“FERPA”) prevented her from speaking to the media. Additionally, UVA would not allow
Eramo to speak with Erdely prior to publication. The court is unpersuaded. While FERPA may
have precluded Eramo from speaking about Jackie’s case, the court cannot agree that it
prevented her from speaking about UVA’S policy regarding sexual assault allegations in a

general sense. Likewise, UVA’s unwillingness to allow Eramo to contact the media may have

8
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put her in the difficult position of deciding between her job and her reputation. However, the

court believes that, despite this prohibition, Eramo still had greater access to The Cavalier Daily

or other local news outlets than private citizens, satisfying the first factor. See Fiacco v. Sigma

Alpha Epsilon Fraternity, 528 F.3d 94, 100 (I1st Cir. 2008) (finding a university administrator

had greater access to media when he had been mentioned by name in eleven newspaper articles
over the past year). Her access becomes even more apparent upon consideration of the limited

interview Eramo granted to the Columbia Journalism Review several months after the Article’s

publication and without the permission of her superiors. Thus, the court’s analysis of the five
requirements for limited-public figure status, and its overall review of the record, lead to the
conclusion that defendants have met their burden of establishing that, at the time of publication,
Eramo warranted the limited-purpose public figure designation.I
II. Actual Malice
A public official, public figure, or limited-purpose public figure may recover for a

defamatory falsehood only on a showing of “actual malice.” New York Times Co. v. Sullivan,

376 U.S. 254, 279-280 (1964); Gertz v. Robert Welch, Inc., 418 U.S. 323, 345 (1974). At

summary judgment, “the appropriate ... question will be whether the evidence in the record
could support a reasonable jury finding either that the plaintiff has shown actual malice by clear

and convincing evidence or that the plaintiff has not.” Anderson v. Liberty Lobby, Inc., 477

U.S. 242, 255-56 (1986). Defendants ask the court to decide, as a matter of law, that plaintiff has
failed to forecast evidence that would support a jury determination in plaintiff’s favor.
Actual malice “requires at a minimum that the statements were made with reckless

disregard for the truth.” Harte-Hanks Commc’ns., Inc. v. Connaughton, 491 U.S. 657, 667

! Because limited-purpose public figures and public officials both must prove actual malice, the court need

not decide whether Eramo was a public official.
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(1989). Reckless disregard means that defendants must have “entertained serious doubts as to

the truth of [their] publication.” St. Amant v. Thompson, 390 U.S. 727, 730 (1968). The court
evaluates “the factual record in full.” Connaughton, 491 U.S. at 688. Furthermore, because
actual malice is a subjective inquiry, a plaintiff “is entitled to prove the defendant’s state of mind
through circumstantial evidence.” Id. at 668.

It is helpful to review what other courts have determined is and is not sufficient evidence.
For example, it is well settled that “failure to investigate will not alone support a finding of

actual malice.” Connaughton, 491 U.S. at 692; see also Biro v. Conde Nast, 807 F.3d 541, 546

(2d Cir. 2015) (““We recognize that although failure to investigate does not in itself establish bad
faith, reliance on anonymous or unreliable sources without further investigation may support an
inference of actual malice.”). Similarly, departure from journalistic standards is not a

determinant of actual malice, but such action might serve as supportive evidence. Reuber v.

Food Chemical News, Inc., 925 F.2d 703, 712 (4th Cir. 1991) (en banc), cert. denied, 501 U.S.

1212 (1991). “Repetition of another’s words does not release one of responsibility if the repeater
knows that the words are false or inherently improbable, or there are obvious reasons to doubt

the veracity of the person quoted.” Goldwater v. Ginzburg, 414 F.2d 324, 337 (2d Cir. 1969),

cert. denied, 396 U.S. 1049 (1970) (stating that repetition is one factor that may be probative of

actual malice); see also St. Amant, 390 U.S. at 732 (“[R]ecklessness may be found where there

are obvious reasons to doubt the veracity of the informant.”). Furthermore, while actual malice
cannot be inferred from ill will or intent to injure alone, “[i]t cannot be said that evidence of
motive or care never bears any relation to the actual malice inquiry.” Connaughton, 491 U.S. at

688; see also Duffy v. Leading Edge Prods., Inc., 44 F.3d 308, 315 n. 10 (5th Cir. 1995)

(“[E]vidence of ill will can often bolster an inference of actual malice.”). Finally, “evidence that

10
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a defendant conceived a story line in advance of an investigation and then consciously set out to
make the evidence conform to the preconceived story is evidence of actual malice, and may often

prove to be quite powerful evidence.” Harris v. City of Seattle, 152 F. App’x 565, 568 (9th Cir.

2005).
Here, as in most similar cases, plaintiff largely relies on circumstantial evidence. See

Herbert v. Lando, 441 U.S. 153, 170 (1979) (“It may be that plaintiffs will rarely be successful in

proving awareness of falsehood from the mouth of the defendant himself.”). Although failure to
adequately investigate, a departure from journalistic standards, or ill will or intent to injure will
not singularly provide evidence of actual malice, the court believes that proof of all three is
sufficient to create a genuine issue of material fact. Plaintiff, however, goes further. Pointing to
Erdely’s own reporting notes, plaintiff also forecasts evidence that could lead a reasonable jury
to find that Erdely had “obvious reasons to doubt [Jackie’s] veracity” or “entertained serious
doubts as to the truth of [her] publication.” Goldwater, 414 F.2d at 337; St. Amant, 390 U.S. at
731.

First, plaintiff offers evidence that could lead a jury to determine that Erdely had a
preconceived story line and may have consciously disregarded contradictory evidence. See
Harris, 152 F. App’x at 568 (noting that evidence of a preconceived story line can speak to
whether defendant acted with actual malice). A jury could conclude from Erdely’s pitch for the
Article that Erdely expected to find inaction from the university’s administration. She described
how the Article would highlight “the various ways colleges have resisted involvement on the
issue of sexual assault on campus; [and how it would] focus on a sexual assault case on campus

... following it as it makes its way through university procedure to its resolution, or lack
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thereof.” “Campus Rape” by Erdely, Dkt. 116, Ex. 7. Erdely had also previously published five

similar articles, and deposition testimony suggests that students felt that Erdely did not listen to
what they told her about Eramo. Dep. of Sara Surface 110:25-111:3; Dep. of Alex Pinkerton
190:5-15.

Second, plaintiff has produced evidence supporting the inference that Erdely should have
further investigated Jackie’s allegations. See Biro, 807 F.3d at 546 (stating that failure to
investigate further, in certain circumstances, may support an finding of actual malice). The
record suggests that Erdely knew the identity of at least one of the individuals who found Jackie
the night of her alleged rape. Erdely Reporting Notes RS004261, Dkt. 104, Ex. 7. Erdely,
however, did not seek to contact this individual. Plaintiff cites evidence that could lead a
factfinder to determine that others at Rolling Stone knew Erdely did not reach out to these
individuals to corroborate Jackie’s story. Dep. of Sean Woods 135-136. Additionally, Jackie
never provided the full names of her assailants. Consequently, Erdely was unable to test the
reliability of Jackie’s story with them. The record also supports a finding that Rolling Stone
knew that Erdely had not approached these purported wrongdoers. Dep. of Elisabeth Garber-
Paul 153:14-154:8. Erdely’s notes similarly reveal that Jackie had told Elderly she possessed, or
at least had access to, certain documents that could have corroborated her story of the rape.
Erdely never received a copy of these documents, and Erdely’s notes imply inconsistencies in
Jackie’s claims about them. Erdely Reporting Notes RS004483, RS004476, Dkt. 104, Ex. 7
(noting that Jackie’s mother had these documents, that Jackie likely did not tell her mother about
these documents, and that Jackie later told Erdely that her mother had the documents). Finally,
Erdely, despite trying, did not speak with Jackie’s mother to confirm Jackie’s claim that her

mother had destroyed the blood-stained dress Jackie wore the night of the alleged rape. From
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these facts, a reasonable jury could conclude that Erdely should have investigated further, and
that her failure to do so could imply that Erdely acted with actual malice.

Third, plaintiff has presented evidence suggesting that Erdely had reasons to doubt
Jackie’s credibility. E.g., Erdely Reporting Notes RS004404, RS004118, RS004115, Dkt. 104,
Ex. 7 (Erdely noted disbelief about Jackie’s assertion as to the identities of the two other victims;
Erdely was put on notice that Jackie’s alleged rape, by individuals supposedly being recruited
into the fraternity, occurred several months before fraternity recruitment events; and that Erdely
found Jackie’s story of three women being gang-raped at the same fraternity “too much of a
coincidence”). Erdely was aware that Jackie’s accounf of her alleged rape had changed but,
nonetheless, did not press Jackie to explain the inconsistencies. Dep. of Emily Renda 36:17-24

(stating a different number of assailants were involved than what Erdely reported in the article);

Dep. of Sabrina Rubin Erdely 37:8-14; see Zerangue v. TSP Newspapers, Inc., 814 F.2d 1066,
1071 (5th Cir. 1987) (“[Clourts have upheld findings of actual malice when a defendant failed to
investigate a story weakened by inherent improbability, internal inconsistency, or apparently
reliable contrary information.”) (citing sources). Rolling Stone’s fact checker was also cognizant
of Jackie’s inconsistent stories. Dep. of Elisabeth Garber-Paul 290:13-17 (affirming that she
knew Jackie’s story of sexual assault changed over time). Moreover, a jury could find that
Rolling Stone knew that Jackie’s version of the story had not been vetted. Dep. of Elisabeth
Garber-Paul 77:19-78:3; 104:20-24 (stating she knew that Rolling Stone had not reached out to
certain individuals who were quoted in the Article and alleged to have found Jackie on the night
of the rape, in part, because Jackie refused to provide their contact information). The court
believes this evidence, taken in a light most favorably to the nonmoving party, could support a

finding that Erdely and Rolling Stone were cognizant of Jackie’s inconsistencies and credibility
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problems at the time of publication.
Fourth, plaintiff offers evidence suggesting that at least three individuals advised Erdely
that her portrayal of Eramo was inaccurate. Dep. of Sara Surface 118:18-119:18; Dep. of Alex

Pinkerton 144:11-21; see St. Surin v. Virgin Islands Daily News, Inc., 21 F.3d 1309, 1318 (3d

Cir. 1994) (denying summary judgment on the issue of actual malice when a source’s testimony

“flatly contradicted” what the article portrayed); Bressler v. Fortune Magazine, 971 F.2d 1226,

1252 (6th Cir. 1992) (Batchelder, J., dissenting) (asserting that the reporters exhibited reckless
disregard when their own notes did not support the article’s statements and the reporters also
relied on a second-hand source over a firsthand account that described the event differently). In
addition, Erdely’s notes show that one student reported that the administration did a better job
investigating her sexual assault allegations than the police. Erdely Reporting Notes RS004190,
Dkt. 104, Ex. 7. Another individual told Erdely that Eramo was “passionate” about obtaining
punishment and “making sure ... something punitive ... sticks.” Id. RS004147. Jackie disclosed
to Erdely that Eramo “wasn’t as shocked as you might think” upon hearing of the two other
victims, but then “got pissed at the frat” and suggested that the fraternity could lose its charter.
1d. RS004312; see Zerangue, 814 F.2d at 1071 (“A verdict for the plaintiff has been upheld when
a reporter’s own notes showed that she was aware of facts contradicting her story.”) (citing

Golden Bear Distrib. Sys. of Texas, Inc. v. Chase Revel, Inc., 708 F.2d 944, 950 (5th Cir. 1983)).

Erdely’s notes also indicate that Jackie’s version of how she met Eramo may have been
incorrect, a fact which could support a finding that Erdely should have investigated further in the
face of her source’s seemingly wavering consistency.

Fifth, plaintiff points to deposition testimony from which a jury could reasonably infer

that Erdely harbored ill will for Eramo or intended to injure the administration. Connaughton,
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491 U.S. at 667-68 (suggesting that motive can support an ultimate finding of actual malice).
Erdely told a student that she hoped the Article would bring changes to the structure of UVA’s
administration. When a student attempted to provide Erdely with Eramo’s “point of view,”
Erdely referred to that student as an “administrative watchdog.” Dep. of Sara Surface 162:10-17,

cf. Guccione v. Flynt, 618 F. Supp. 164, 166 (S.D.N.Y. 1985) (finding plaintiff had presented

sufficient circumstantial evidence, including evidence of derogatory comments, to survive
summary judgment on the issue of actual malice). While ill will or intent to injure alone is
insufficient to show actual malice, plaintiff has also advanced evidence indicating Erdely had a
preconceived story line, did not adequately investigate in the face of contradictory information,
and had a reasonable basis upon which she would likely understand that her portrayal of Eramo
was inaccurate. The court believes that a reasonable jury could infer actual malice in light of this
record.

Finally, plaintiff offers evidence regarding how, between the November 18 publication
date and the December Sth Editor’s Note, Rolling Stone, through internal conversations and
discussions with outside sources, concluded that their trust in Jackie had been “misplaced.” A
jury could determine that this evidence also supports a finding of actual malice. See David

Elder, Defamation: A Lawyer’s Guide § 7.7 (July 2016) (discussing how “some types of

evidence [] relate back and provide inferential evidence of defendant’s knowing or reckless

disregard of falsity at the time of publication™); Franco v. Confel, 311 S.W.3d 600, 607 (Tex.

App. 2010) (“Circumstantial evidence showing reckless disregard may derive from the

299

defendant’s words or acts before, at, or after the time of the communication.’”’) (quoting Clark v.

Jenkins, 248 S.W.3d 418, 435 (Tex. App. 2008)). Conversely, the post-publication process
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could speak to defendants’ good faith in publishing the original article. Elder, supra § 7.7;

Hoffman v. Washington Post Co., 433 F. Supp. 600, 605 (D.D.C. 1977), aff’d, 578 F.2d 442
(D.C. Cir. 1978) (suggesting that a prompt retraction can negate an inference of actual malice).
The court believes a jury should determine the proper effect of this evidence. Gunning v.
Cooley, 281 U.S. 90, 94 (1930) (“Issues that depend on the credibility of the witnesses, and the
effect or weight of evidence, are to be decided by the jury.”).

Arguably, a reasonable jury could find that none of the evidence presented independently
supports a finding of actual malice by clear and convincing evidence. Taken as a whole,

however, a jury could conclude otherwise. Tavoulareas v. Piro, 817 F.2d 762, 790 (D.C. Cir.

1987), cert. denied, 108 S. Ct. 200 (1987) (“[A] plaintiff may prove the defendant’s subjective
state of mind through the cumulation of circumstantial evidence.”). Therefore, the court heeds
the Fourth Circuit’s admonition that summary judgment should be employed carefully when

addressing a party’s subjective state of mind. See Nat’] Life Ins. Co. v. Phillips Pub., Inc., 793

F. Supp. 627, 632 (D. Md. 1992) (citing Herold v. Hajoca Corp., 864 F.2d 317, 319 (4th Cir.

1988)) (“[ W]here possibly subjective evaluations are at issue, as here where a determination of
whether Defendants acted with actual malice is at issue, the Fourth Circuit has cautioned against

a Court taking those determinations away from a jury.”); see also Henry v. Nat’] Ass’n of Air

Traffic Specialists, Inc., 836 F. Supp. 1204, 1211 (D. Md. 1993), aff’d, 34 F.3d 1066 (4th Cir.

1994) (“Because the question of actual malice involves subjective evaluations, the Court is

reluctant to take the malice determination from a jury.”); Denny v. Seaboard Lacquer, Inc., 487

F.2d 485, 491 (4th Cir. 1973) (“Where state of mind is at issue, summary disposition should be
sparingly used.”). The court will thus deny defendants’ motion for summary judgment as to

actual malice.
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III. The Challenged Statements
Both sides have also moved for summary judgment on the issue of whether the
challenged statements are actionable. “In Virginia, the elements of libel are (1) publication of

(2) an actionable statement with (3) the requisite intent.” Chapin v. Knight-Ridder, Inc., 993

F.2d 1087, 1092 (4th Cir. 1993). To be actionable, a statement must contain a “provably false

b

factual connotation,” must be “of or concerning” the plaintiff, and must “tend[] to harm the

reputation [the plaintiff].” WILA-TV v. Levin, 264 Va. 140, 156 (2002); Gazette, Inc v. Harris,

229 Va. 1, 37 (1985); Chapin, 993 F.2d at 1093. It is for the court to decide whether a statement
has a provably false factual connotation or is protected opinion and whether a statement is

capable of having a defamatory meaning, that is, tending to harm the plaintiff’s reputation.

CACI Premier Tech., Inc. v. Rhodes, 536 F.3d 280, 294 (4th Cir. 2008); Hatfield v. New York

Times Co., 416 F.3d 320, 330 (4th Cir. 2005).

In deciding whether statements convey a factual connotation or are protected opinion,
the court looks to “the context and tenor of the article,” whether the language is “loose,
figurative, or hyperbolic language which would negate the impression that the writer” is making
a factual assertion, and whether the statement is “subject to objective verification.” Biospherics,

Inc. v. Forbes, Inc., 151 F.3d 180, 184 (4th Cir. 1998). Even when a statement is subject to

verification, the statement will remain protected if it is “clear to all reasonable listeners that [the
statement is] offered ... as exaggerated rhetoric intended to spark the debate” or “the opinion of
the author drawn from the circumstances related.” CACI, 536 F.3d at 301; Chapin, 993 F.2d at
1093. “Locating the line separating constitutionally protected speech from actionable
defamation can be difficult and requires consideration of the nature of the language used and the

context and general tenor of the article to determine whether the statement can reasonably be

17

Case 3:15-cv-00023-GEC Document 188 Filed 09/22/16 Page 17 of 26 Pageid#: 11894



viewed as an assertion of actual fact.” Choi v. Kyu Chul Lee, 312 F. App’x 551, 554 (4th Cir.

2009). If “a reasonable factfinder could conclude that the statements ... imply an assertion [of

fact],” the statements are not protected. Milkovich v. Lorain Journal Co., 497 U.S. 1, 21 (1990).

Additionally, “factual statements made to support or justify an opinion can form the basis of an

action for defamation.” WJLA-TV, 264 Va. at 156; see also AvePoint, Inc. v. Power Tools, Inc.,

981 F. Supp. 2d 496, 506 (W.D. Va, 2013).
Merely because the statements may be deemed to have a false factual connotation,

however, is not sufficient to support a defamation action. See Katz v. Odin, Feldman &

Pittleman, P.C., 332 F. Supp. 2d 909 (E.D. Va. 2004) (“[T]he fact that some of the alleged

statements may have been false, without more, is not sufficient to maintain a cause of action for

defamation.”). The statements must also be capable of having a defamatory meaning. See Perry

v. Isle of Wight Cty., No. 2:15¢v204, 2016 WL 1601195, at *3 (E.D. Va. April 20, 2016). A
statement that “tends to harm the reputation of another as to lower him in the estimation of the
community or to deter third persons from associating or dealing with him” has a defamatory
meaning. Chapin, 993 F.2d at 1092; see also Restatement (Second) of Torts § 559, cmt. b
(“Communications are often defamatory because they tend to expose another to hatred, ridicule

or contempt.”); Moss v. Harwood, 102 Va. 386, 387 (1904) (“It is sufficient if the language tends

to injure the reputation of the party,... [or] to hold him up as an object of scorn, ridicule, or
contempt.”). In determining whether a statement is capable of having a defamatory meaning, the
court considers the plain and natural meaning of the words in addition to the inferences fairly

attributable to them. Pendleton v. Newsome, 290 Va. 162, 172 (2015) (citing Wells v. Liddy,

186 F.3d 505, 503 (4th Cir. 1999)); Vaile v. Willick, No.6:07cv00011, 2008 WL 2754975, at *4

(W.D. Va. July 14, 2008) (“Because a defamatory charge may be made ‘by inference,
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implication or insinuation,” the Court must look not only to the actual words spoken, but also to

all inferences fairly attributable to them.”) (quoting Carwile v. Richmond Newspapers, 196 Va.

1, 7 (1954)). However, whether the plaintiff was actually defamed remains a question to be
resolved by the factfinder. Pendleton, 290 Va. at 172.

Defendants argue that the challenged statements are not actionable because, as a matter of
law, they are protected opinion and not capable of harming Framo’s reputation. In contrast,
plaintiff contends that the challenged statements are factual and defamatory per se. “[A]
statement is defamatory per se if it, among other circumstances,... ‘impute[s] to a person
unfitness to perform the duties of an office or employment of profit, or want of integrity in the
discharge of the duties of such an office or employment.”” CACI, 536 F.3d at 292-93 (quoting

Carwile v. Richmond Newspapers, Inc., 196 Va. 1, 7 (1954)).

After reviewing the Article, the court believes that it is not “clear to all reasonable
listeners” that all twelve statements targeted by the plaintiff are “exaggerated rhetoric” or “the
opinion of the author.” CACI, 536 F.3d at 301. Unlike the regularly-published advice column in
Biospherics, “A Rape on Campus” is described as a “Special Report” on the front cover of the
magazine. 151 F.3d at 181. Contrary to the talk-show host in CACI, Erdely has not admitted to
“making frequent use of hyperbole.” On the contrary, Erdely has written at least five other
similarly-styled, solemn and fact-intensive articles about rape. These circumstances support the
notion that “A Rape on Campus” was largely a report of a factual occurrence. Likewise, the
characterization of the article as an investigation in subsequent interviews bolsters the court’s
understanding that the general tenor of the Article, and reasonable understanding of it, is one of
factual assertion. Compl. Ex. C (describing the Article as an “investigation of campus rape” on

the Brian Lehrer show); Biospherics, 151 F.3d at 184 (looking to the general tenor of the article
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to determine whether the statements were assertions of fact or opinion).

Looking to each statement, only one, the “deck” of the article, can fairly be characterized
as hyperbole and not factual.> The use of the phrase “a whole new kind of abuse” is similar to
the term “hired-killers” to describe military contractors. CACI, 536 F.3d at 301. Like the phrase
“hefty mark-up” in Chapin, the challenged statement is “just too subjective a word to be proved
false.” 993 F.2d at 1093. While the question is close, when looking to the general tenor of the
Article, the court believes the challenged phrase “consists of terms that are either too vague to be
falsifiable or sure to be understood as merely a label for the labler’s underlying assertions.”

Dilworth v. Dudley, 75 F.3d 307, 309 (7th Cir. 1996). Erdely seemingly used “exaggerated or

figurative language to drive home an underlying factual assertion.” Cashion v. Smith, 286 Va.
327, 341 (2013) (McClanahan, J., dissenting). This figurative language remains protected while

the underlying factual assertions do not. Levinsky’s, Inc. v. Wal-Mart Stores, Inc., 127 F.2d 122,

129-132 (1st Cir. 1997) (finding one challenged statement to be hyperbole and another to be an

assertion of fact); Williams v. Garraghty, 249 Va. 224, 233 (1995) (finding plaintiff’s statements

about a specific event and subsequent receipt of derogatory notes to be factual assertions but
plaintiff’s expression that she believed the notes and event were sexual harassment to be
opinion).

As to the remaining statements, the court is persuaded that a reasonable understanding is
that they assert factual connotations regarding Eramo and the administration’s actions. See

Tronfeld v. Nationwide Mut. Ins. Co., 272 Va. 709, 715-16 (2006) (finding that statements

relating that plaintiff “just takes people’s money” contained “a provably false factual

2 The “deck” refers to the phrases just below the headline of an article and above the first sentences. In “A

Rape on Campus,” the deck stated: “Jackie was just starting her freshman year at the University of Virginia when
she was brutally assaulted by seven men at a frat party. When she tried to hold them accountable, a whole new kind
of abuse began.”
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connotation”). For example, a jury could find that the “trusted UVA dean” either did or did not

discourage Jackie from sharing her story, that Eramo did or did not tell Jackie that “nobody
wants to send their daughter to the rape school,” and that Eramo did or did not have a
nonreaction to Jackie’s assertion that two other individuals were raped at the same fraternity.

Fuste v. Riverside Healthcare Ass’n, 265 Va. 127, 133 (2003) (“In other words, [the statements]

are capable of being proven true or false.”). Even the statements asserting that the administration
should have acted in light of Jackie’s allegation that two other individuals were raped at the Phi
Kappa Psi fraternity is capable of conveying a verifiable fact: that the administration did not act.
See Milkovich, 497 U.S. at 18 (“[E]xpressions of ‘opinion’ may often imply an assertion of
objective fact.”); Restatement (Second) of Torts § 566, cmt. b (Am. Law Inst. 1965) (describing
“an opinion in form” that is “apparently based on facts ... that have not been stated”).
Therefore, the court finds the remaining challenged statements impart what a reasonable reader
would believe to be factual.

Similarly, considering all reasonable inferences, the court believes that the statements are
capable of having a defamatory meaning. Chapin, 993 F.2d at 1092, 1104-05 (statements are
capable of a defamatory meaning if they tend to harm the plaintiff’s reputation, hold her up as an
object of scorn, ridicule or contempt, or otherwise make her appear “odious, infamous, or

ridiculous”) (citing McBride v. Merrell Dow and Pharmaceuticals, Inc., 540 F. Supp. 1252, 1254

(D.D.C. 1982) and Adams v. Lawson, 58 Va. 250, 255-56 (1867)); Wells, 186 F.3d at 523 (“We

look not only to the actual words spoken, but also to inferences fairly attributable to them.”)
(citations omitted). A reasonable factfinder could conclude that the challenged statements imply
the defamatory meaning plaintiff ascribes to them: that Eramo discouraged Jackie from sharing

her story, including filing a formal complaint; that Eramo had no reaction to Jackie’s story of
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two other victims; and that the administration did nothing in light of these allegations.
Restatement (Second) of Torts § 614(2) (stating that the “jury determines whether a

communication, capable of a defamatory meaning, was so understood”); Chapin v. Greve, 787 F.

Supp. 557, 564 (E.D. Va. 1992) (“The dispositive question presented is whether or not a
reasonable factfinder could conclude that the article or statements in the article state or imply, in
their plain and natural sense, the defamatory meanings ascribed to them by plaintiffs.”).

Plaintiff, however, asks the court to further find that the challenged statements are

defamatory per se. Stamathis v. Flying J, Inc., 389 F.3d 429, 440 (4th Cir. 2004) (“The critical

distinction between defamation per se and other actions for defamation is that a person so
defamed is presumed to have suffered general damages, and any absence of actual injury is
considered only in diminution of damages.”). As with actual malice, it is instructive to review

what other courts have found to be defamatory per se. For example, in Cretella v. Kuzminkski,

the district court found the assertions that plaintiff caused embarrassment to his employer and
was in danger of losing his professional license to be defamatory per se. 640 F. Supp. 741, 763

(E.D.-Va. 2009). Similarly, in Carwile v. Richmond Newspapers, statements implying that the

plaintiff was guilty of conduct for which “the plaintiff could and should be subject to disbarment
proceedings” were held to be defamatory per se. 196 Va. 1, 8 (1954). Here, however, the court
believes that the alleged defamatory meaning ascribed to the challenged statements does not give
rise to presumed damages. This is not to imply that Eramo has or has not been damaged,; it is to
keep the determination of damages, and the determination of whether the statements actually
defamed Eramo, with the factfinder.’ Pendleton, 290 Va. at 172 (stating that whether the

statements defamed plaintiff is a question for the jury).

Or, otherwise, as the parties may agree to stipulate.
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Next, plaintiff asks the court to conclude, as a matter of law, that all twelve statements
are “of or concerning” Eramo. Defendants do not contest plaintiff’s contention that the
statements are “of and concerning” Eramo except in regards to the “deck” of the Article. The
court, however, finds that the deck is hyperbole, not subject to verification, and therefore not
actionable. Thus, it is irrelevant whether the deck is of or concerning Eramo. As to the other
statements, there is no dispute that these statements are of or concerning Eramo. Cf. Magill v.

Gulf & Western Indus., Inc., 736 F.2d 976, 979 (4th Cir. 1984) (stating that summary judgment

is inappropriate if there is a dispute as to the conclusions to be drawn from undisputed facts).
Thus, with the exception of the “deck™ of the Article, the court will grant plaintiff’s motion for
partial summary judgment on the issue of whether the other statements are of or concerning
Eramo. The court will deny plaintiff’s motion for partial summary judgment as to whether the
statements are defamatory per se, and will deny defendants’ motion for summary judgment
regarding whether the statements are protected opinion and not capable of having a defamatory
meaning. The court believes that the latter question, as to whether the statements actually have a
defamatory meaning, is properly committed to the jury.
IV.  Republication

Plaintiff asks the court to find that Rolling Stone’s December S5th statement
acknowledging discrepancies in Jackie’s account (the “Editor’s Note) was a republication
published with actual malice. Plaintiff asserts that the addition of an appendix to the original
Article affected substantive changes such to render the combined Editor’s Note and Article a
“republication” under the law. In contrast, defendants contend that the December 5th Editor’s
Note is not a republication because it did not reaffirm the substance of the Article. Instead,

defendants urge the court to view the Editor’s Note as an “effective retraction.”
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While the Virginia Supreme Court has not yet faced the issue, the Fourth Circuit has
upheld the application of the single publication rule, which dictates that defamatory forms of

mass communication or aggregate publication support only a single cause of action. See

Morrissey v. William Morrow & Co., Inc., 739 F.2d 962, 967-68 (4th Cir. 1984). Jurisdictions

that have adopted the single publication rule are “nearly unanimous” in applying it to internet

publications. Atkinson v. McLaughlin, 462 F. Supp. 2d 1038, 1051-52 (D.N.D. 2006). It is less

clear how the republication exception to the single publication rule applies in the context of

electronic media. In re Philadelphia Newspapers, LLC, 690 F.3d 161, 174 (3d Cir. 2012).

The republication exception is meant to give plaintiffs an additional remedy when a
defendant edits and retransmits the defamatory material or redistributes the material with the
goal of reaching a new audience. In re Davis, 347 B.R. 607, 611 (W.D. Ky. 2006). Stated
differently, republication occurs when the speaker has “affirmatively reiterated” the statement.

Clark v. Viacom Int’] Inc., 617 F. App’x 495, 505 (6th Cir. 2015). In the context of internet

articles, other courts have held that “a statement on a website is not republished unless the
statement itself is substantively altered or added to, or the website is directed to a new audience.”

Yeager v. Bowlin, 693 F.3d 1076, 1082 (9th Cir. 2012); see also Davis, 347 B.R. at 612

(“[W]here substantive material is added to a website, and that material is related to defamatory
material that is already posted, a republication has occurred.”).
Under Virginia defamation law, the question of whether plaintiff has proved the element

of publication is a factual one for the jury. Thalhimer Bros. v. Shaw, 156 Va. 863, 871 (1931)

(finding sufficient evidence to submit to the jury the question of publication). It follows, then,

that republication is also for the factfinder to determine.* Woodhull v. Meinel, 202 P.3d 126,

4 Generally, republications are separate torts. WILA-TV v. Levin, 264 Va. 140, 153 (2002). In
consequence, the court believes that republication only satisfies the first element of a defamation claim. Plaintiff
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131 (N.M. Ct. App. 2008) (“The question of whether an Internet republication has occurred is
highly factual in that it turns on the content of the second publication as it relates to the first.”);

Weaver v. Lancaster Newspaper, Inc., 926 A.2d 899, 907 (Pa. 2007) (finding a genuine issue of

fact regarding whether there was a republication).

Here, it is not disputed that defendants appended the original Article. However, a
reasonable jury could find that the defendants did not act with intent to recruit a new audience.
Likewise, there is a genuine dispute regarding whether defendants “affirmatively reiterated” the
challenged statements. See Clark, 617 F. App’x at 505 (stating that republication occurs when
the speaker “affirmatively reiterates” the statement and that the doctrine of republication
“focuses upon audience recruitment”). From deposition testimony, the court believes a
reasonable jury could determine that the December 5th Editor’s Note “effectively retracted” only
the statements regarding the alleged rape, not the statements about Jackie’s interactions with

Eramo. Dep. of Erdely 282:6-10; Dep. of William Dana 308:6-15; cf. Nevada Independent

Broadcasting Corp. v. Allen, 664 P.2d 337, 345 (Nev. 1983) (finding that an attempted

correction could be considered a republication). Conversely, a factfinder could determine that
the challenged statements were either “substantially altered or added to” or that they were not.
Yeager, 693 F.3d at 1082. Accordingly, in the court’s view, there remains a genuine issue of fact
warranting jury consideration. The court will deny plaintiff’s motion for partial summary
judgment on the issue. Consequently, the court declines to reach the question of whether there

was a republication made with actual malice.

must again prove the other elements of defamation, namely actionable statements and intent. Chapin, 993 F.2d at

1092 (listing the Virginia elements of defamation). In this instance, the effect of the Editor’s Note will be relevant
in determining whether the statements are actionable and whether the defendants had the requisite intent, should a

jury find defendants republished the challenged statements.
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.S

Conclusion
For the foregoing reasons, the court will grant in part and deny in part the parties’

motions for summary judgment and partial summary judgment. The Clerk is directed to send

copies of this memorandum opinion and the accompanying order to all counsel of record.

//(}v@m/wﬂ

1 Chief Uhited States District Judge

A
DATED: This d1  day of September, 2016.
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CIVIL JURY TRIAL FINAL INSTRUCTIONS
Judge Glen E. Conrad

Ladies and gentlemen of the jury, now that you have heard the
evidence and the arguments of counsel it becomes my duty to give you the
instructions as to the law applicable to this case. It is your duty as jurors to
follow the law as stated in the instructions that | will give you and to apply
the rules of law so given to the facts as you find them from the evidence in
the case. You are not to single out one instruction alone as stating the law
but must consider the instructions as a whole. Neither are you to be
concerned with the wisdom of any rule of law stated by the court.
Regardless of any opinion you may have as to what the law ought to be, it
would be a violation of your sworn duty to base a verdict upon any other
view of the law than that given in the instructions of the court. Similarly, it
would be a violation of your sworn duty to base a verdict upon anything but

the evidence in the case.

Nothing | say in these instructions is to be taken as an indication that |
have any opinion about the facts of the case or what that opinion is. It is not
my function to determine the facts. Instead, you are the sole judges of fact

in the case.
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At this time, | am going to ask the marshal to give each of you a copy
of the verdict forms, which will be provided to you when you are sent out to
deliberate. | want to make reference to the forms as | instruct you as to the
law which governs the particular case before us today. Your verdict on the
questions posed must be based on the facts as you find them and on the law

contained in all of these instructions.

This is a defamation case. The case arises from an article published

by Rolling Stone magazine entitled “A Rape on Campus,” as well as several

statements that the magazine and the author of the article made to the
media. The plaintiff in this case is Nicole Eramo, a University of Virginia
administrator who is named in the article. Ms. Eramo claims that the article,
and other statements made by the defendants, defamed her. The defendants
are Sabrina Rubin Erdely, the author of the article; Rolling Stone, LLC, the
magazine in which the article was published; and Wenner Media, LLC, the

parent company of Rolling Stone, LLC.
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It is undisputed that Sabrina Rubin Erdely is an independent contractor

of Rolling Stone.

A person or entity who hires an independent contractor is not liable for
the independent contractor’s actions and is not assumed to have the same
knowledge as the independent contractor, and vise versa. Because Sabrina
Rubin Erdely is an independent contractor and not an employee of Rolling
Stone, Ms. Erdely’s knowledge and actions may not automatically be imputed
to Rolling Stone or Wenner Media. Similarly, Rolling Stone and Wenner
Media’s knowledge and actions are not imputed to Ms. Erdely. You should
consider what knowledge each defendant possessed at the time, as

demonstrated by the evidence.

15
Case 3:15-cv-00023-GEC Document 375 Filed 11/04/16 Page 15 of 45 Pageid#: 17506



Claims at Issue

Nicole Eramo had asserted defamation claims against the defendants. |
will briefly review the statements that are still at issue in this case. These
statements are also set forth in your Special Verdict Form, and they have

been highlighted and identified in the binder provided to you.

First, Plaintiff alleges that each of the following statements (Statement
One through Statement Three in your jury book) from the article titled “A
Rape on Campus,” published on November 19, 2014, are false and

defamatory of her:

1. ‘Lots of people have discouraged her from sharing her story, Jackie
tells me with a pained look, including the trusted UVA dean to whom Jackie

reported her gang-rape allegations more than a year ago.”

2. “‘Like most colleges, sexual-assault proceedings at UVA unfold in total
secrecy. Asked why UVA doesn’t publish all its data, President Sullivan
explains that it might not be in keeping with ‘best practices’ and thus may
inadvertently discourage reporting. Jackie got a different explanation when
she’d eventually asked Dean Eramo the same question. She says Eramo
answered wryly, ‘Because nobody wants to send their daughter to the rape

79

school.
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3. “A bruise mottling her face, Jackie sat in Eramo’s office in May 2014
and told her about the two others. One, she says, is a 2013 graduate,
who’d told Jackie that she’d been gang-raped as a freshman at the Phi
Kappa Psi house. The other was a first-year whose worried friends had
called Jackie after the girl had come home wearing no pants. Jackie said the
girl told her she’d been assaulted by four men in a Phi Psi bathroom while a
fifth watched. (Neither woman was willing to talk to RS.) As Jackie wrapped
up her story, she was disappointed by Eramo’s nonreaction. She’d expected
shock, disgust, horror. ... Of all her assailants, Drew was the one she most
wanted to see held accountable — but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her
office, she didn’t feel ready to file a complaint. Eramo, as always,

understood.”

The Court has determined that Statement Four in your jury book is no

longer at issue in this case, and thus it will not be considered further by you.
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Second, Plaintiff alleges that the following statement, Statement Five in
your jury book, made by reporter Sabrina Rubin Erdely on the Brian Lehrer

Show on November 26, 2014, is false and defamatory of her:

5. “[J]ackie was kind of brushed off by her friends and by the
administration. . . . And eventually, when she did report it to the
administration, the administration did nothing about, they did nothing with the
information. And they even continued to do nothing when she eventually told
them that she had become aware of two other women who were also gang

raped at the same fraternity.”

Third, Plaintiff alleges that the following statements, Statements Six
through Statement Nine in your jury book, made by reporter Sabrina Rubin
Erdely on the Slate DoubleX podcast on November 26, 2014, are false and

defamatory of her:

6. “[J]Jackie had eventually kind of mustered up the courage to tell the
administration that she had been brutally gang raped, and that the University
did nothing with this information that they continued to do nothing even when
she told them that she had become aware of two other women that were also

gang raped at that fraternity.”
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7. ‘It is incredibly extreme. | mean whether this was perpetrated by a
serial rapist who has many victims — | mean it seems like no matter what,
this is an incredibly messed up situation. But it was absolutely a violent
crime and | think what was really telling was the idea that — and this really
underscores the entire article; is the student body and the administration
doesn’t really treat rape as a crime, as a violent crime . . . Even in this case,
right, exactly. And this is why this case blew my mind, that Jackie’s situation
blew my mind; that even in a situation that was so extreme and so obviously
within the realm of criminal, that they would seek to suppress something like
this because that’s really what they did. Not only did they not report it to the

police, but really | feel she was sort of discouraged from moving this forward.”

8. “She’s particularly afraid of Drew who she’s assigned a tremendous
amount of power in her own mind. ... So | think that the idea of [Jackie]
facing him or them down in any way is really just emotionally crippling for
her. She’s having a hard time facing up to that, and | think that she needs a
lot of support if she’s going to get to the place where she can actually
confront them. When she does actually run into some of her alleged
assailants on campus sometimes, just the sight of them, obviously it's a
shock but it also tends to send her into a depression. So it just goes to
show sort of the emotional toll something like this would take. | just think it
would require a great deal of support for her to move forward into any of
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these options to resolve her case and that’s something that’s been completely
absent. She really hasn’t had any of that support from her friends, from the

administration, nor from her family.”

9. “What | found is that UVA is a place where their culture is one of
extreme loyalty, so | guess it shouldn’t have surprised me that the community
of survivors, they’re totally devoted to the University, even as they’'re not very
happy with the way that their cases are handled. They totally buy into the
attitude that radiates from the administration that doing nothing is a fine
option. You know, if you unburden yourself to the Dean and take care of
your own mental health, then that’s good enough. They created this support
group, which is great for them and they do activism, they do bystander
support seminars, | mean intervention seminars and things like that which is
great, but really what they’re doing is affirming one another’s choices not to
report, which is, of course, an echo of their own administration’s kind of

ethos.”
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Fourth, Plaintiff alleges that the following statement made to The Washington

Post on November 30, 2014, is false and defamatory of her:

10. “As I've already told you, the gang-rape scene that leads the story is
the alarming account that Jackie — a person whom | found to be credible —
told to me, told her friends, and importantly, what she told the UVA
administration, which chose not to act on her allegations in any way — i.e.,
the overarching point of the article. THAT is the story: the culture that
greeted her and so many other UVA women | interviewed, who came forward

with allegations, only to be met with indifference.”

Finally, Plaintiff alleges that the following statement, Statement Eleven in your
jury book, provided by representatives of Rolling Stone and Wenner Media in
response to press inquiries on December 1, 2014, is false and defamatory of

her:

11. “The story we published was one woman’s account of a sexual assault at
a UVA fraternity in October 2012 — and the subsequent ordeal she
experienced at the hands of the University administrators in her attempts to
work her way through the trauma of that evening. The indifference with

which her complaint was met was, we discovered, sadly consistent with the
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experience of many other UVA women who have tried to report such
assaults. Through our extensive reporting and fact-checking, we found Jackie
to be entirely credible and courageous and we are proud to have given her

disturbing story the attention it deserves.”
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Defamation
The special verdict forms you have been provided make reference to
each of the statements on which the plaintiff's claims for defamation are
based. There is a special verdict form for each defendant. On the special
verdict forms, you are asked to determine whether each statement is
actionable against a particular defendant, and, if so, whether the defendant

acted with the requisite intent.

In order to establish that one or more statements is actionable, plaintiff
has the burden of proving each of the following elements by a preponderance
of the evidence:

(1) That the defendant made the statement:

(2) That the statement was seen, read, or heard by someone other

than the plaintiff;

(3) That the statement is of or concerning the plaintiff, Nicole Eramo;

(4) That the statement is false and defamatory; and

(5) That the plaintiff was damaged as a result of the statement.

On all of these issues, the plaintiff has the burden of proof. To prevail
against a defendant on a particular statement, the plaintiff must prove each of
these elements, by a preponderance of the evidence, as to that defendant

and that statement.
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Because of earlier rulings that the court has made in this case,
including that Ms. Eramo is a public figure, in addition to the elements set
forth above, in order to prevail on any one or more of the statements, plaintiff
also has the burden of establishing by clear and convincing evidence that the

defendant made the statement with actual malice.

| will now undertake to instruct you in more detail as to these issues.
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Defamatory Meaning

Defamation is a false factual statement that concerns and harms the
plaintiff or the plaintiff's reputation. A person has a right to an uninterrupted

enjoyment of his or her reputation.

To be defamatory, an oral or written statement must be more than
merely insulting, offensive, unpleasant, or inappropriate. It must have made
Nicole Eramo appear odious, infamous, or ridiculous. Said otherwise, a
defamatory statement must be a false statement that harms a person’s
reputation rendering her contemptible or ridiculous in the public’s estimation,

and exposing her to public hatred, ridicule, or contempt.
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In determining whether any statement made by any defendant is
defamatory, you must read that statement in the context of the article as a
whole, or in the context of the interview or statement as a whole, as
applicable. This means you may not seize on any one word, phrase, or
image, or consider only one particular statement, phrase, or passage in
isolation. Words alleged to be defamatory are to be taken in their plain and
natural meaning, and to be understood as other people would understand

them, and according to the sense in which they appear to have been used.
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Publication
| tell you that a defamatory statement is deemed published, or “made”
by the defendant, whenever it is communicated to and understood by a
person other than the plaintiff. Publication may be proven by direct or
circumstantial evidence. The plaintiff need not identify the person to whom
the defamatory words were published, and need not place in evidence

testimony from a third party regarding what the person heard and understood.
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Of or Concerning

Generally, a libel plaintiff must show that the alleged libel was
published “of or concerning” her. In order for the statement made by the
defendant to be of or concerning the plaintiff, it is not necessary that the
plaintiff be designated by name in the statement. It is a sufficient designation
of or reference to the plaintiff if, under all the surrounding circumstances,
those who hear or read the statement would reasonably believe that the
plaintiff was the person referred to. Moreover, statements or publications by
the same defendant regarding one specific subject or event and made over a
relatively short period of time, some of which clearly identify the plaintiff and
others which do not, may be considered together for the purpose of
establishing that the plaintiff was the person “of or concerning” whom the

alleged defamatory statements were made.
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You are instructed that a magazine and its reporter, just like any other
American citizen, has the right to criticize the actions and statements of any
state government agency, including the University of Virginia, and to criticize

actions taken or not taken by that state government agency.

The U.S. Constitution does not permit the University of Virginia, or any
other state or federal government agency, to sue for defamation. In this
regard, it is important to remember that the University of Virginia is not the
plaintiff in this action. If you decide that any of the statements at issue are
about actions, statements or positions taken by the University of Virginia or
others who work for UVA, and not about Nicole Eramo personally, then you
must find for the defendants with respect to those statements. The plaintiff
must prove by a preponderance of the evidence that the statement is
specifically directed at her. However, it is sufficient if there is evidence that,
under all the surrounding circumstances, those who hear or read the
statement would reasonably believe that the plaintiff is the person referenced

or designated.
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Falsity

The plaintiff may only recover for provably false statements of fact. No
matter how inflammatory or hurtful a statement may be, no matter what the
defendants’ motive in writing or publishing it, if the plaintiff fails to prove by a
preponderance of the evidence that the statement, if it exists, is false, you

must render a verdict for the defendant as to that statement.

You must remember that there is no burden on the defendants to prove
the truth of any statement at issue. Defendants were free to offer proof of
truth, but by doing so they did not assume the burden of convincing you of
the truth of these statements. The burden remains on the plaintiff, Nicole
Eramo. She bears the burden of proving that a statement is false in an

important, material respect.
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Damage

The plaintiff must also prove an element of damage. To damage the
plaintiff, a statement must be more than merely insulting, offensive,
unpleasant, or inappropriate. It must harm plaintiff's reputation rendering her

contemptible or ridiculous in the public’s estimation.
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Actual Malice

In addition to the foregoing elements plaintiff must prove, plaintiff also
has the burden of demonstrating by clear and convincing evidence that a
defamatory statement was made by one or more defendants with actual
malice, that is, with knowledge of the statement’s falsity or with reckless

disregard of whether or not it is false.

Reckless disregard means that the defendant had a high degree of
awareness of the probable falsity or must have in fact entertained serious

doubts as to the truth of the publication.

Actual malice is a subjective inquiry that focuses on the defendant’s

state of mind at the time the statements were published.
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Clear and Convincing Evidence

The plaintiff must prove the existence of “actual malice” by clear and
convincing evidence as to every statement and for each defendant. Clear
and convincing evidence is that degree of proof which will produce in your
mind a firm belief or conviction that a defendant acted with knowledge of the
falsity of the statements or reckless disregard for whether the statement is
false or not. As | defined earlier, “clear and convincing” is more than a
preponderance of the evidence but less than proof beyond a reasonable

doubt.
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Actual malice is not negligence. Reckless conduct is not measured by
whether a reasonably prudent person would have published, or would have

investigated further before publishing.

A failure to investigate does not establish actual malice. It is not
enough for plaintiff to prove that defendant did not conduct a thorough
investigation of the facts or that a defendant was careless in the way the
defendant wrote or edited the article. Likewise, it is not enough for plaintiff to
prove that the defendant departed from accepted standards of journalism in
the reporting, editing, or fact-checking of the article. In order to recover,
plaintiff must prove that the defendant knew that the complained of
statements were false or in fact entertained serious doubts as to whether they

were false or not.
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However, if there is evidence that defendants failed to investigate when
doubts were created because the story was weakened by inherent
improbability, internal inconsistency, or apparently reliable contradictory
information, you are permitted to infer from such evidence that a defendant

acted with actual malice.

Repetition of another’s words does not release one of responsibility if
the repeater knows that the words are false or inherently improbable, or there
are obvious reasons to doubt the veracity of the person quoted. When a
defendant relies on a source for a statement alleged to be defamatory and
has subjective doubt as to the truthfulness of a source, you may infer that a
defendant acted with actual malice by making a deliberate decision not to
follow up out of a desire to avoid conflicting information. Conversely, you
may find defendant’s reasons for not investigating further credible and not

motivated out of purposeful avoidance of the truth.

If you find that the information in a defendant’s possession at the time
of publication did not support the statements that the defendant made, or that
a defendant was aware of facts contradicting those statements, you may infer
that the defendant was purposefully avoiding the truth out of awareness of the

probable falsity of the statements. However, if you find that defendants
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believed their sources and believed in the accuracy of the statements when
published, you must find in favor of the defendants.

| tell you that the term “actual malice” should not be confused with the
more common meaning of the word “malice,” such as ill will or hatred. Actual
malice is not established merely because a journalist or magazine publisher
was motivated by ill will, prejudice, hostility, hatred, contempt, or even a

desire to injure the plaintiff.
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The fact that an article is one sided or fails to include as many positive
features about the subject as negative ones is not indicative of actual malice.
Publishers and reporters are entitled to publish unfair, one-sided attacks on
public figures, provided they believe the attacks to be true. Neither is actual
malice established merely because a defendant selectively chose which facts
to present and which facts to omit in advancing a particular viewpoint. |
remind you that the issue is whether the publisher recklessly or knowingly

published false material.
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Similarly, a journalist may express a viewpoint that is one among a
number of possible rational interpretations of ambiguous sources or facts.
Even if the interpretation chosen is wrong or ill-conceived, such expression
does not amount to actual malice absent knowledge that the interpretation is

false or a reckless disregard of whether the interpretation is false or not.
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Again, actual malice is a subjective inquiry that focuses on the
defendant’s state of mind at the time of publication. A plaintiff is entitled to
prove the defendant’s state of mind through circumstantial evidence. You are
entitted to consider failures to investigate, departures from journalistic
standards, evidence of ill will or intent to injury, and evidence of a
preconceived storyline in determining whether a defendant had a high degree
of awareness of the probable falsity of the statements. You may not,
however, rely on any one of these factors alone in determining whether a

defendant acted with actual malice.

It is for you to decide, considering all the evidence taken as a whole,
whether the defendant did in fact make each statement knowing that it was

false or with serious doubts as to the truth of the statement.
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Defendants contend that they have retracted the statements in “A Rape
on Campus” that Ms. Eramo alleges are defamatory. Whether or not a
defendant has retracted a statement is not relevant in determining whether

the statements are actionable in the first place.

However, if you determine that a defendant retracted an allegedly
defamatory statement, you may consider that retraction, and the
circumstances in which it was made, in determining whether a defendant

acted without actual malice.

In any event, | tell you that in this context, as with all determinations of
fact, it is for you to decide whether a retraction occurred, and if so, its

significance.
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Republication

Nicole Eramo claims that by appending the “Editor’s Note” to the top of
the existing online article on December 5, 2014, defendants “republished” the

content of the original article.

In order to find that defendants “republished” the original article on
December 5, 2014, you must find that by adding the “Editor's Note” to the
top of the online article, defendants affirmatively reiterated the content of any
allegedly false and defamatory statements with an intent to reach a new

audience.

In assessing her claim, you must consider the content of the “Editor’s

Note” and all other evidence you find that bears on the issue to be decided.
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If you find that a republication has occurred, you must also determine,
as with the other statements, whether the plaintiff has met all the elements of
defamation in regards to the republished article. Like with the original
statements, you shall consider the context of the republished statements to
determine whether they are defamatory and made with actual malice. In
making this determination, you must focus on the same three statements from

the article published on November 19, 2014 of which plaintiff complains.

Keep in mind what the court instructed you at the beginning of trial: the
timeline of this case is important. Thus, if you find by a preponderance of
the evidence that a republication occurred on December 5, 2014, the context
of the republication becomes important. If you determine a republication
occurred, you will find it necessary to consider the facts known at the time,
whether plaintiff has established that the referenced statements are actionable
under the instructions the court has provided you, and whether those

statements were made with actual malice.
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In just a few moments it will be time for you to retire to the jury room
to begin your deliberations. Upon retiring to the jury room, you will select
one of your number to act as your foreperson. The foreperson will preside
over your deliberations and will be your spokesman here in court. A verdict
form has been prepared for your responses. You will take this form to the
jury room. | tell you that in answering the questions and inquiries on the
verdict form, it is necessary that each of you agree as to the response. Your

verdict as to each question must be unanimous.

The verdict must represent the considered judgment of all of you. It is
your duty, as jurors, to consult with one another and to deliberate with a view
to reaching an agreement if you can do so without violence to individual

judgment.

43
Case 3:15-cv-00023-GEC Document 375 Filed 11/04/16 Page 43 of 45 Pageid#: 17534



You must each decide the case for yourself but only after an impartial
consideration of the evidence in the case with your fellow jurors. In the
course of your deliberations, do not hesitate to reexamine your own views
and change your opinion if convinced it is erroneous. But, do not surrender
your honest convictions as to the weight or effect of the evidence solely
because others among you may disagree or for the mere purpose of returning
a verdict. Your sole interest is to seek the truth from the evidence of the

case.

Once again, when you enter your jury room, your first responsibility will
be to elect a foreperson. You will then begin your deliberations. | again tell
you that your answer to each of the questions on the verdict form must be
unanimous. | plan on sending the exhibits introduced into evidence to the
jury room with you. Once you begin your deliberations, you should not have

contact with any person other than the marshal.
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If you recess during your deliberations, follow all of the instructions that
the court has given you about your conduct during the trial. If you want to
communicate with me at any time, please give a written message or question
to the marshal, who will bring it to me. | will then respond as promptly as
possible either in writing or by having you brought into the courtroom so that |
can address you orally. | will always first disclose to the attorneys your

question and my response before | answer your question.

You should not let anyone know, including the court or the marshal,
how you stand on your deliberations either numerically or on the questions

before you, until after you have reached a unanimous verdict.

Mr. Marshal, if you will, deliver the official verdict form to the jury. Mr.
Marshal, if you would please take the jury out into the hall but not all the way
into the jury room and let me converse with counsel for just a few moments

before we send the jury to deliberate.
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D-ED IN OPEiy
IN THE UNITED STATES DISTRICT COURT T '
FOR THE WESTERN DISTRICT OF VIRGINIA-

CHARLOTTESVILLE DIVISION \,

Defendants. By: Hon. Glen E. Conrad

Chief United States District Judge

NICOLE P. ERAMO , )

)
Plaintiff, ) Civil Action No. 3:15-CV-00023

)

v, ) SPECIAL VERDICT FORM
) NUMBER ONE

ROLLING STONE, LLC, et. al, ) SABRINA RUBIN ERDELY
)
)
)

This special verdict form includes each of the statements on which plaintiff bases her claim
of defamation against Sabrina Rubin Erdely. Answer the questions in accordance with the court’s
instructions.

1. As to this statement appearing in the November 19, 2014 print and online editions of “A
Rape on Campus”™: '
“Lots of people have discouraged her from sharing her story, Jackie tells me with a
pained look, including the trusted UVA dean to whom Jackie reported her gang-rape
allegations more than a year ago.”

1(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely? '

ANSWER YES OR NO. ! 25

If you answered question 1(a) “no,” proceed to question 2.

1(b). If you answered “yes” to question number 1(a), answer the following question: do you ‘
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES ORNO. N €5

2. As to this statement appearing in the November 19, 2014 print and online editions of “A
Rape on Campus”:
“Like most colleges, sexual-assault proceedings at UVA unfold in total secrecy.
Asked why UVA doesn’t publish all its data, President Sullivan explains that it might
not be in keeping with ‘best practices’ and thus may inadvertently discourage
reporting. “Jackie got a different explanation when she’d eventually asked Dean
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Eramo the same question. She says Eramo answered wryly, ‘Because nobody wants
to send their daughter to the rape school.’”

2(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

\
ANSWER YES ORNO, €5
If you answered question 2(a) “no,” proceed to question 3.
2(b). If you answered “yes” to question number 2(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES ORNO. N O

3. As to this statement appearing in the November 19, 2014 print and online editions of “A

Rape on Campus”:

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and told her
about the two others. One, she says, is a 2013 graduate, who'd told Jackie that
she’'d been gang-raped as a freshman at the Phi Kappa Psi house. The other was a
first-year whose worried friends had called Jackie after the girl had come home
wearing no pants. Jackie said the girl told her she’d been assaulted by four men in a
Phi Psi bathroom while a fifth watched. (Neither woman was willing to talk to RS).
As Jackie wrapped up her story, she was disappointed by Eramo’s nonreaction.
She'd expected shock, disgust, horror.... Of all her assailants, Drew was the one she
most wanted to see held accountable—but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her office,
she didn’t feel ready to file a complaint. Eramo, as always, understood.”

3(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES ORNO. N €5
If you answered question 3(a) “no,” proceed to question 4.

3(b). . If you answered “yes” to question number 3(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES OR NO. \/ 65

2
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4, As to this statement made on the Brian Lehrer show on November 26,2014:
“[J]ackie was kind of brushed off by her friends and by the administration . . . And
eventually, when she did report it to the administration, the administration did
nothing about, they did nothing with the information. And they even continued to do
nothing when she eventually told them that she had become aware of two other
women who were also gang raped at the same fraternity.”

4(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
" Rubin Erdely?

ANSWER YES OR NO. \Z ( Z S

If you answered question 4(a) “no,” proceed to question S.

4(b). If you answered “yes” to question number 4(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES OR NO. \[ ﬁ 5

5. As to this statement made on the Slate DoubleX Gabfest podcast on November 26,
2014:
“[Jackie] had eventually kind of mustered up the courage to tell the administration
that she had been brutally gang raped and that the University did nothing with this
information and that they continued to do nothing even when she eventually then told
them that she had become aware of two other women who were also gang raped at
that same fraternity.”

5(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES ORNO. N & S

If you answered question S(a) “no,” proceed to question 6.

5(b). If you answered “yes” to question number 5(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES OR NO. ) J O

3
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6. As to this statement made on the Slate DoubleX Gabfest podcast on November 26, 2014:

“It is incredibly extreme. I mean whether this was perpetrated by a serial rapist who has
many victims — I mean it seems like no matter what, this is an incredibly messed up
situation. But it was absolutely a violent crime and I think what was really telling was the
idea that — and this really underscores the entire article; is the student body and the
administration doesn’t really treat rape as a crime, as a violent crime . . . Even in this case,
right, exactly. And this is why this case blew my mind, that Jackie’s situation blew my mind;
that even in a situation that was so extreme and so obviously within the realm of criminal,
that they would seek to suppress something like this because that’s really what they did. Not
only did they not report it to the police, but really I feel she was sort of discouraged from
‘moving this forward.”

6(a). Do you find by a preponderance of tfle evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES ORNO. Y €5
If you answered question 6(a) “no,” proceed to question 7.

6(b). If you answered “yes” to question number 6(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES OR NO. Y S

7. As to this statement made on the Slate DoubleX Gabfest podcast on November 26, 2014:
“She’s particularly afraid of Drew who she’s assigned a tremendous amount of power in

her own mind. . . . So I think that the idea of [Jackie] facing him or them down in any way is
really just emotionally crz'ppl'z'ng for her. She’s having a hard time facing up to that, and 1
think that she needs a lot of support if she’s going to get to the place where she can actually
confront them. When she does actually run into some of her alleged assailants on campus
sometimes, just the sight of them, obviously it’s a shock but it also tends to send her into a
depression. So it just goes to show sort of the emotional toll something like this would take.
I just think it would require a great deal of support for her to move forward into any of these
options to resolve her case and that’s something that’s been completely absent. She really
hasn’t had any of that support from her friends, from the administration, nor from her

Sfamily.”

4
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7(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES ORNO. €5

If you answered question 7(a) “no,” proceed to question 8.

7(b). If you answered “yes” to question number 7(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES OR NO. \[ 5

8. As to this statement made on the Slate DoubleX Gabfest podcast on November 26, 2014:
“What I found is that UVA is a place where their culture is one of extreme loyalty, so I guess
it shouldn’t have surprised me that the community of survivors, they 're totally devoted to the
University, even as they 're not very happy with the way that their cases are handled. They
totally buy into the attitude that radiates from the administration that doing nothing is a fine
option.” You know, if you unburden yourself to the Dean and take care of your own mental
health, then that’s good enough. They created this support group, which is great for them
and they do activism, they do bystander support seminars, I mean intervention seminars and
things like that which is great, but really what they're doing is affirming one another’s
choices not to report, which is, of course, an echo of their own administration’s kind of
ethos.”

8(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES ORNO. Y €5

If you answered question 8(a) “no,” proceed to question 9.

8(b). If you answered “yes” to question number 8(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in making this statement?

ANSWER YES OR NO. N O

9. As to this statement emailed to a Washington Post Reporter on November 30, 2014:
“As I've already told you, the gang-rape scene that leads the story is the alarming account
that Jackie — a person whom I found to be credible — told to me, told her friends, and
importantly, what she told the UVA administration, which chose not to act on her

5
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T

allegations in any way — i.e., the overarching point of the article. THAT is the story: the
culture that greeted her and so many other UVA women I interviewed, who came forward
with allegations, only to be met with indifference.”

9(a).

9(b).

Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES OR NO. \} —

If you answered question 9(a) “no,” proceed to question 10.

If you answered “yes” to question number 9(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that such
defendant(s) acted with actual malice in making this statement?

\
ANSWER YES OR NO. [ s

10. Do you find by a preponderance of the evidence that Sabrina Rubin Erdely republished the
article, “A Rape on Campus” on December 5, 20147

ANSWER YES OR NO.
If you answered question 10 “no,” stop.

If yon answered question 10 “yes,” answer question 11, 12, and 13.

11.  As to this statement republished on December 5, 2014:
“Lots of people have discouraged her from sharing her story, Jackie tells me with a
pained look, including the trusted UVA dean to whom Jackie reported her gang-rape
allegations more than a year ago.”

11(a).

11(b).

Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES OR NO. /V/A:
If you answered question 11(a) “no,” proceed to question 13.

If you answered “yes” to question number 12(a), answer the following question: do you

find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in republishing this statement?

ANSWER YES OR NO. N&

6
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12.  Asto this statement republished on December 5, 2014:
“Like most colleges, sexual-assault proceedings at UVA unfold in total secrecy.
Asked why UVA doesn’t publish all its data, President Sullivan explains that it might
not be in keeping with ‘best practices’ and thus may inadvertently discourage
reporting. Jackie got a different explanation when she’d eventually asked Dean
Eramo the same question. She says Eramo answered wryly, ‘Because nobody wants
to send their daughter to the rape school.’”

12(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES OR NO. gz/k
If you answered question 12(a) “no,” proceed to question 14.

12(b). If you answered “yes” to question number 13(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in republishing this statement?

ANSWER YES OR NO. /Vé

13.  Asto this statement republished on December 5, 2014:

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and told her
about the two others. One, she says, is a 2013 gfaduate, who’d told Jackie that
she’d been gang-raped as a freshman at the Phi Kappa Psi house. The other was a
first-year whose worried friends had called Jackie after the girl had come home
wearing no pants. Jackie said the girl told her she’d been assaulted by four men in a
Phi Psi bathroom while a fifth watched. (Neither woman was willing to talk to RS).
As Jackie wrapped up her story, she was disappointed by Eramo’s nonreaction.
She’d expected shock, disgust, horror.... Of all her assailants, Drew was the one she
most wanted to see held accountable—but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her office,
she didn’t feel ready to file a complaint. Eramo, as always, understood.”

13(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Sabrina
Rubin Erdely?

ANSWER YES OR NO. A/Z/P

If you answered question 13(a) “no,” stop.

7
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13(b). If you answered yes to question number 14(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Sabrina Rubin
Erdely acted with actual malice in republishing this statement?

ANSWER YES ORNO. V4

Continue to Special Verdict Form Number Two

114 i e

DATE SIGNATURE OF FOREPERSON

Neberah T %&*Wle lee

PRINTED NAME OF FOREPERSON
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CHARLOTTESVILLE DIVISION'

Defendants. By: Hon. Glen E. Conrad

- Chief United States District Judge

NICOLE P. ERAMO , )

) -
Plaintiff, ) Civil Action No. 3:15-CV-00023

) ' .

V. ) SPECIAL VERDICT FORM
) NUMBER TWO

ROLLING STONE, LLC, et. al, ) ROLLING STONE, LL.C
)
)
)

This special verdict form includes each of the statements which plaintiff alleges to have
been made by Rolling Stone, LLC. Answer the questions in accordance with the court’s
instructions.

1. As to this statement appearing in the November 19, 2014 print and online editions of “A

Rape on Campus”: ' o

“Lots of people have discouraged her from sharing her story, Jackie tells me with a

pained look, including the trusted UVA dean to whom Jackie reported her gang-rape
allegations more than a year ago.” ‘

1(a). Do you find by a preponderance of the evidence that this statement is actionablé, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC?

ANSWER YES OR NO. \I 66

If you answered question 1(a) “yes,” proceed to question 1(b).

1(b). If you answered “yes” to question number 1(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. N O

2. As to this statement appearing in the November 19, 2014 print and online editions of “A
Rape on Campus™: ‘
“Like most colleges, sexual-assault proceedings at UVA unfold in total secrecy.
Asked why UVA doesn’t publish all its data, President Sullivan explains that it might
not be in keeping with ‘best practices’ and thus may inadvertently discourage
reporting. Jackie got a different explanation when she’d eventually asked Dean
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Eramo the same question. She says Eramo answered wryly, ‘Because nobody wants
to send their daughter to the rape school.’”

2(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LL.C?

ANSWER YES OR NO. \/ 6 6

If you answered question 2(a) “no,” proceed to question 3.

2(b). If you answered “yes” to question number 2(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. N O

3. As to this statement appearing in the November 19, 2014 print and online editions of “A

Rape on Campus™:

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and told her
about the two others. One, she says, is a 2013 graduate, who’d told Jackie that
she’d been gang-raped as a freshman at the Phi Kappa Psi house. The other was a
first-year whose worried friends had called Jackie after the girl had come home
wearing no pants. Jackie said the girl told her she’d been assaulted by four men in a
Phi Psi bathroom while a fifth watched. (Neither woman was willing to talk to RS).
As Jackie wrapped up her story, she was disappointed by Eramo’s nonreaction.
She’d expected shock, disgust, horror.... Of all her assailants, Drew was the one she
most wanted to see held accountable—but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her office,
she didn’t feel ready to file a complaint. Eramo, as always, understood.”

3(a).. Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC?

ANSWER YES OR NO. \/ 6 g

If you answered question 3(a) “no,” proceed to question 4.

3(b). If you answered “yes” to question number 3(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. A/ O
2
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4, As to this statement emailed to a Washington Post Reporter on November 30, 2014:
“As I've already told you, the gang-rape scene that leads the story is the alarming account
that Jackie — a person whom I found to be credible — told to me, told her friends, and
importantly, what she told the UVA administration, which chose not to act on her
allegations in any way — i.e., the overarching point of the article. THAT is the story: the
culture that greeted her and so many other UVA women I interviewed, who came forward
with allegations, only to be met with indifference.”

4(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC?

ANSWER YES OR NO. N O
If you answered question 4(a) “no,” proceed to question 5.

4(b). If you answered “yes” to question number 4(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that such
defendant(s) acted with actual malice in making this statement?

ANSWER YES OR NO. {E/i

5. As to this statement first released in a press release on December 1, 2014 and circulated
between December 1 and December 4, 2014:
“The story we published was one woman's account of a sexual assault at a UVA fraternity

in October 2012 — and the subsequent ordeal she experienced at the hands of the University
administrators in her attempts to work her way through the trauma of that evening. The
indifference with which her complaint was met was, we discovered, sadly consistent with the
experience of many other UVA women who have tried to report such assaults. Through our
extensive reporting and fact-checking, we found Jackie to be entirely credible and
courageous and we are proud to have given her disturbing story the attention it deserves.”

5(a) Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC? '

ANSWER YES OR NO. \/6 S
If you answered question 5(a) “no,” proceed to question 6.

3
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5(b) If you answered “yes” to question number 5(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. A/ O

6. Do you find by a preponderance of the evidence that Rolling Stone, LLC republished the
article, “A Rape on Campus” on December 5,-2014?

ANSWER YES OR NO. .}/ e S
If you answered question 6 “no,” stop.
If you answered question 6 “yes,” answer question 7, 8, and 9.

7. As to this statement republished on December 5, 2014:
“Lots of people have discouraged her from sharing her story, Jackie tells me with a
pained look, including the trusted UVA dean to whom Jackie reported her gang-rape
~ allegations more than a year ago.”

7(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC?

ANSWER YES ORNO, @5

If you answered question 7(a) “no,” proceed to question 8.

7(b). If you answered “yes” to question number 7(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in republishing this statement?

ANSWER YES ORNO. V@5

8. As to this statement republished on December 5, 2014:
“Like most colleges, sexual-assault proceedings at UVA unfold in total secrecy.
Asked why UVA doesn’t publish all its data, President Sullivan explains that it might
not be in keeping with ‘best practices’ and thus may inadvertently discourage
reporting. Jackie got a different explanation when she’d eventually asked Dean
Eramo the same question. She says Eramo answered wryly, ‘Because nobody wants
to send their daughter to the rape school.’”

8(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC?

4
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)2
ANSWER YES OR NO. € S
- If you answered question 8(a) “no,” proceed to question 9.

8(b). If you answered “yes” to question number 8(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in republishing this statement?

ANSWER YESORNO. )€ S

9. As to this statement republished on December 5, 2014:

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and told her
about the two others. One, she says, is a 2013 graduate, who’d told Jackie that
she’d been gang-raped as a freshman at the Phi Kappa Psi house. The other was a
first-year whose worried friends had called Jackie affer the girl had come home
wearing no pants. Jackie said the girl told her she’d been assaulted by four men in a
Phi Psi bathroom while a fifth watched. (Neither woman was willing to talk to RS).
As Jackie wrapped up her story, she was disappointed by Eramo’s nonreaction.
She’d expected shock, disgust, horror.... Of all her assailants, Drew was the one she
most wanted to see held accountable—but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her office,
she didn’t feel ready to file a complaint. Eramo, as always, understood.”

9(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Rolling
Stone, LLC?

ANSWER YES OR NO. \26‘5

If you answered question 9(a) “no,” stop.

9(b). If you answered “yes” to question number 9(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Rolling Stone,
LLC acted with actual malice in republishing this statement?

ANSWER YES ORNO. JES

Continue to Special Verdict Form Number Three

/11416,

DATE SIC%ATURE OF FOREPERSON

—DEEOFK/L . ﬂere/ee

PRINTED NAME OF FOREPERSON
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FILED IN OPEN COURT

IN THE UNITED STATES DISTRICT COURATE;/_ LI/ 4/ ((o

FOR THE WESTERN DISTRICT OF VIRGINIA W/ /] 1o d v

CHARLOTTESVILLE DIVISION DERU T"’ﬁ’ 'é’LERK /

Defendants. By: Hon. Glen E. Conrad

Chief United States District Judge

NICOLE P. ERAMO , )

)
Plaintiff, ) Civil Action No. 3:15-CV-00023

)

V. ) SPECIAL VERDICT FORM
) NUMBER THREE

ROLLING STONE, LLC, et. al, ) WENNER MEDIA, LL.C
)
)
)

This special verdict form includes each of the statements which plaintiff alleges to have
been made by Wenner Media, LLC. Answer the questions in accordance with the court’s
instructions.

1. As to this statement appearing in the November 19, 2014 print and online editions of “A
Rape on Campus™: |
“Lots of people have discouraged her from sharing her story, Jackie tells me with a
pained look, including the trusted UVA dean to whom Jackie reported her gang-rape
allegations more than a year ago.”

1(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LLC?

ANSWER YES OR NO. \283
If you answered question 1(a) “no,” proceed to question 2.

1(b). If you answered “yes” to question number 1(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. \5‘ 0

2. As to this statement appearing in the November 19, 2014 print and online editions of “A
Rape on Campus™:
“Like most colleges, sexual-assault proceedings at UVA unfold in total secrecy.
Asked why UVA doesn’t publish all its data, President Sullivan explains that it might
not be in keeping with ‘best practices’ and thus may inadvertently discourage
reporting. Jackie got a different explanation when she’d eventually asked Dean
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Eramo the same question. She says Eramo answered wryly, ‘Because nobody wants

to send their daughter to the rape school.

1

2(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LLC?
ANSWER YES OR NO. \[ (i’ g
If you answered question 2(a) “no,” proceed to question 3.
2(b). If you answered “yes” to question number 2(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in making this statement?
ANSWER YES OR NO. N O
3. As to this statement appearing in the November 19, 2014 print and online editions of “A

Rape on Campus™:

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and told her
about the two others. One, she says, is a 2013 graduate, who’d told Jackie that
she’'d been gang-raped as a freshman at the Phi Kappa Psi house. The other was a
first-year whose worried friends had called Jackie after the girl had come home
wearing no pants. Jackie said the girl told her she’d been assaulted by four men in a
Phi Psi bathroom while a fifth watched. (Neither woman was willing to talk to RS).
As Jackie wrapped up her story, she was disappointed by Eramo’s nonreaction.
She’d expected shock, disgust, horror.... Of all her assailants, Drew was the one she
most wanted to see held accountable—but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her office,
she didn’t feel ready fo file a complaint. Eramo, as always, understood.”

3(a).

3(b).

Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LL.C?

)
ANSWER YES OR NO. eg :
If you answered question 3(a) “no,” proceed to question 4.

If you answered “yes” to question number 3(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. Z Y O

2
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4, As to this statement emailed to a Washington Post Reporter on November 30, 2014:
“As I've already told you, the gang-rape scene that leads the story is the alarming account
that Jackie — a person whom I found to be credible — told to me, told her friends, and
importantly, what she told the UVA administration, which chose not to act on her
allegations in any way — i.e., the overarching point of the article. THAT is the story: the
culture that greeted her and so many other UVA women I interviewed, who came forward
with allegations, only to be met with indifference.”

4(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LLC?

ANSWER YES OR NO. gy D

If you answered question 4(a) “ne,” proceed to question S.

| 4(b). If you answered “yes” to question number 4(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that such
defendant(s) acted with actual malice in making this statement?

ANSWER YES OR NO. /V&

5. As to this statement first released in a press release on December 1, 2014 and circulated
between December 1 and December 4, 2014:
“The story we published was one woman’s account of a sexual assault at a UVA fraternity

in October 2012 — and the subsequent ordeal she experienced af the hands of the University
administrators in her attempts to work her way through the trauma of that evening. The
indifference with which her complaint was met was, we discovered, sadly consistent with the
experience of many other UVA women who have tried fo report such assaults. Through our
extensive reporting and fact-checking, we found Jackie to be entirely credible and
courageous and we are proud to have given her disturbing story the attention it deserves.”

5(a) Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LLC?

ANSWER YES OR NO. \165

If you answered question 5(a) “no,” proceed to question 6.

3
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5(b) If you answered “yes” to question number 5(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in making this statement?

ANSWER YES OR NO. N O

6. Do you find by a preponderance of the evidence that Wenner Media, LLC republished the
article, “A Rape on Campus,” on December 5, 20147

ANSWER YES OR NO. é[/ S
If you answered question 6 “no,” stop.

If you answered question 6 “yes,” answer question 7, 8, and 9.

7. As to this statement republished on December 5, 2014:
“Lots of people have discouraged her from sharing her story, Jackie tells me with a
pained look, including the trusted UVA dean to whom Jackie reported her gang-rape
allegations more than a year ago.”

7(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LLC?

ANSWER YES ORNO. /€5

If you answered question 7(a) “no,” proceed to question 8,

7(b). If you answered “yes” to question number 7(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in republishing this statement?

ANSWER YES OR NO. \Z €5

8. As to this statement republished on December 5, 2014:
“Like most colleges, sexual-assault proceedings at UVA unfold in total secrecy.
Asked why UVA doesn’t publish all its data, President Sullivan explains that it might
not be in keeping with ‘best practices’ and thus may inadvertently discourage
reporting. Jackie got a different explanation when she’d eventually asked Dean
Eramo the same question. She says Eramo answered wryly, ‘Because nobody wants
to send their daughter to the rape school.””

8(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LL.C?

4
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ANSWER YES OR NO.
If you answered question 8(a) “no,” proceed to question 9.

8(b). If you answered “yes” to question number 8(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in republishing this statement?

N
ANSWER YES ORNO. | &5

9. As to this statement republished on December 5, 2014:

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and told her
about the two others. One, she says, is a 2013 graduate, who’d told Jackie that
she’d been gang-raped as a freshman at the Phi Kappa Psi house. The other was a
first-year whose worried friends had called Jackie after the girl had come home
wearing no pants. Jackie said the girl told her she’d been assaulted by four men in a
Phi Psi bathroom while a fifth watched. (Neither woman was willing to talk to RS).
As Jackie wrapped up her story, she was disappointed by Eramo’s nonreaction.
She ’d expected shock, disgust, horror.... Of all her assailants, Drew was the one she
most wanted to see held accountable—but with Drew about to graduate, he was
going to get away with it. Because, as she miserably reminded Eramo in her office,
she didn’t feel ready to file a complaint. Eramo, as always, understood.”

9(a). Do you find by a preponderance of the evidence that this statement is actionable, by
satisfying each of the elements set forth on page 23 of the instructions, against Wenner
Media, LL.C?

ANSWER YES OR NO. \Zé S
If you answered question 9(a) “no,” stop.

9(b). If you answered “yes” to question number 9(a), answer the following question: do you
find that plaintiff has established by clear and convincing evidence that Wenner Media,
LLC acted with actual malice in republishing this statement?

ANSWER YES OR NO. \[6 S
/] / 4/ 16 WL/Z(—Q/

DATE SIGWATURE OF FOREPERSON

Deborah J. /%wn/@/e’f—

PRINTED NAME OF FOREPERSON

5 .
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FILED IN OPEN COURT
DATE;

AEPUTYJCLEHK‘

IN THE UNITED STATES DISTRICT COUA
FOR THE WESTERN DISTRICT OF VIRGIN
CHARLOTTESVILLE DIVISION

NICOLE P. ERAMO,
Plaintiff, Civil Action No. 3:15-CV-00023
V. SPECIAL VERDICT FORM
NUMBER FOUR

By: Hon. Glen E. Conrad

ROLLING STONE, LLC, et al.,
' Chief United States District Judge -

Defendants.

This special verdict form includes each of the statements which you have already found
were actionable and made with actual malice. Answer the questions in accordance with the -
court’s instructions.

As to the following statements:

Appearing in the article, “A Rape on Campus,” on November 19, 2014:
“Lots of people have discouraged her from sharing her story, Jackie tells me

with a pained look, including the trusted UVA dean to whom Jackie reported
her gang-rape allegations more than a year ago.”

* % %

“A bruise mottling her Jace, Jackie sat in Eramo’s office in May 2014 and
told her about the two others. One, she says, is a 2013 graduate, who’d told
Jackie that she’d been gang-raped as a freshman at the Phi Kappa Psi house.
The other was a first-year whose worried friends had called Jackie after the
girl had come home wearing no pants. Jackie said the girl told her she’d been
assaulted by four men in a Phi Psi bathroom while a fifth watched. (Neither
woman was willing to talk to RS). As Jackie wrapped up her stofy, she was
disappointed by Eramo’s nonreaction. — She’d expected shock, disgust,
horror.... Of all her assailants, Drew was the one she most wanted to see held
accountable—but with Drew about to graduate, he was going to get away
Wwith it. Because, as she miserably reminded Eramo in her office, she didn’t
feel ready to file a complaint. Eramo, as always, understood.”
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Made on the Brian Lehrer show on November 26, 2014:
“[J]ackie was kind of brushed off by her friends and by the administration . . .
And eventually, when she did report it to the administration, the
administration did nothing about, they did nothing with the information. And
they even continued to do nothing when she eventually told them that she had
become aware of two other women who were also gang raped at the same
Sfraternity.”

Made on the Slate DoubleX Gabfest podcast on November 26, 2014:
“It is incredibly extreme. I mean whether this was perpetrated by a serial

rapist who has many victims — I mean it seems like no matter what, this is an
incredibly messed up situation. But it was absolutely a violent crime and I
think what was really telling was the idea that — and this really underscores
the entire article; is the student body and the administration doesn’t really
treat rape as a crime, as a violent crime . . . Even in this case, right, exactly.
And this is why this case blew my mind, that Jackie’s situation blew my mind,
that even in a situation that was so extreme and so obviously within the realm
of criminal, that they would seek to suppress something like this because
that’s really what they did. Not only did they not report it to the police, but
really I feel she was sort of discouraged from moving this forward.”

% & %

“She’s particularly afraid of Drew who she’s assigned a tremendous amount
of power in her own mind. . . . So I think that the idea of [Jackie] facing him
or them down in any way is really Just emotionally crippling for her. She’s
having a hard time facing up to that, and I think that she needs a lot of
support if she’s going to get to the place where she can actually confront
them. When she does actually run into some of her alleged assailants on
campus sometimes, just the sight of them, obviously it’s a shock but it also
tends to send her into a depression. So it just goes to show sort of the
emotional toll something like this would take. I just think it would require a
great deal of support for her to move forward into any of these options to

- resolve her case and that’s something that’s been completely absent. She
really hasn’t had any of that support from her friends, ﬁom the
administration, nor from her family.”

Emailed to a Washington Pdst Reporter on November 30, 2014:
“As I've already told you, the gang-rape scene that leads the story is the

alarming account that Jackie — a person whom I found to be credible — told to
me, told her friends, and importantly, what she told the UVA administration,

2
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which chose not to act on her allegations in any way — i.e., the overarching
point of the article. THAT is the story: the culture that greeted her and so
many other UVA women I interviewed, who came forward with allegations,
only to be met with indifference.”

1. As against Sabrina Rubin Erdely and based on the foregoing statements, state the
amount of damages, if any, you believe plaintiff has proven, by the preponderance of the
evidence, that she is entitled to recover. '

s Amillion

As to these statements republished on December 5, 2014:
“Lots of people have discouraged her from: sharing her story, Jackie tells me

with a pained look, including the trusted UVA dean to whom Jackie reported
her gang-rape allegations more than a year ago.”

* % %

“Like most colleges, sexual-assault proceedings at UVA unfold in total
secrecy. Asked why UVA doesn’t publish all its data, President Sullivan
| explains that it might not be in keeping with ‘best practices’ and thus may
inadvertently discourage reporting. Jackie got a different explanation when
she’d eventually asked Dean Eramo the same question. She says Eramo
answered wryly, ‘Because nobody wants to send their daughter to the rape

s

-school.

* % %

“A bruise mottling her face, Jackie sat in Eramo’s office in May 2014 and
told her about the two others. One, she says, is a 2013 graduate, who’d told
Jackie that she’d been gang-raped as a freshman at the Phi Kappa Psi house.
The other was a first-year whose worried friends had called Jackie afier the
girl had come home wearing no pants. Jackie said the girl told her she'd been
assaulted by four men in a Phi Psi bathroom while a fifth watched. (Neither
woman was willing to talk to RS). As Jackie wrapped up her story, she was
disappointed by Eramo’s nonreaction. She’d expected shock, disgust,
horror.... Of all her assailants, Drew was the one she most wanted to see held |
accountable—but with Drew about to graduate, he was going to get away

3
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with it. Because, as she miserably reminded Eramo in her office, she didn’t
feel ready to file a complaint. Eramo, as always, understood. "

2(a). Do you find, by a preponderance of the evidence, that plaintiff suffered separate and
additional harm resulting from the repubhcatlon of these statements?

ANSWER YES ORNO. V€S
If you answered “no,” stop.

2(b). If you answered “yes” to question 2(a), state the amount of damages, if any, you believe
plaintiff has proven, by the preponderance of the evidence, that she is entitled to recover
against Rolling Stone, LLC and Wenner Medla, LLC based on the republication of
these statements. .

s L n\\llon

1] %Jw

DATE SIGIgATURE OF FOREPERSON

Deleorsh T Hsrmelee

PRINTED NAME OF FOREPERSON

4
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CYBERSECURITY: KEEPING CLIENT AND LAW FIRM
INFORMATION SECURE

Christen C. Church
Gentry Locke Seminar
September 8, 2017

“Law Firm Cybersecurity Breach Opens Door to Lawsuit”
- ABA Litigation News March 30, 2017

“Law Firm DLA Piper Reels Under Cyber Attack, Fate of Files Unclear”
Fortune June 29, 2017

“Law Firm Data Breaches Demonstrate Expanding Scope of Cyber Attacks”
The National Law Review January 18, 2017

“It’s not if, but when” is a phrase that is increasingly used in connection with
cybersecurity. We have come to realize there will always be individuals, companies, or even
countries who want information and/or to cause damage and disorder, and sometimes these
actors will be more innovative and faster to capitalize on vulnerabilities than software companies
and end users will be able to respond.

There is also another phrase, “to err is human.” When it comes to unauthorized access,
use or disclosure of sensitive information, your obligations (including notification requirements)
related to an incident will rarely turn on the intent behind the actions. Cybersecurity incidents
resulting from mistakes and inadvertent disclosures may have no malicious intent but they can
still cause harm to the individuals whose information was compromised and the companies
experiencing the incident.

Lawyers and law firms have always felt both the privilege and burden of being entrusted
with our clients most valuable and private information and our duty of confidentidity is a
fundamental duty that we owe to our clients. As attorneys, we regularly have in our care
sensitive personal information and often process or hold significant sums of money on behalf of
others.

Security has always been important. We would never leave our file rooms unlocked and
open to the public. If you ever experienced a break-in you would want to know that you took all
reasonable steps to protect the sensitive information you were entrusted with. You would
immediately notify authorities and begin taking steps to mitigate the harm and limit the potential
risk to your clients.

Adding the element of technology does not change our duty as lawyers, our duty to
protect the information with which we are entrusted remains the same. What does change is that
now someone can break into your file room from 6,000 miles away. And whereas before it

1



would have taken a criminal days to copy all of your client files (or at the least afew hours and a
moving truck), that same criminal can copy (and delete) all of your fileswith afew key strokes.

.  What is Cybersecurity?

“Cybersecurity” is defined in Merriam-Webster as “measures taken to protect a computer
or computer system (as on the Internet) against unauthorized access or attack.”

The term “cybersecurity” entered our collective lexicon nearly 30 years ago, but we still
struggle with what exactly cybersecurity should look like for a given individual or company. In
the 1980s and 1990s, when computer viruses began popping up across the Internet, the industry
responded by taking what had been a reasonable position for hundreds of years “an ounce of
prevention is worth a pound of cure.” Virus scanning software and other preventative products
thrived.

Then, time and innovation (on al sides) sped up. Having the most recent version of
scanning software did not make you immune to experiencing a cybersecurity incident. We have
moved from receiving software updates in physical form that could take months to prepare and
disseminate to electronic updates and patches that could be pushed out daily. Even with these
advances, the “bad guys’ are always working to be one step ahead and no software can provide
100% protection from ourselves and inadvertent activity that could lead to a cybersecurity
incident.

Over the past few years (and without losing sight of the importance of having
preventative measures in place) the information technology industry began to realize that
absolute prevention is not currently possible. Innovation began to focus on identifying
cybersecurity incidents, mitigating the harm, and assisting affected companies and individuals in
responding to these incidents. We are currently in the middle of this time of innovation.

II. Examplesof Cybersecurity Related Laws, Regulations and Rules Applicableto
Attorneys

The laws, regulations and rules that will be applicable during a cybersecurity incident may
be influenced by a number of factors including: what information is involved, the form of
the information involved (electronic, paper, encrypted, etc), where the individuals reside,
where the information is held, in what capacity the law firm is acting and who the law firm
is representing, and the nature of any incident.

1. Virginia Code §18.2-186.6". Breach of personal information notification
Excerpts:
"Breach of the security of the system” means the unauthorized access and
acquisition of unencrypted and unredacted computerized data that compromises
the security or confidentiality of personal information maintained by an individual
or entity as part of a database of personal information regarding multiple
individuals and that causes, or the individual or entity reasonably believes has

! see Exhibit A enclosed with this outline for Virginia Code §18.2-186.6 in its entirety
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caused, or will cause, identity theft or other fraud to any resident of the
Commonwealth...”

“...Notice required by this section shall include a description of the following:

(1) Theincident in general terms,

(2) The type of personal information that was subject to the unauthorized access
and acquisition;

(3) The general acts of the individual or entity to protect the personal information
from further unauthorized access;

(4) A telephone number that the person may call for further information and
assistance, if one exists; and

(5) Advice that directs the person to remain vigilant by reviewing account
statements and

monitoring free credit reports....”

"...Personal information" means the first name or first initia and last name in
combination with and linked to any one or more of the following data elements
that relate to aresident of the Commonwealth, when the data e ements are neither
encrypted nor redacted:

1. Social security number;

2. Driver's license number or state identification card number issued in lieu of a
driver'slicense number; or

3. Financial account number, or credit card or debit card number, in combination
with any required security code, access code, or password that would permit
accessto aresident's financial accounts....”

2. Virginia State Bar Rules of Professional Conduct. Rule 1.6% Confidentiality of
I nformation
Excerpts:

“Rule 1.6 (d) A lawyer shall make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to, information protected under
thisRule.”

“ Acting Reasonably to Preserve Confidentiality

[19] Paragraph (d) requires a lawyer to act reasonably to safeguard information
protected under this Rule against unauthorized access by third parties and against
inadvertent or unauthorized disclosure by the lawyer or other persons who are
participating in the representation of the client or who are subject to the lawyer’s
supervision. See Rules 1.1, 5.1 and 5.3. The unauthorized access to, or the
inadvertent or unauthorized disclosure of, confidential information does not
constitute a violation of this Rule if the lawyer has made reasonable efforts to
prevent the access or disclosure. Factors to be considered in determining the

2 See Exhibit B enclosed with this outline for VSB Rule 1.6 in its enti rety
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reasonableness of the lawyer's efforts include, but are not limited to, the
sensitivity of the information, the likelihood of disclosure if additional safeguards
are not employed, the employment or engagement of persons competent with
technology, the cost of employing additional safeguards, the difficulty of
implementing the safeguards, and the extent to which the safeguards adversely
affect the lawyer’'s ability to represent clients (e.g., by making a device or
important piece of software excessively difficult to use).

[19a] Whether alawyer may be required to take additiona steps to safeguard a
client’s information in order to comply with other laws, such as state and federal
laws that govern data privacy or that impose notification requirements upon the
loss of, or unauthorized access to, electronic information, is beyond the scope of
thisRule.

[20] Paragraph (d) makes clear that a lawyer is not subject to discipline under
this Rule if the lawyer has made reasonabl e efforts to protect electronic data, even
if there is a data breach, cyber-attack or other incident resulting in the loss,
destruction, misdelivery or theft of confidential client information. Perfect online
security and data protection is not attainable. Even large businesses and
government organizations with sophisticated data security systems have suffered
data breaches. Nevertheless, security and data breaches have become so prevalent
that some security measures must be reasonably expected of all businesses,
including lawyers and law firms. Lawyers have an ethical obligation to
implement reasonable information security practices to protect the confidentiality
of client data. What is “reasonable’ will be determined in part by the size of the
firm. See Rules 5.1(a)-(b) and 5.3(a)-(b). The sheer amount of personal, medical
and financial information of clients kept by lawyers and law firms requires
reasonable care in the communication and storage of such information. A lawyer
or law firm complies with paragraph (d) if they have acted reasonably to
safeguard client information by employing appropriate data protection measures
for any devices used to communicate or store client confidential information.

To comply with this Rule, a lawyer does not need to have al the required
technology competencies. The lawyer can and more likely must turn to the
expertise of staff or an outside technology professional. Because threats and
technology both change, lawyers should periodically review both and enhance
their security as needed; steps that are reasonable measures when adopted may
become outdated as well.

[21] Because of evolving technology, and associated evolving risks, law firms
should keep abreast on an ongoing basis of reasonable methods for protecting
client confidential information, addressing such practices as:
(@) Periodic staff security training and evaluation programs, including
precautions and procedures regarding data security;
(b) Policies to address departing employee's future access to confidentia firm
data and return of electronically stored confidential data;



(c) Procedures addressing security measures for access of third parties to stored
information;

(d) Procedures for both the backup and storage of firm data and steps to
securely erase or wipe electronic data from computing devices before they are
transferred, sold, or reused,

(e) The use of strong passwords or other authentication measures to log on to
their network, and the security of password and authentication measures; and
(f) The use of hardware and/or software measures to prevent, detect and
respond to malicious software and activity.”

3. Other examples of laws and regulationsthat may apply?
0 VSB Rule 1.1 Maintaining Competence
0 HIPAA (Wereyou acting as a Business Associate to a Covered Entity?)
0 Contract Law (Engagement Letters, Data Security Addenda, Terms of
Service, €tc)
0 Federal Trade Commission Rules and Regulations (Health Breach
Notification Rule; Gramm-Leach-Bliley)

[11.  So, what does Cyber security look like for law firmstoday?

There is no one size fits all, as outlined above, what is “reasonable” cybersecurity will
vary based on the information that a law firm maintains as well as the size of, the resources of,
and the burdens placed on alaw firm in protecting the information.

Importantly, what is “reasonable” will also continue to change over time as the threats
and available technology continues to evolve. i.e. What is “reasonable’ as to encryption of data
at rest and in motion, software patching, physical safeguards, etc, is constantly evolving.

This evaluation process can be a daunting (and never-ending) task. One resource that is
intended to focus efforts and allow you to respond to these changes in threats and technology is
the National Institute of Standards and Technology (NIST) Framework for Improving Critical
Infrastructure Cybersecurity (the “NIST Framework”). The NIST Framework was initialy
designed for use with protecting critical US infrastructure, but it allows for flexibility for use by
organizations of varying sizes and capabilities. Additional information regarding the NIST
Framework is available at https://www.nist.gov/cyberframework.

Version 1.0 of the NIST Framework was published February 12, 2014, and is currently
undergoing updates to, among other things, focus on supply chain risk management (SCRM). A
draft Version 1.1 of the NIST Framework was published on January 10, 2017 and is available at:
https://www.nist.gov/cyberframework/draft-version-11




IV. NIST Framework Core Functions®:

1. ldentify
2. Protect
3. Detect

4. Respond

5. Recover

Thisanalysis structure is useful in performing a self-analysis on your law firm and can
also be used when advising clients. All Core Functions should be ongoing and are overlapping.

1. ldentify: Identify information and obligations and control who has access to the information
in your care. Develop an understanding of the information you hold to better understand and
manage the cybersecurity risk to your systems and data.

Examples of questionsto consider/action items:
i.  What types of information do you maintain?
- E.g. Health Information, Financia information, trade secrets, 1P
ii. Haveyou agreed to any specific security requirements?
- E.g. Business Associate Agreement, Terms of Representation, etc
iii.  Who has accessto firm and client information?
- Look at both internal and third party vendors, physical access and virtual
access
iv.  What agreements govern access to information?
- E.g. firm policies, vendor contracts, confidentiality agreements, etc
v. Do you have the ability to track who specifically has accessed information?
vi.  Canyou limit access of certain information or files?
vii.  What vetting is conducted of companies and individuals who have access to
sensitive data?
viii. Do you have sufficient policies and procedures in place governing access to and
use of information?

3 For amore in-depth walk through of the NIST Framework Core Functions, see the NIST Framework at
https.//www.nist.gov/cyberframework and NISTIR 7621 Revision 1 Small Business Information Security: The
Fundamentals at: http://nvipubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf (included in this Outline as Exhibit C)
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iX.  When you take information do you have a process in place to identify specific
protections?

Note: There is increasing focus on risk shifting with regards to data security and supply chain
risk management. Increasingly data security, breach notification, and related indemnification
obligations are included in third party vendor contracts, and corporations and insurance
companies are increasingly requiring vendors and subcontractors to sign data security addenda
(including law firms).

2. Protect: Protect the information you maintain, in order to limit the exposure or likelihood of
a cybersecurity incident and to limit the impact of a potential cybersecurity incident. Develop
safeguards to alow you to protect and ensure continued access to your critical data.

Examples of questions to consider/action items:
I.  Haveyou limited access to information where practicable?
ii. Do you have aprocedure in place to immediately terminate a user’ s access to
sensitive information if needed?
iii. Do you have sufficient physical security? Are you tracking access to information?
iv. Do you have aplan to respond to power outages or damage to or the malfunction
of your electronic systems? Are backups available offsite? Do you have a data
recovery plan?
v.  How frequently are you checking for and installing software application patches?
vi.  Areyou using wireless networking? Is your router using WPA-2? Do guests use a

separate network?
vii.  Areyou utilizing firewalls and is your server (data at rest) encrypted?
viii.  What email and website filtering software do you use?

iXx.  Canyou send datain an encrypted manner?

X.  What security protections are on your computer equipment and phones? How do
you dispose of devices that are damaged or have reached the end of their useful
life?

xi.  Training —Have initial and ongoing training regarding how to handle and protect
data. Revisit policies and proceduresto bring up to date with current practice. Put
in place an incident response plan and data recovery plan and educate employees
on what to do in order to respond to an emergency or cybersecurity incident.

3. Detect: Timely discover cybersecurity incidents. Develop and implement the appropriate
processes and procedures and utilize reasonable technology to quickly identify a
cybersecurity incident.

Examples of questions to consider/action items:
I.  Update all incident detection software (anti-virus, anti-spyware, anti-malware)
ii.  Maintain and monitor logs generated by your software and also related to
information access.
iii.  Haveclear proceduresin place and a point person(s) for employees or clients to
notify of suspicious emails or contact received.



iv.  Consider cybersecurity assessment/testing/monitoring; conduct cost/benefit
analysis

4. Respond: Respond to any cybersecurity incident to contain the incident and reduce any
negative impact.

Examples of questionsto consider/action items:
i. Do you have an Incident Response Plan in place? Develop a plan when you are
not in the middle of an emergency to lead your response to an incident.
i. What constitutes an incident that triggers activation of the Incident
Response Plan?
ii. Towhom areincidentsimmediately reported?
lii.  Who is on the response team, both internally and what third party
vendors?
iv. What notification obligations are triggered? How can you help those
impacted further mitigate risk and harm?
ii. Develop aplantoisolate intrusionsto the extent possible.
iii. Do you have cybersecurity/data breach insurance? What are the terms of
coverage? Are there any limitations on vendors you may use for coverage?

5. Recover: Recover from a cybersecurity incident and resume normal operation.
Examples of questions to consider/action items:

i. Do you have backups of your information?
i. Arebackups maintained offsite?
ii. Istherethe potential acybersecurity incident could compromise your
system as well as backups or are backups isolated from the network?
iii. How quickly can you restore normal function while regaining and
maintaining the integrity of the system?
ii. Do you have cybersecurity/data breach insurance? What coverage is provided to
assist with recovery and preparation for recovery?
iii.  Review existing policies and procedures to reduce the likelihood of arepeat
incident, implement additional training if needed. Identify waysto improve your
processes and response.
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Code of Virginia
Title 18.2. Crimes and Offenses Generally
Chapter 6. Crimes Involving Fraud

§ 18.2-186.6. Breach of personal information notification
A. As used in this section:

"Breach of the security of the system" means the unauthorized access and acquisition of
unencrypted and unredacted computerized data that compromises the security or confidentiality
of personal information maintained by an individual or entity as part of a database of personal
information regarding multiple individuals and that causes, or the individual or entity reasonably
believes has caused, or will cause, identity theft or other fraud to any resident of the
Commonwealth. Good faith acquisition of personal information by an employee or agent of an
individual or entity for the purposes of the individual or entity is not a breach of the security of
the system, provided that the personal information is not used for a purpose other than a lawful
purpose of the individual or entity or subject to further unauthorized disclosure.

"Encrypted" means the transformation of data through the use of an algorithmic process into a
form in which there is a low probability of assigning meaning without the use of a confidential
process or key, or the securing of the information by another method that renders the data
elements unreadable or unusable.

"Entity" includes corporations, business trusts, estates, partnerships, limited partnerships,
limited liability partnerships, limited liability companies, associations, organizations, joint
ventures, governments, governmental subdivisions, agencies, or instrumentalities or any other
legal entity, whether for profit or not for profit.

"Financial institution" has the meaning given that term in 15 U.S.C. § 6809(3).

"Individual” means a natural person.

"Notice" means:

1. Written notice to the last known postal address in the records of the individual or entity;
2. Telephone notice;

3. Electronic notice; or

4. Substitute notice, if the individual or the entity required to provide notice demonstrates that
the cost of providing notice will exceed $50,000, the affected class of Virginia residents to be
notified exceeds 100,000 residents, or the individual or the entity does not have sufficient
contact information or consent to provide notice as described in subdivisions 1, 2, or 3 of this
definition. Substitute notice consists of all of the following:

a. E-mail notice if the individual or the entity has e-mail addresses for the members of the
affected class of residents;

b. Conspicuous posting of the notice on the website of the individual or the entity if the
individual or the entity maintains a website; and

c. Notice to major statewide media.
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Notice required by this section shall not be considered a debt communication as defined by the
Fair Debt Collection Practices Act in 15 U.S.C. § 1692a.

Notice required by this section shall include a description of the following:
(1) The incident in general terms;
(2) The type of personal information that was subject to the unauthorized access and acquisition;

(3) The general acts of the individual or entity to protect the personal information from further
unauthorized access;

(4) A telephone number that the person may call for further information and assistance, if one
exists; and

(5) Advice that directs the person to remain vigilant by reviewing account statements and
monitoring free credit reports.

"Personal information" means the first name or first initial and last name in combination with
and linked to any one or more of the following data elements that relate to a resident of the
Commonwealth, when the data elements are neither encrypted nor redacted:

1. Social security number;

2. Driver's license number or state identification card number issued in lieu of a driver's license
number; or

3. Financial account number, or credit card or debit card number, in combination with any
required security code, access code, or password that would permit access to a resident's financial
accounts.

The term does not include information that is lawfully obtained from publicly available
information, or from federal, state, or local government records lawfully made available to the
general public.

"Redact" means alteration or truncation of data such that no more than the following are
accessible as part of the personal information:

1. Five digits of a social security number; or

2. The last four digits of a driver's license number, state identification card number, or account
number.

B. If unencrypted or unredacted personal information was or is reasonably believed to have been
accessed and acquired by an unauthorized person and causes, or the individual or entity
reasonably believes has caused or will cause, identity theft or another fraud to any resident of the
Commonwealth, an individual or entity that owns or licenses computerized data that includes
personal information shall disclose any breach of the security of the system following discovery
or notification of the breach of the security of the system to the Office of the Attorney General
and any affected resident of the Commonwealth without unreasonable delay. Notice required by
this section may be reasonably delayed to allow the individual or entity to determine the scope of
the breach of the security of the system and restore the reasonable integrity of the system. Notice
required by this section may be delayed if, after the individual or entity notifies a law-
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enforcement agency, the law-enforcement agency determines and advises the individual or
entity that the notice will impede a criminal or civil investigation, or homeland or national
security. Notice shall be made without unreasonable delay after the law-enforcement agency
determines that the notification will no longer impede the investigation or jeopardize national or
homeland security.

C. An individual or entity shall disclose the breach of the security of the system if encrypted
information is accessed and acquired in an unencrypted form, or if the security breach involves a
person with access to the encryption key and the individual or entity reasonably believes that
such a breach has caused or will cause identity theft or other fraud to any resident of the
Commonwealth.

D. An individual or entity that maintains computerized data that includes personal information
that the individual or entity does not own or license shall notify the owner or licensee of the
information of any breach of the security of the system without unreasonable delay following
discovery of the breach of the security of the system, if the personal information was accessed
and acquired by an unauthorized person or the individual or entity reasonably believes the
personal information was accessed and acquired by an unauthorized person.

E. In the event an individual or entity provides notice to more than 1,000 persons at one time
pursuant to this section, the individual or entity shall notify, without unreasonable delay, the
Office of the Attorney General and all consumer reporting agencies that compile and maintain
files on consumers on a nationwide basis, as defined in 15 U.S.C. § 1681a (p), of the timing,
distribution, and content of the notice.

F. An entity that maintains its own notification procedures as part of an information privacy or
security policy for the treatment of personal information that are consistent with the timing
requirements of this section shall be deemed to be in compliance with the notification
requirements of this section if it notifies residents of the Commonwealth in accordance with its
procedures in the event of a breach of the security of the system.

G. An entity that is subject to Title V of the Gramm-Leach-Bliley Act (15 U.S.C. § 6801 et seq.)
and maintains procedures for notification of a breach of the security of the system in accordance
with the provision of that Act and any rules, regulations, or guidelines promulgated thereto shall
be deemed to be in compliance with this section.

H. An entity that complies with the notification requirements or procedures pursuant to the
rules, regulations, procedures, or guidelines established by the entity's primary or functional
state or federal regulator shall be in compliance with this section.

I. Except as provided by subsections ] and K, pursuant to the enforcement duties and powers of
the Office of the Attorney General, the Attorney General may bring an action to address
violations of this section. The Office of the Attorney General may impose a civil penalty not to
exceed $150,000 per breach of the security of the system or a series of breaches of a similar
nature that are discovered in a single investigation. Nothing in this section shall limit an
individual from recovering direct economic damages from a violation of this section.

J. A violation of this section by a state-chartered or licensed financial institution shall be
enforceable exclusively by the financial institution's primary state regulator.

K. A violation of this section by an individual or entity regulated by the State Corporation

3 712412017



Commission's Bureau of Insurance shall be enforced exclusively by the State Corporation
Commission.

L. The provisions of this section shall not apply to criminal intelligence systems subject to the
restrictions of 28 C.F.R. Part 23 that are maintained by law-enforcement agencies of the
Commonwealth and the organized Criminal Gang File of the Virginia Criminal Information
Network (VCIN), established pursuant to Chapter 2 (§ 52-12 et seq.) of Title 52.

M. Notwithstanding any other provision of this section, any employer or payroll service provider
that owns or licenses computerized data relating to income tax withheld pursuant to Article 16 (§
58.1-460 et seq.) of Chapter 3 of Title 58.1 shall notify the Office of the Attorney General without
unreasonable delay after the discovery or notification of unauthorized access and acquisition of
unencrypted and unredacted computerized data containing a taxpayer identification number in
combination with the income tax withheld for that taxpayer that compromises the
confidentiality of such data and that creates a reasonable belief that an unencrypted and
unredacted version of such information was accessed and acquired by an unauthorized person,
and causes, or the employer or payroll provider reasonably believes has caused or will cause,
identity theft or other fraud. With respect to employers, this subsection applies only to
information regarding the employer's employees, and does not apply to information regarding
the employer's customers or other non-employees.

Such employer or payroll service provider shall provide the Office of the Attorney General with
the name and federal employer identification number of the employer as defined in § 58.1-460
that may be affected by the compromise in confidentiality. Upon receipt of such notice, the
Office of the Attorney General shall notify the Department of Taxation of the compromise in
confidentiality. The notification required under this subsection that does not otherwise require
notification under this section shall not be subject to any other notification, requirement,
exemption, or penalty contained in this section.

2008, cc. 566, 80132017, cc. 419, 427.

The chapters of the acts of assembly referenced in the historical citation at the end of this section
may not constitute a comprehensive list of such chapters and may exclude chapters whose
provisions have expired.
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http://law.lis.virginia.gov/vacode/52-12/
http://law.lis.virginia.gov/vacode/58.1-460/
http://law.lis.virginia.gov/vacode/58.1-460/
http://lis.virginia.gov/cgi-bin/legp604.exe?081+ful+CHAP0566
http://lis.virginia.gov/cgi-bin/legp604.exe?081+ful+CHAP0801
http://lis.virginia.gov/cgi-bin/legp604.exe?081+ful+CHAP0801
http://lis.virginia.gov/cgi-bin/legp604.exe?171+ful+CHAP0419
http://lis.virginia.gov/cgi-bin/legp604.exe?171+ful+CHAP0427
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Paragraph (c) is substantially the same as DR 2-105(C). EC 2-22 provided that "[c]ontingent fee arrangements in civil cases
have long been commonly accepted in the United States," but that "a lawyer generally should decline to accept employment on
a contingent fee basis by one who is able to pay a reasonable fixed fee...."

With regard to paragraph (d), DR 2-105(C) prohibited a contingent fee in a criminal case. EC 2-22 provided that "contingent fee
arrangements in domestic relation cases are rarely justified."

With regard to paragraph (e), DR 2-105(D) permitted division of fees only if: "(1) The client consents to employment of
additional counsel; (2) Both attorneys expressly assume responsibility to the client; and (3) The terms of the division of the fee
are disclosed to the client and the client consents thereto."

There was no counterpart to paragraph (f) in the Virginia Code.

Committee Commentary

The Committee believes that DR 2-105 placed greater emphasis than the ABA Mode! Rule on the Full Disclosure of Fees and
Fee Arrangements to Clients and therefore added language from DR 2-105(A) to paragraph (a) and from DR 2-105(D)(3) to
paragraph (e). The Comment to paragraph (d)(1) reflects the Committee's conclusion that the public policy concerns which
preclude contingent fee arrangemenis in certain domestic relations cases do not apply when property division, support matters
or attorney's fee awards have been previously determined. Paragraph (e) eliminates the requirement in the Virginia Code that
each lawyer involved in a fee-splitting arrangement assume full responsibility to the client, regardless of the degree of the
lawyer's continuing participation. The requirement in the Virginia Code was deleted to encourage referrals under appropriate
circumstances by not requiring the lawyer making the referral to automatically assume ethical responsibility for all of the
activities of the other lawyers involved in the arrangement. However, such an arrangement is acceptable only if the client
consents after full disclosure, which must include a delineation of each lawyer's responsibilities to the client.

The amendments effective January 1, 2004, added paragraph (f).

Rule 1.6

Confidentiality of Information

(a) A lawyer shall not reveal information protected by the attorney-client privilege under applicable law or other
information gained in the professional relationship that the client has requested be held inviolate or the disclosure of
which would be embarrassing or would be likely to be detrimental to the client unless the client consents after
consultation, except for disclosures that are impliedly authorized in order to carry out the representation, and except
as stated in paragraphs (b) and (c).

(b) To the extent a lawyer reasonably believes necessary, the lawyer may reveal:

(1) such information to comply with law or a court order;

(2) such information to establish a claim or defense on behalf of the lawyer in a controversy between the lawyer and
the client, to establish a defense to a criminal charge or civil claim against the lawyer based upon conduct in which
the client was involved, or to respond to allegations in any proceeding concerning the lawyer's representation of
the client;

(3) such information which clearly establishes that the client has, in the course of the representation, perpetrated upon
a third party a fraud related to the subject matter of the representation;

(4) such information reasonably necessary to protect a client’s interests in the event of the representing lawyer’s death,
disability, incapacity or incompetence;
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(5) such information sufficient to participate in a law office management assistance program approved by the Virginia
State Bar or other similar private program;

(6) information to an outside agency necessary for statistical, bookkeeping, accounting, data processing, printing, or
other similar office management purposes, provided the lawyer exercises due care in the selection of the agency,
advises the agency that the information must be kept confidential and reasonably believes that the information will
be kept confidential;

(7) such information to prevent reasonably certain death or substantial bodily harm.

A lawyer shall promptly reveal:

(1) the intention of a client, as stated by the client, to commit a crime reasonably certain to result in death or
substantial bodily harm to another or substantial injury to the financial interests or property of another and the
information necessary to prevent the crime, but before revealing such information, the attorney shall, where
feasible, advise the client of the possible legal consequences of the action, urge the client not to commit the crime,
and advise the client that the attorney must reveal the client's criminal intention unless thereupon abandoned.
However, if the crime involves perjury by the client, the attorney shall take appropriate remedial measures as
required by Rule 3.3; or

(2) information concerning the misconduct of another attorney to the appropriate professional authority under Rule
8.3. When the information necessary to report the misconduct is protected under this Rule, the attorney, after
consultation, must obtain client consent. Consultation should include full disclosure of all reasonably foreseeable
consequences of both disclosure and non-disclosure to the client.

(d) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized

access to, information protected under this Rule.

Comment

[1] The lawyer is part of a judicial system charged with upholding the law. One of the lawyer's functions is to advise clients so
that they avoid any violation of the law in the proper exercise of their rights.

[2] The common law recognizes that the client's confidences must be protected from disclosure. The observance of the ethical
obligation of a lawyer to hold inviolate confidential information of the client not only facilitates the full development of facts
essential to proper representation of the client but also encourages people to seek early legal assistance.

[2a] Almost without exception, clients come to lawyers in order to determine what their rights are and what is, in the maze of
laws and regulations, deemed to be legal and correct. Based upon experience, lawyers know that clients usually follow the
advice given, and the law is upheld.

[2b] A fundamental principle in the client-lawyer relationship is that the lawyer maintain confidentiality of information relating
to the representation. The client is thereby encouraged to communicate fully and frankly with the lawyer even as to
embarrassing or legally damaging subject matter.

[3] The principle of confidentiality is given effect in two related bodies of law, the attorney-client privilege (which includes the
work product doctrine) in the law of evidence and the rule of confidentiality established in professional ethics. The attorney-
client privilege applies in judicial and other proceedings in which a lawyer may be called as a witness or otherwise required to
produce evidence concerning a client. The rule of client-lawyer confidentiality applies in situations other than those where
evidence is sought from the lawyer through compulsion of law. The confidentiality rule applies not merely to matters
communicated in confidence by the client but also to all information protected by the attorney-client privilege under applicable
law or other information gained in the professional relationship that the client has requested be held inviolate or the disclosure
of which would be embarrassing or would be likely to be detrimental to the client, whatever its source. A lawyer may not
disclose such information except as authorized or required by the Rules of Professional Conduct or other law.
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[3a] The rules governing confidentiality of information apply to a lawyer who represents an organization of which the lawyer is
an employee.

[4] The requirement of maintaining confidentiality of information relating to representation applies to government lawyers who
may disagree with the policy goals that their representation is designed to advance.

Authorized Disclosure

[5] A lawyer is impliedly authorized to make disclosures about a client when appropriate in carrying out the representation,
except to the extent that the client's instructions or special circumstances limit that authority. In litigation, for example, a lawyer
may disclose information by admitting a fact that cannot properly be disputed, or in negotiation by making a disclosure that
facilitates a satisfactory conclusion.

[5a] Lawyers frequently need to consult with colleagues or other attorneys in order to competently represent their clients’
interests. An overly strict reading of the duty to protect client information would render it difficult for lawyers to consult with
each other, which is an important means of continuing professional education and development. A lawyer should exercise great
care in discussing a client’s case with another attorney from whom advice is sought. Among other things, the lawyer should
consider whether the communication risks a waiver of the attorney-client privilege or other applicable protections. The lawyer
should endeavor when possible to discuss a case in strictly hypothetical or abstract terms. In addition, prior to seeking advice
from another attorney, the attorney should take reasonable steps to determine whether the attorney from whom advice is sought
has a conflict. The attorney from whom advice is sought must be careful to protect the confidentiality of the information given
by the attorney seeking advice and must not use such information for the advantage of the lawyer or a third party.

[5b] Compliance with Rule 1.6(a) might include fulfilling duties under Rule 1.14, regarding a client with an impairment.

[5¢] Compliance with Rule 1.6(b)(5) might require a written confidentiality agreement with the outside agency to which the
lawyer discloses information.

[6] Lawyers in a firm may, in the course of the firm's practice, disclose to each other information relating to a client of the firm,
unless the client has instructed that particular information be confined to specified lawyers.

[6a] Lawyers involved in insurance defense work that includes submission of detailed information regarding the client’s case to
an auditing firm must be extremely careful to gain consent from the client after full and adequate disclosure. Client consent to
provision of information to the insurance carrier does not equate with consent to provide the information to an outside auditor.
The lawyer must obtain specific consent to disclose the information to that auditor. Pursuant to the lawyer’s duty of loyalty to
the client, the lawyer should not recommend that the client provide such consent if the disclosure to the auditor would in some
way prejudice the client. Legal Ethics Opinion #1723, approved by the Supreme Court of Virginia, September 29, 1999.

Disclosure Adverse to Client

[6b] The confidentiality rule is subject to limited exceptions. However, to the extent a lawyer is reQuired or permitted to
disclose a client's confidences, the client will be inhibited from revealing facts which would enable the lawyer to counsel
against a wrongful course of action. The public is better protected if full and open communication by the client is encouraged
than if it is inhibited.

[7] Several situations must be distinguished.

[7a] First, the lawyer may not counsel or assist a client in conduct that is criminal or fraudulent. See Rule 1.2(c). Similarly, a
lawyer has a duty under Rule 3.3(a)(4) not to use false evidence. This duty is essentially a special instance of the duty
prescribed in Rule 1.2(c) to avoid assisting a client in criminal or fraudulent conduct.
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[7b] Second, the lawyer may have been innocently involved in past conduct by the client that was criminal or fraudulent. In
such a situation the lawyer has not violated Rule 1.2(c), because to "counsel or assist" criminal or fraudulent conduct requires
knowing that the conduct is of that character.

[7¢] Third, the lawyer may learn that a client intends prospective criminal conduct. As stated in paragraph (c)(1), the lawyer is
obligated to reveal such information if the crime is reasonably certain to result in death or substantial bodily harm to another or
substantial injury to the financial interests or property of another. Caution is warranted as it is very difficult for a lawyer to
"know" when proposed criminal conduct will actually be carried out, for the client may have a change of mind. If the client’s
intended crime is perjury, the lawyer must look to Rule 3.3(a)(4) rather than paragraph (c)(1).

[8] When considering disclosure under paragraph (b), the lawyer should weigh such factors as the nature of the lawyer's
relationship with the client and with those who might be injured by the client, the nature of the client's intended conduct, the
lawyer's own involvement in the transaction, and factors that may extenuate the conduct in question. Where practical, the
lawyer should seek to persuade the client to take appropriate action. In any case, a disclosure adverse to the client's interest
should be no greater than the lawyer reasonably believes necessary to the purpose.

[8a] Paragraph (b)(7) recognizes the overriding value of life and physical integrity and permits disclosure reasonably necessary
to prevent reasonably certain death or substantial bodily harm. Such harm is reasonably certain to occur if it will be suffered
imminently or if there is a present and substantial threat that a person will suffer such harm at a later date if the lawyer fails to
take action necessary to eliminate the threat.

Withdrawal

[9] If the lawyer's services will be used by the client in materially furthering a course of criminal or fraudulent conduct, the
lawyer must withdraw, as stated in Rule 1.16(a)(1).

[9a] After withdrawal the Jlawyer is required to refrain from making disclosure of the client's confidences, except as otherwise
provided in Rule 1.6. Neither this Rule nor Rule 1.8(b) nor Rule 1.16(d) prevents the lawyer from giving notice of the fact of
withdrawal, and the lawyer may also withdraw or disaffirm any opinion, document, affirmation, or the like.

[9b] Where the client is an organization, the lawyer may be in doubt whether contemplated conduct will actually be carried out
by the organization. Where necessary to guide conduct in connection with this Rule, the lawyer may make inquiry within the
organization as indicated in Rule 1.13(b).

Dispute Concerning a Lawyer's Conduct

[10] Where a legal claim or disciplinary charge alleges complicity of the lawyer in a client's conduct or other misconduct of the
lawyer involving representation of the client, the lawyer may respond to the extent the lawyer reasonably believes necessary to
establish a defense. The same is true with respect to a claim involving the conduct or representation of a former client. The
lawyer's right to respond arises when an assertion of such complicity has been made. Paragraph (b)(2) does not require the
lawyer to await the commencement of an action or proceeding that charges such complicity, so that the defense may be
established by responding directly to a third party who has made such an assertion. The right to defend, of course, applies where
a proceeding has been commenced. Where practicable and not prejudicial to the lawyer's ability to establish the defense, the
lawyer should advise the client of the third party's assertion and request that the client respond appropriately. In any event,
disclosure should be no greater than the lawyer reasonably believes is necessary to vindicate innocence, the disclosure should
be made in a manner which limits access to the information to the tribunal or other persons having a need to know it, and
appropriate protective orders or other arrangements should be sought by the lawyer to the fullest extent practicable.

[10a] If the lawyer is charged with wrongdoing in which the client's conduct is implicated, the rule of confidentiality should not
prevent the lawyer from defending against the charge. Such a charge can arise in a civil, criminal or professional disciplinary
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proceeding, and can be based on a wrong allegedly committed by the lawyer against the client, or on a wrong alleged by a third
person; for example, a person claiming to have been defrauded by the lawyer and client acting together. A lawyer entitled to a
fee is permitted by paragraph (b)(2) to prove the services rendered in an action to collect it. This aspect of the Rule expresses
the principle that the beneficiary of a fiduciary relationship may not exploit it to the detriment of the fiduciary. As stated above,
the lawyer must make every effort practicable to avoid unnecessary disclosure of information relating to a representation, to
limit disclosure to those having the need to know it, and to obtain protective orders or make other arrangements minimizing the
risk of disclosure.

Disclosures Otherwise Required or Authorized

[11] If a lawyer is called as a witness to give testimony concerning a client, absent waiver by the client, paragraph (a) requires
the lawyer to invoke the attorney-client privilege when it is applicable. Except as permitted by Rule 3.4(d), the lawyer must
comply with the final orders of a court or other tribunal of competent jurisdiction requiring the lawyer to give information about
the client.

[12] The Rules of Professional Conduct in various circumstances permit or require a lawyer to disclose information relating to
the representation. See Rules 2.3, 3.3 and 4.1. In addition to these provisions, a lawyer may be obligated or permitted by other
provisions of law to give information about a client. Whether another provision of law supersedes Rule 1.6 is a matter of
interpretation beyond the scope of these Rules, but a presumption should exist against such a supersession.

Attorney Misconduct

[13] Self-regulation of the legal profession occasionally places attorneys in awkward positions with respect to their obligations
to clients and to the profession. Paragraph (c)(2) requires an attorney who has information indicating that another attorney has
violated the Rules of Professional Conduct, learned during the course of representing a client and protected as a confidence or
secret under Rule 1.6, to request the permission of the client to disclose the information necessary to report the misconduct to
disciplinary authorities. In requesting consent, the attorney must inform the client of all reasonably foreseeable consequences of
both disclosure and non-disclosure.

[14] Although paragraph (c)(2) requires that authorized disclosure be made promptly, a lawyer does not violate this Rule by
delaying in reporting attorney misconduct for the minimum period of time necessary to protect a client's interests. For example,
a lawyer might choose to postpone reporting attorney misconduct until the end of litigation when reporting during litigation
might harm the client's interests.

[15 - 17] ABA Model Rule Comments not adopted.

Former Client

[18] The duty of confidentiality continues after the client-lawyer relationship has terminated.

Acting Reasonably to Preserve Confidentiality

[19] Paragraph (d) requires a lawyer to act reasonably to safeguard information protected under this Rule against unauthorized
access by third parties and against inadvertent or unauthorized disclosure by the lawyer or other persons who are participating

in the representation of the client or who are subject to the lawyer’s supervision. See Rules 1.1, 5.1 and 5.3. The unauthorized
access to, or the inadvertent or unauthorized disclosure of, confidential information does not constitute a violation of this Rule if
the lawyer has made reasonable efforts to prevent the access or disclosure. Factors to be considered in determining the
reasonableness of the lawyer’s efforts include, but are not limited to, the sensitivity of the information, the likelihood of
disclosure if additional safeguards are not employed, the employment or engagement of persons competent with technology, the
cost of employing additional safeguards, the difficulty of implementing the safeguards, and the extent to which the safeguards
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adversely affect the lawyer’s ability to represent clients (e.g., by making a device or important piece of sofiware excessively
difficult to use).

[19a] Whether a lawyer may be required to take additional steps to safeguard a client’s information in order to comply with
other laws, such as state and federal laws that govern data privacy or that impose notification requirements upon the loss of, or
unauthorized access to, electronic information, is beyond the scope of this Rule.

[20] Paragraph (d) makes clear that a lawyer is not subject to discipline under this Rule if the lawyer has made reasonable
efforts to protect electronic data, even if there is a data breach, cyber-attack or other incident resulting in the loss, destruction,
misdelivery or theft of confidential client information. Perfect online security and data protection is not attainable. Even large
businesses and government organizations with sophisticated data security systems have suffered data breaches. Nevertheless,
security and data breaches have become so prevalent that some security measures must be reasonably expected of all
businesses, including lawyers and law firms. Lawyers have an ethical obligation to implement reasonable information security
practices to protect the confidentiality of client data. What is “reasonable” will be determined in part by the size of the firm. See
Rules 5.1(a)-(b) and 5.3(a)-(b). The sheer amount of personal, medical and financial information of clients kept by lawyers and
law firms requires reasonable care in the communication and storage of such information. A lawyer or law firm complies with
paragraph (d) if they have acted reasonably to safeguard client information by employing appropriate data protection measures
for any devices used to communicate or store client confidential information.

To comply with this Rule, a lawyer does not need to have all the required technology competencies. The lawyer can and more
likely must turn to the expertise of staff or an outside technology professional. Because threats and technology both change,
lawyers should periodically review both and enhance their security as needed; steps that are reasonable measures when adopted
may become outdated as well.

[21] Because of evolving technology, and associated evolving risks, law firms should keep abreast on an ongoing basis of
reasonable methods for protecting client confidential information, addressing such practices as:

(a) Periodic staff security training and evaluation programs, including precautions and procedures regarding data security;

(b) Policies to address departing employee’s future access to confidential firm data and return of electronically stored
confidential data;

() Procedures addressing security measures for access of third parties to stored information;

(d) Procedures for both the backup and storage of firm data and steps to securely erase or wipe electronic data from computing
devices before they are transferred, sold, or reused;

(e) The use of strong passwords or other authentication measures to log on to their network, and the security of password and
authentication measures; and

(f) The use of hardware and/or software measures to prevent, detect and respond to malicious software and activity.

Virginia Code Comparison

Rule 1.6 retains the two-part definition of information subject to the lawyer's ethical duty of confidentiality. EC 4-4 added that
the duty differed from the evidentiary privilege in that it existed "without regard to the nature or source of information or the
fact that others share the knowledge." However, the definition of "client information" as set forth in the 48B4 Model Rules,
which includes all information "relating to" the representation, was rejected as too broad.
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Paragraph (a) permits a lawyer to disclose information where impliedly authorized to do so in order to carry out the
representation. Under DR 4-101(B) and (C), a lawyer was not permitted to reveal "confidences" unless the client first consented
after disclosure.

Paragraph (b)(1) is substantially the same as DR 4-101(C)(2).

Paragraph (b)(2) is substantially similar to DR 4-101(C)(4) which authorized disclosure by a lawyer of "[c]onfidences or secrets
necessary to establish the reasonableness of his fee or to defend himself or his employees or associates against an accusation of
wrongful conduct."

Paragraph (b)(3) is substantially the same as DR 4-101(C)(3).
Paragraph (b)(4) had no counterpart in the Virginia Code.
Paragraphs (c)(1) and (c)(2) are substantially the same as DR 4-101(D).

Paragraph (c)(3) had no counterpart in the Virginia Code.

Committee Commentary

The Committee added language to this Rule from DR 4-101 to make the disclosure provisions more consistent with current
Virginia policy. The Committee specifically concluded that the provisions of DR 4-101(D) of the Virginia Code, which
required broader disclosure than the 4B4 Model Rule even permitted, should be added as paragraph (c). Additionally, to
promote the integrity of the legal profession, the Committee adopted new language as paragraph (c)(3) setting forth the
circumstances under which a lawyer must report the misconduct of another lawyer when such a report may require disclosure of
privileged information.

The amendments effective January 1, 2004, added present paragraph (b)(4) and redesignated former paragraphs (b)(4) and (5)
as present (b)(5) and (6); in paragraph (c)(3), at end of first sentence, deleted “but only if the client consents after consultation,”
added the present second sentence, and deleted the former last sentence which read, “Under this paragraph, an attorney is
required to request the consent of a client to disclose information necessary to report the misconduct of another attorney.”;
added Comment [5b] and [6a]; rewrote Comment [13].

'

The amendments effective March 1, 2016, added paragraph 1.6 (d); added “Acting Reasonably to Preserve Confidentiality”
before adding Comments [19], [19a], [20] and [21] paragraphs “a” through “f”.

The amendments effective December 1, 2016, added paragraph (7); in paragraph (c)(1) added the language “reasonably
certain to result in death or substantial bodily harm to another or substantial injury to the financial interests or property of
another”, and rewrote the last sentence of the paragraph; deleted former paragraph (2) and redesignated former paragraph (3) as
present paragraph (2); added the language to comment [7¢] “if the crime is reasonably certain to result in death or substantial
bodily harm to another or substantial injury to the financial interests or property of another”, substituted the language “Caution”
is “warranted” in place of “Some discretion is involved”, and added the last sentence; in Comment [8] deleted the language
“The lawyer’s exercise of discretion requires consideration of” and replaced it with “When considering disclosure under
paragraph (b), the lawyer should weigh”, and added the language “and with those who might be injured by the client”; added
Comment [8a]; and in Comments [13] and [14] substituted the language “(c)(3)” with “(c)(2)".

Rule 1.7
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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and
Technology (NIST) promotes the U.S. economy and public welfare by providing technical
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test
methods, reference data, proof of concept implementations, and technical analyses to advance the
development and productive use of information technology. ITL’s responsibilities include the
development of management, administrative, technical, and physical standards and guidelines for
the cost-effective security and privacy of other than national security-related information in
Federal information systems.

Abstract

NIST developed this interagency report as a reference guideline about cybersecurity for small
businesses. This document is intended to present the fundamentals of a small business information
security program in non-technical language.
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Foreword

Small businesses are an important part of our nation’s economic and cyber infrastructure.
According to the Small Business Administration, there are approximately 28.2 million small
businesses in the United States. These businesses produce approximately 46 % of our nation’s
private-sector output and create 63 % of all new jobs in the country [SBA FAQ]. The Small
Business Administration has the responsibility for defining small businesses; the definition
varies for each industry sector [SBA SBSStds]. This publication uses the most recent Small
Business Administration definitions. For this publication, the term “Small business” is
synonymous with Small Enterprise or Small Organization and includes for-profit, non-profit?,
and similar organizations.

For some small businesses, the security of their information, systems, and networks might not be
their highest priority. However, an information security or cybersecurity incident can be
detrimental to their business, customers, employees, business partners, and potentially their
community. It is vitally important that each small business understand and manage the risk to
information, systems, and networks that support their business.

Purpose

This NIST Interagency Report (NISTIR) provides guidance on how small businesses can provide
basic security for their information, systems, and networks.

This NISTIR uses the Framework for Improving Critical Infrastructure Cybersecurity [CSF14]
as a template for organizing cybersecurity risk management processes and procedures. Although
the Cybersecurity Framework, created through collaboration between government and the
private sector, was originally developed specifically for critical infrastructure organizations, it
has proven useful to a variety of audiences and is used in this publication to organize information
and cybersecurity best practices in an accepted and logical format. For more information about
the Cybersecurity Framework, see Appendix C.

Revision 1 of this publication reflects changes in technology and a reorganization of the
information needed by small businesses to implement a program to help them understand and
manage their information and cybersecurity risk.

1 The U.S. Small Business Administration does not include non-profit in its definition for Small Businesses.
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1 Background: What is Information Security and Cybersecurity?

All businesses use information — for example, employee information, tax information,
proprietary information, or customer information. Information is vital to the operation of a
business. If that information is compromised in some way, the business may not be able to
function. Protecting the information an organization creates, uses, or stores is called
“Information Security.”

Information Security is formally defined as “The protection of information and information
systems from unauthorized access, use, disclosure, disruption, modification, or destruction in
order to provide confidentiality, integrity, and availability” [44USC].

Information security encompasses people, processes, and technologies. It concentrates on how to
protect:

e Confidentiality - protecting information from unauthorized access and disclosure. For
example, what would happen to your company if customer information such as
usernames, passwords, or credit card information was stolen?

e Integrity - protecting information from unauthorized modification.

For example, what if your payroll information or a proposed product design was
changed?

e Availability - preventing disruption in how you access information.

For example, what if you couldn’t log in to your bank account or access your customer’s
information, or your customers couldn’t access you?

As more and more information becomes digitized - digitally stored, processed, and
communicated - cybersecurity has become a key component of information security.
Cybersecurity means protecting electronic devices and electronically stored information.

Cybersecurity is formally defined as “Prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic communications services, wire
communication, and electronic communication, including information contained therein, to
ensure its availability, integrity, authentication, confidentiality, and nonrepudiation”
[CNSSI4009][HSPD23].

As part of information security, cybersecurity works in conjunction with a variety of other
security measures, some of which are shown in Figure 1. As a whole, these information security
components provide defense against a wide range of potential threats to your business’s
information. Although much of this publication involves electronic devices and solutions, it is
not limited to cybersecurity and typically refers to “information security” as a whole.

Figure 1: Key Components of Information

2
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e Physical Security — the protection of property, e.g. using fences and locks;
e Personnel Security — e.g. using background checks;

e Contingency Planning and Disaster Recovery — how to resume normal operations after an
incident, also known as Business Continuity Planning;

e Operational Security — protecting business plans and processes, and

e Privacy - protecting personal information.?

Lacking any one of these components diminishes the effectiveness of the others. For example,
good physical security measures mean little if the personnel you hire intend to harm your
business (poor personnel security). Or, strong privacy policies can depend on cybersecurity
practices that protect customer information that is electronically stored.

2 Personal information includes “information which can be used to distinguish or trace an individual's identity, such as their
name, social security number, biometric records, etc. alone, or when combined with other personal or identifying
information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.”
[OMBM-07-16].
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1.1 Why Small Businesses?

Many businesses in the United States have been putting resources—including people,
technology, and budgets—into protecting themselves from information security and
cybersecurity threats. As a result, they have become a more difficult target for malicious attacks
from hackers and cyber criminals. Consequently, hackers and cyber criminals are now
successfully focusing more of their unwanted attention on less secure businesses.

Because small businesses typically don’t have the resources to invest in information security the
way larger businesses can, many cyber criminals view them as soft targets. Your small business
may have money or information that can be valuable to a criminal; your computer may be
compromised and used to launch an attack on somebody else (i.e., a botnet), or your business
may provide access to more high-profile targets through your products, services, or role in a
supply chain.

It is important to note that criminals aren’t always after profit. Some may attack your business
out of revenge (e.g. for firing them or somebody they know), or for the thrill of causing havoc.
Similarly, not all events that affect the confidentiality, availability, or integrity of your
information (called “information security events”) are caused by criminals. Environmental
events such as fires or floods, for example, can severely damage computer systems.

The overall impact of an incident could include:

damage to information or information systems;

regulatory fines and penalties / legal fees;

decreased productivity;

loss of information critical in running your business;

an adverse reputation or loss of trust from customers;

damage to your credit and inability to get loans from banks, or
loss of business income.

Unfortunately, in one respect, small businesses often have more to lose than larger organizations
simply because an event—whether a hacker, natural disaster, or business resource loss—can be
extremely costly. Small businesses are often less prepared to handle these events than larger
businesses, but with less complex operational needs, there are many steps a small business may
be able to take more easily. Thus, it is vitally important that you consider how to protect your
business.

Small businesses often see information security as too difficult or that it requires too many
resources to do. It is true that there is no easy, one-time solution to information security — it takes
time and careful consideration with all relevant stakeholders. However, when viewed as part of
the business’s strategy and regular processes, information security doesn’t have to be
intimidating.

A strong information security program can help your organization gain and retain customers,
employees, and business partners. Customers have an expectation that their sensitive information
will be protected from theft, disclosure, or misuse. Protecting your customers’ information is an

4
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example of good customer service and shows your customers that you value their business,
potentially increasing your business opportunities.

Similarly, employees have an expectation that their sensitive personal information will be
appropriately protected, and a comprehensive information security program can help employees
feel valued and help improve their knowledge, skills, and abilities. Also, other business partners
want assurance that their information, systems, and networks are not put at risk when they
connect to and do business with your business; demonstrating to potential business partners that
you have a method to protect their information can help strengthen and grow your business
relationship. Developing or improving your information security program will also make it easier
for your organization to innovate — taking advantage of new technologies that can lower costs
while delivering better services to your customers [EY14][Grady05].

It is not possible for any business to be completely secure. Nevertheless, it is possible—and
reasonable—to implement a program that balances security with the needs and capabilities of
your business. This publication provides small businesses with basic practices and tools needed
to develop an information security program to protect your business’s information.

1.2 Organization of this Publication
The rest of this publication is organized as follows:

e Section 2 describes how an information security program can be implemented.

e Section 3 discusses those key actions small businesses can take to develop or improve
their information security and cybersecurity.

e Section 4 identifies several key practices directed towards users which you can
implement immediately and which will protect your system and information.

e Appendix A provides a glossary of key terms and acronyms used in this publication.

e Appendix B contains sources referenced throughout this publication.

e Appendix C contains a description of the NIST Framework for Improving Critical
Infrastructure Cybersecurity [CSF14].

e Appendix D provides worksheets useful in conducting a risk analysis.

e Appendix E contains example information security policy and procedure statements.
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2 Understanding and Managing Your Risks

Risk is a function of threats, vulnerabilities, the likelihood of an event, and the potential impact
such an event would have to the business. Most of us make risk-based decisions every day.
While driving to work, we assess threats and vulnerabilities such as weather and traffic
conditions, the skill of other drivers on the road, and the safety features and reliability of the
vehicle we drive.

By understanding your risks, you can know where to focus your efforts. While you can never
completely eliminate your risks, the goal of your information security program should be to
provide reasonable assurance that you have made informed decisions related to the security of
your information.

It is impossible to completely understand all of your risks perfectly. There will be many times
when you will have to make a reasonable effort when trying to understand threats,
vulnerabilities, potential impact and likelihood. For this reason, it is important to utilize all
resources available to you, including information sharing organizations (e.g., [US-CERT],
[ISACA], etc.), relevant stakeholders, and knowledge experts.

2.1 Elements of Risk

In information security, a threat is anything that might adversely affect the information your
business needs to run. These threats might come in the form of personnel or natural events; they
can be accidents, or intentional. Some of the most common information security threats include:

e Environmental (e.g. fire, water, tornado, earthquake);
e Business Resources (e.g. equipment failure, supply chain disruption, employees), and
e Hostile Actors (e.g. hackers, hacktivists, criminals, nation-state actors).

When looking at these types of threats, many people do not understand how they relate to
information security. It is helpful to consider what would happen in the event of, for example, a
flood. Computers, servers, and paper documents can easily be destroyed by even a small amount
of water. If it is a large flood, you may not be allowed in the area to protect or collect the
information your business needs to run.

A vulnerability is a weakness that could be used to harm the business. Any time or situation
where information is not being adequately protected represents a vulnerability. Most information
security breaches can be traced back to only a few types of common vulnerabilities. Section 3
and Section 4 of this publication are geared towards minimizing your vulnerabilities and
reducing the impact of a security incident should one happen.

Some threats affect businesses and industries differently. For example, an online retailer may be
more concerned about website defacement than a business with little or no web presence.
Likelihood is the chance that a threat will affect your business and helps determine what types of
protections to put in place.
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Similarly, most businesses have different types of information. If a marketing pamphlet is leaked
online, it will probably not harm the business nearly as much as if, for example, sensitive
customer information or proprietary business data was leaked. The impact an event could have
depends on the information affected, the business, and the industry.

Figure 2 shows the relationship between threats, vulnerabilities, impact, and likelihood.

Figure 2: How Risk is determined from Threats, Vulnerabilities, Likelihood, and Impact
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2.2 Managing Your Risks

The activity of identifying what information requires what level of protection, and then
implementing and monitoring that protection, is called “risk management”3. This section
contains simple steps for creating a risk-based information security program to help you manage
risk.

This process will likely require the input and collaboration of a broad array of personnel within
the business to be successful. You should bring together those personnel in your business that
can help make informed decisions, for example project managers, executives, legal, and IT
personnel. In addition, you may want to consider including customers, particularly you do a
significant amount of business with, and use them as an additional resource.

You should review and update your risk management plan at least annually and whenever you
may be considering any changes to the business (e.g. beginning a new project, a change in
procedure, or purchasing a new IT system). Also, if you hear that something happened to one of
your business partners, suppliers (including makers of any computer equipment or software you
may use), customers, or employees, use this exercise to make sure you are still adequately
protected.

e Identify what information your business stores and uses

Because it is unreasonable to protect every piece of information your business uses
against every possible threat, it is important to identify what information is most valuable
to your business or to others. This first step is often the most challenging and most
important part of risk management.

Start by listing all of the types of information your business stores or uses. Define
“information type” in any useful way that makes sense to your business. You may want
to have your employees make a list of all the information they use in their regular
activities. List everything you can think of, but you do not need to be too specific. For
example, you may keep customer names and email addresses, receipts for raw material,
your banking information, or other proprietary information.

e Determine the value of your information

Go through each information type you identified and ask these key questions:

* What would happen to my business if this information was made public?
* What would happen to my business if this information was incorrect?

3 NIST SP 800-30 Rev. 1, Guide for Conducting Risk Assessments, provides more detail on how to conduct a risk analysis
[SP800-30].
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* What would happen to my business if I/my customers couldn’t access this
information?

These questions relate to confidentiality, integrity, and availability, as discussed in
Section 1.1 and help determine the potential impact of an event. Table 1 below shows a
template worksheet or spreadsheet you can adapt and use to identify the value of your
information. Table 1 also includes some additional, helpful questions to consider what
would happen to your business reputation, your productivity, and your legal liabilities.

You may not be able to assign a dollar value amount for many types of information, so
instead, consider using use a scale of 0 to 3 or “none,” “low,” “moderate,” and “high.”
Note that one person alone may not know how a piece of information is used throughout
the business — a team effort will likely be required.

Using the answers to these questions, rank how critical each type of information is to the
continued operations of your business. When calculating an overall ranking or risk score
for an information type, either add the values to give a total value or use the highest value
or score given. For example, if the information type has one “high” rating, the entire
information type should be rated as “high”. Information that has a higher score needs to
be more protected than information with a low score. Higher-rated information types may
warrant use of the techniques identified in Section 3 of this publication, depending on the
relevant threats and vulnerabilities.

Table 1 on the next page is an example worksheet showing how this information can be
gathered. The worksheet includes a worked example shown in italics. The worksheet is
also available in Appendix D.



NISTIR 7621 REv. 1 SMALL BUSINESS INFORMATION SECURITY:

THE FUNDAMENTALS

Table 1: Identify and Prioritize Information Types

Example:
Customer Contact | Infotypel | Infotype2 | Info type 3
Information
Cost of revelation Med
(Confidentiality)
Cost to verify Hiah
information (Integrity) g
Cost of lost access Hidh
(Availability) gn.
Cost of lost work High
Fines, penalties,
customer notification Med
Other legal costs Low
Reputation / public .
Relations costs High
Cost_ to identify and High
repair problem
Overall Score: High

Develop an inventory

Identify what technology comes in contact with the information you listed in Table 1.
Complete Table 2 to include the technology you use to store, access, process, and
transmit that information. This can include hardware (e.g. computers) and software
applications (e.g. browser email). Make sure to include the make, model, serial numbers,
and other identifying information; this information is necessary for identifying the
product in case of maintenance, repair, or insurance purposes. Every information type
should have at least one hardware / software technology listed. Where applicable, include
technologies outside of your business (e.g., “the cloud”) and any protection technologies
you have in place such as firewalls.

You should also track where each product is located. For software, identify what
machine(s) the software has been loaded on to. You may also want to include the owner
of the technology, if applicable.

Evaluate the impact of the information, as decided in Table 1—this will help you
determine the most appropriate security controls needed to protect the information. You
may choose to add up impact scores for all types of information the product comes in

10
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contact with, or only use the highest score. Update this list at least annually. This table is

also included in Appendix D.

Table 2: Inventory

Type - Sonic; Version — 9.0
ID - ““Police Box™

T&S Network

Contact Information; Photos;
Social Media; Locations; Medical
Dictionary Application

Description (e.g. nickname, Location Type of information the product Overall
make, model, serial number, comes in contact with. Potential
service ID, other identifying Impact
information)

1 Dr. J. Smith’s cell phone; Mobile Email; Calendar; Customer High

e Understand your threats and vulnerabilities

All businesses face information security and cybersecurity threats and vulnerabilities.
While certain categories of threats and vulnerabilities may be consistent across
businesses, some may be specific to your industry, location, and business. You should
regularly review what threats and vulnerabilities your business may face and estimate the
likelihood that you will be affected by that threat or vulnerability. This can help you
identify specific strategies to protect against that threat or vulnerability.

Table 3 provides an example of how to determine the likelihood of an incident based on
the information you collected in Tables 1 and 2. The left-hand column of the table lists
some example threat events or scenarios—you should create a list that is specific to the
threats and vulnerabilities your business faces. Evaluate the likelihood of the threat to
your business in the bottom row. Use the highest value or score given. For example, if the
information type has one “high” rating, the entire information type should be rated as
“high”. See Appendix D for more information on this worksheet.

11
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Table 3: Identify Threats, Vulnerabilities, and the Likelihood of an Incident

Example:
Customer Contact
Information on Dr. J.
Smith’s cell phone

Info type /
Technology

Info type /
Technology

Info type /
Technology

Confidentiality

Theft by criminal

Med
(encrypted; password-
protected)

Accidental disclosure

Med
(has previously lost
phone twice)

Integrity

Accidental alteration by

Med
user / employee
Intentional alteration by
external criminal / Low
hacker
Availability
Accidental Destruction Med

(fire, water, user error)

(Regular backups)

Intentional Destruction

Low

Overall Likelihood:

Med

Your business likely already has some processes and procedures in place which help to
protect from these threats. It is useful to record these protections as you go through this
exercise (e.g. the destruction of information may be mitigated or protected by regular
backups). Information about threats and common vulnerabilities can be found through
your local InfraGard chapter [InfraGard], [US-CERT], your local SCORE* chapter,
hardware or software vendor announcements, your local police department and many
other places (e.g., the National Vulnerability Database [NVD]).

Vulnerabilities found in software applications are the most common avenue of attack for
hackers. Because of the broad range of vulnerabilities possibly found within a network or

4 Originally known as the Service Corps of Retired Executives, it is now simply referred to as SCORE [SCORE].
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system, a vulnerability scan or analysis should be minimally conducted once a year by a
professional and again whenever you make major changes to your computers or network.
The prices for this service can vary widely—from free to thousands of dollars—
depending on the specific actions performed and the size or nature of the business being
assessed.

You may want to consider conducting a penetration test against your business. This test
simulates an attack in order to identify weaknesses. The test should include physical,
social engineering, and cyber-based attacks. Other tests may also be useful—work with a
cybersecurity professional to identify what is appropriate for your situation.

The information gathered in Tables 1 - 3 provide the information necessary to identify the areas
where you need to focus your information security efforts. Table 4 below shows an example of
how the value of your information types or “impact” (Tables 1 and 2) and the potential
likelihood of an attack (Table 3) can be combined to help you prioritize your information
security efforts.

Table 4: Prioritize Resolution Action

Priority 3 — Schedule a Priority 1 — Implement
High resolution. Focus on Respond immediate resolution. Focus on
and Recover solutions. Detect and Protect solutions.

Impact

Priority 2 — Schedule a
Low No action needed resolution. Focus on Detect and
Protect solutions.

Low High

Likelihood

Using the previous example, Dr. J. Smith’s Cell Phone, which contains customer contact
information, may be a Priority 3 device due to the High impact and Low Likelihood.

As you review the practices in Section 3 and 4 of this document, look at what technologies and
services you may need to purchase. When you develop a budget, apply the information from this
exercise to help you select, obtain and implement systems and services that are commensurate
with your risk.

13
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2.3 When you need help

No one is an expert in every business and technical area. You may choose to outsource some of
your technology and information security needs to companies that provide these services. Here
are a few tips which can help you find a provider that’s right for your business:

Ask for recommendations. You can ask your business partners, local Chamber of
Commerce, Better Business Bureau, colleges or universities, or SCORE Office for
referrals.

Request quotes. Make sure to have a clear list of actions or outcomes that you want to
achieve. This may be done with the potential provider, depending on whether or not you
want their opinion of what actions or outcomes your business should have.

Check past performance. Often providers will have reviews posted online. Check for
complaints with the Better Business Bureau or Federal Trade Commission. If possible,
request a list of past customers and contact each to see if the customer was satisfied with
the company’s performance and would hire them again for future work. Find out how
long the company has been in business and whether or not there have been recent or
several changes in management — this can be an indicator of future difficulties.

Find out who will be doing your work. Ask for the professional qualifications of the
personnel who will be handling the project — including those working directly with you or
on your systems as well as any personnel that will be overseeing the project. Look for
recognized professional certifications and relevant experience.

Recognize that anyone you hire to perform a service for you may not know your business or
industry. Any large decisions — including any changes in processes or technologies used - should
be made in collaboration with business executives, project leaders, and other relevant personnel.

In some cases, larger organizations will help their small business suppliers analyze their risks
and develop an information security program. If you have a business partners or large customers
that depend on your organization, consider asking for their input or participation in your risk
management process.

14
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3 Safeguarding Your Information

This publication uses the Framework for Improving Critical Infrastructure Cybersecurity (the
“Cybersecurity Framework™) to organize the processes and tools that you should consider to
protect your information [CSF14]. Appendix C contains more information about the
Cybersecurity Framework. This is not a one-time process, but a continual, on-going set of
activities. Although the Cybersecurity Framework was originally developed specifically for
critical infrastructure organizations, it has proven useful to a variety of audiences as it provides a
simple, common language for helping organizations to identify, assess, and manage
cybersecurity risks.

This section provides activities you can implement in your business. In addition, Section 4 of this
publication lists some common practices you and your employees can implement to help keep
your business safe. The specific mitigation activities in this section are grouped into the five
broad categories of the Cybersecurity Framework, as pictured in Figure 3. Some of the activities
in this publication are suggestions for consideration. This means that those activities are
recommended when a higher level of assurance (confidentiality, integrity, or availability) is
needed to protect the information and meet business needs than is provided by the more basic
practices.

|dentify

Protect
Recover

Respond Detect

Figure 3: The Cybersecurity Framework Categories
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Identify

As described in the Cybersecurity Framework, the activities in the Identify Function help
increase an organization’s understanding of their resources and risks.®

Identify and control who has access to your business information

Determine who has or should have access to your business’s information and technology.
Include whether or not a key, administrative privilege, or password is required. To help
collect this information, review your list of accounts and what privileges those accounts
have.

Be aware of anyone who has access to your business. Do not allow unknown or
unauthorized persons to have physical access to any of your business computers. This
includes cleaning crews and maintenance personnel. Do not allow computer or network
repair personnel to work on systems or devices unsupervised. No unrecognized person
should be able to enter your office space without being questioned by an employee. If a
criminal gains physical access to an unlocked machine, they can relatively easily steal
any private or sensitive information on that machine.

Physically lock up your laptops and other mobile devices when they are not in use. You
should also utilize the session lock feature included with many operating systems, which
locks the screen if the computer is not used for a specified period of time (e.g. 2 minutes).
Use a privacy screen or position each computer’s display so that people walking by
cannot see the information on the screen.

Conduct Background Checks

Do a full, nationwide, criminal background check, sexual offender check, and if possible
a credit check on all prospective employees (especially if they will be handing your
business funds). You can request one directly from the FBI or an FBI-approved
Channeler [FBI].

In addition, consider doing a background check on yourself. Many people become aware
that they are victims of identity theft only after they do a background check on
themselves and find reported arrest records and unusual previous addresses where they
never lived. This can be an indication that your identity has been stolen.

If prospective employees are applying for a job with educational requirements, call the
schools they attended and verify their actual degree(s), date(s) of graduation, and GPA(S).
If they provided references, call those references to verify the dates they worked for a
company and other specifics to ensure the employee is being honest.

5 The Cybersecurity Framework includes those processes found in section 2 of this publication in the “Identify” function of the
Framework [CSF14].
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Require individual user accounts for each employee.

Set up a separate account for each user (including any contractors needing access) and
require that strong, unique passwords be used for each account. Without individual
accounts for each user, you may find it difficult to investigate data loss or unauthorized
data manipulation. Ensure that all employees use computer accounts without
administrative privileges to perform typical work functions. This will hinder any
attempt—intentional or not—to install unauthorized software. Consider using a guest
account with minimal privileges (e.g. internet access only) if needed for your business.

Create policies and procedures for information security

Policies and procedures are used to identify acceptable practices and expectations for
business operations, can be used to train new employees on your information security
expectations, and can aid an investigation in case of an incident. These policies and
procedures should be readily accessible to employees — such as in an employee handbook
or manual.

The scope and breadth of policies is largely determined by the type of business and the
degree of control and accountability desired by management. Have a legal professional
familiar with cyber law review the policies to ensure they are compliant with local laws
and regulations.

Policies and procedures for information security and cybersecurity should clearly
describe your expectations for protecting your information and systems. These policies
should identify the information and other resources that are important and should clearly
describe how management expects those resources to be used and protected by all
employees. See Appendix E for sample policy and procedure statements. Other examples
are readily available online or a legal, insurance, or cybersecurity professional may have
example policies.

All employees should sign a statement agreeing that they have read the policies and
relevant procedures, that they will follow the policies and procedures. If there are
penalties associated with the policies and procedures, employees should be aware of
them. The signed agreement should be kept in the employee’s HR file.

Policies and procedures should be reviewed and updated at least annually and as there are
changes in the organization or technology. Whenever the policies are changed,
employees should be made aware of the changes and sign the new policy acknowledging
their understanding. This can be done in conjunction with annual training activities (see
Section 3.2).
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3.2 Protect

The Protect Function supports the ability to limit or contain the impact of a potential information
or cybersecurity event.®

Limit employee access to data and information

Where possible, do not allow any employee to have access to all of the business’s
information or systems (financial, personnel, inventory, manufacturing, etc)’. Allow
employees to access only those systems and only the specific information that they need
to do their jobs. Likewise, do not allow a single individual to both initiate and approve a
transaction (financial or otherwise). This includes executives and senior managers.

Insiders — employees or others who work for a business — are a main source of security
incidents. Because they are already known, trusted, and have been given access to
important business information and systems, they can easily harm the business
(deliberately or unintentionally). Unfortunately, these types of events can be difficult to
detect, so protecting against them is very important.

When an employee leaves the business, ensure they no longer have access to the
business’s information or systems. This may involve collecting their business ID,
deleting their username and account from all systems, changing any group passwords or
combination locks they may have known, and collecting any keys they were given.

Install Surge Protectors and Uninterruptible Power Supplies (UPS)

Surge protectors prevent spikes and dips in power from damaging your electronic
systems. Uninterruptible Power Supplies (UPS) provide a limited amount of battery
power to allow you to work through short power outages and provide enough time to
save your data when the electricity goes off. UPS’s often provide surge protection as
well. The size and type of UPS should be sufficient to meet the needs of your particular
business.

Ensure each of your computers and critical network devices are plugged into a UPS. Plug
less sensitive electronics into surge protectors. Test and replace UPSs and surge
protectors as recommended by the manufacturer.

6 The Cybersecurity Framework specifies cybersecurity events only, but can be applied to information security events [CSF14].

7 The “process of granting access to information system resources only to authorized users, programs, processes, or other
systems” is called “access control” [SP800-32].
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Patch your operating systems and applications

Any software application including operating systems, firmware, or plugin installed on a
system could provide the means for an attack. Only install those applications that you
need to run your business and patch/update them regularly. Many software vendors
provide patches and updates to their supported products in order to correct security
concerns and to improve functionality. Ensure that you know how to update and patch all
software on each device you own or use.

When you purchase new computers, check for updates immediately. Do the same when
installing new software. You should only install a current and vendor-supported version
of software you choose to use. Vendors are not required to provide security updates for
unsupported products. For example, Microsoft ended support for Windows XP on April
8, 2014 and no new patches will be provided for that operating system, even though it has
known vulnerabilities [Msoft WLFS].

It may be useful to assign a day each month to check for patches. There are products
which can scan your system and notify you when there is an update for an application
you have installed. If you use one of these products, make sure it checks for updates for
every application you use. You can check for updates directly with the original
manufacturers of the applications you have installed.

Install and activate software and hardware firewalls on all your business networks

Firewalls can be used to block unwanted traffic such as known malicious
communications or browsing to inappropriate websites, depending on the settings. Install
and operate a hardware firewall between your internal network and the Internet. This may
be a function of a wireless access point/router, or it may be a function of a router
provided by the Internet Service Provider (ISP) of the small business. There are many
hardware vendors that provide firewall wireless access points/routers, firewall routers,
and separate firewall devices. Ensure there is antivirus software installed on the firewall.

For these devices, change the administrative password upon installation and regularly
thereafter. Consider changing the administrator’s log-in as well. The default values are
typically known or easily guessed, and, if not changed, may allow hackers to control your
device and thus, to monitor or record your communications and data via the Internet.

In addition, install, use, and regularly update a software firewall on each computer system
used in your small business (including smart phones and other networked devices if
possible). If given the option, ensure logging is enabled which will aid in the
investigation of an event by providing evidence. Many operating systems include a
firewall, but you should ensure that the firewall is operating and logging activity 8.

8 See Microsoft’s Safety & Security Center [Msoft SSC] and Apple’s OSX support page [Applel6].
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You should only use a current (updated), authentic, and vendor-supported version of the
hardware and software firewall.

It is necessary to have firewalls on each of your computers and networks even if you use

a cloud service provider or a virtual private network (VPN). If employees are allowed to

do any kind of work at home, ensure that their home network and systems have hardware
and software firewalls installed and operational, and that they are regularly updated.

In addition to a basic hardware firewall, you may want to consider installing an Intrusion
Detection / Prevention System (IDPS). These devices analyze network traffic at a more
detailed level and can provide a greater level of protection.

e Secure your wireless access point and networks

If you use wireless networking, set up your router as follows (view the owner’s manual
for directions on how to make these changes):

- Change the administrative password that was on the device when you received it.

- Set the wireless access point so that it does not broadcast its Service Set Identifier
(SSID).

- Set your router to use WiFi Protected Access 2 (WPA-2), with the Advanced
Encryption Standard (AES) for encryption. Do not use WEP (Wired-Equivalent
Privacy) as it is not considered secure.

If your business provides wireless internet access to customers, ensure that it is separated
from your business network.

Avoid connecting to unknown or unsecured / guest wireless access points, even for
performing non-business activities. Access only those wireless access points that you
own or trust (i.e. are assured of their security).

If you or your employees must connect to unknown networks or conduct work from
home, you may want to consider implementing an encrypted virtual private network
(VPN) capability, which will allow for a more secure connection.

e Set up web and email filters

Email filters can help remove emails known to have malware attached and prevent your
inbox from being cluttered by unsolicited and undesired (i.e. “spam”) email. Email
providers may offer this capability. If your business hosts your own email servers, use
filtering if possible.

Similarly, many web browsers allow web filtering — notifying the user if a website may
contain malware and potentially preventing them from accessing that website. Enable this
option if available.
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You may want to consider blocking employees from going to websites that are frequently
associated with cybersecurity threats. This may include sites with pornographic content
or social media. This can help prevent employees from accidentally downloading
malware, wasting business resources, and conducting illicit activity using business
resources. Many firewalls and routers can be set up to block certain addresses (blacklist),
or allow only certain addresses (whitelist). Blacklists can be downloaded online or
obtained as part of a service.

e Use encryption for sensitive business information

Encryption is a process of making your electronically stored information unreadable to
anyone not having the correct password or key®. Use full-disk encryption—which
encrypts all information on the storage media — on all of your computers, tablets, and
smart phones. Many systems come with full-disk encryption capabilities. Not all mobile
devices provide this capability.

Do not forget your encryption password or key! If you lose or forget your key, you
will lose your information. Save a copy of your encryption password or key in a secure
location separate from where your backups are stored.

If, in your business, you send sensitive documents or emails, you may want to consider
encrypting those documents and/or emails. Many document, and email applications
provide for this capability. Typically, the receiver will need to have the same application
to de-crypt the message or document as you used to encrypt it. If you need to send them a
password or key, give it to them via phone or other method. Never send it in the same
email as the encrypted document.

e Dispose of old computers and media safely

Small businesses may sell, throw away, or donate old computers and media. When
disposing of old business computers, first electronically wipe the hard drive(s). Many
operating systems provide this capability and there are several downloadable applications
that can also do this. If you can’t wipe the hard drive for any reason, consider degaussing
the hard drive.

After wiping the hard drive(s), remove them and have them physically destroyed. You
can sell, donate, or recycle the machine after the hard drive has been removed. Many
companies will crush or shred them for you. Consider choosing companies that will allow
you to watch the process.

9 NIST SP 800-101 Rev. 1, Guidelines on Mobile Device Forensics, defines encryption as “Any procedure used in cryptography
to convert plain text into cipher text to prevent anyone but the intended recipient from reading that data” [SP800-101].
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Install a remote-wiping application on your computer, tablet, cell phone, and other
mobile device. If the device is lost or stolen, you can use these applications wipe all
information from the device.

When disposing of old media (CDs, floppy disks, USB drives, etc), first delete any
sensitive business or personal data. Then destroy the media either by shredding it or
taking it to a company that will shred it for you. When disposing of paper containing
sensitive information, destroy it by using a crosscut shredder.

You may want to consider incinerating paper and other media that contains very sensitive
information.

e Train your employees

Train employees immediately when hired and at least annually thereafter about your
information security policies and what they will be expected to do to protect your
business’s information and technology. Ensure they sign a paper stating that they will
follow your policies, and that they understand the penalties for not following your
policies.

Train employees on the following:

* What they are allowed to use business computers and mobile devices for, such as
if they are allowed to use them to check their personal email.

* How they are expected to treat customer or business information, for example
whether or not they can take that information home with them.

* What to do in case of an emergency or security incident (see Section 3.4).

» Basic practices as contained in Section 4 of this document.

You may be able to obtain training from various organizations, such as your local Small
Business Development Center (SBDC), SCORE Chapter, community college, technical
college, or commercial training vendors. In addition, the Small Business Administration
(SBA) and Federal Trade Commission (FTC) produce videos and topic-specific tips and
information which can be used for training [SBA LC] [FTC].

Continually reinforce the training in everyday conversations or meetings. Monthly or
quarterly training, meetings, or newsletters on a specific subject can help reinforce the
importance of security and develop a culture of security in your employees and in your
business.
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3.3 Detect

The activities under the Detect Function enable timely discovery of information security or
cybersecurity events.

Install and update anti-virus, -spyware, and other -malware programs

Malware (short for Malicious Software or Malicious Code) is computer code written to
steal or harm™°. It includes viruses, spyware, and ransomware. Sometimes malware only
uses up computing resources (e.g. memory), but other times it can record your actions or
send your personal and sensitive information to cyber criminals.

Install, use, and regularly update anti-virus and anti-spyware software on every device
used in your business (including computers, smart phones, and tablets).

It may be useful to set the anti-virus and anti-spyware software to automatically check for
updates at least daily (or in “real-time”, if available), and then set it to run a complete
scan soon afterwards. Many businesses run their anti-virus programs at some scheduled
time each night (e.g. 12:00 midnight) and schedule a virus scan to run about half an hour
later (e.g. 12:30 am); then they run their anti-spyware software (e.g. 2:30 am) and run a
full system scan (e.g. 3:00 am). This assumes that you have an always-on, high-speed
connection to the Internet. Regardless of the actual scheduled times for the above updates
and scans, schedule them so that only one activity is taking place at any given time.

If your employees do any work from home computers or personal devices, obtain copies
of your business anti-malware software for those systems or require your employees to
use anti-virus and anti-spyware software.

You may want to consider using two different anti-virus solutions from different vendors.
This can improve the chances a virus will be detected. Often routers, firewalls, and
Intrusion Detection / Prevention Systems will have some anti-virus capabilities, but these
should not be exclusively relied upon to protect the network.

Maintain and monitor logs

Protection / detection hardware or software (e.g. firewalls, anti-virus) often has the
capability of keeping a log of activity. Ensure this functionality is enabled (check the
operating manual for instructions on how to do this). Logs can be used to identify
suspicious activity and may be valuable in case of an investigation. Logs should be

10 CNSSI 4009-2015 and NIST SP 800-53 Rev. 4 define Malicious Code as: “Software or firmware intended to perform an
unauthorized process that will have adverse impact on the confidentiality, integrity, or availability of an information system.
A virus, worm, Trojan horse, or other code-based entity that infects a host. Spyware and some forms of adware are also
examples of malicious code.” [CNSSI4009, p.79] [SP800-53, p.B-13]
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backed up and saved for at least a year; some types of information may need to be stored
for a minimum of six years®?.

You may want to consider having a cybersecurity professional review the logs for any
unusual or unwanted trends, such as a large use of social media websites or an unusual
number of viruses consistently found on a particular computer. These trends may indicate
a more serious problem or signal the need for stronger protections in a particular area.

3.4 Respond

The Respond Function supports the ability to contain or reduce the impact of an event.

Develop a plan for disasters and information security incidents

Develop a plan for what immediate actions you will take in case of a fire, medical
emergency, burglary, or natural disaster.

The plan should include the following:

Roles and Responsibilities. This includes who makes the decision to initiate
recovery procedures and who will be the contact with appropriate law
enforcement personnel.

What to do with your information and information systems in case of an
incident. This includes shutting down or locking computers, moving to a
backup site, physically removing important documents, etc.

Who to call in case of an incident. This should include how and when to
contact senior executives, emergency personnel, cybersecurity professionals,
legal professionals, service providers, or insurance providers. Be sure to
include relevant contact information in the plan.

Many states have “notification laws,” requiring you to notify customers if
there is a possibility any of their information was stolen, disclosed, or
otherwise lost. Make sure you know the laws for your area and include
relevant information in your plans.

Include when to notify appropriate authorities. If there is a possibility that
any personal information, intellectual property, or other sensitive information
was stolen, you should contact your local police department to file a report.
In addition, you may want to contact your local FBI office [DoJ15].

11 E.g., Patient health records have a retention requirement of “at least 6 years from date of last entry, and longer if required by
State statute.” 42 C.F.R. 8491.10(c), Patient health records. Available at: http://www.ecfr.gov/cgi-bin/text-
idx?S1D=8575b14705ead743d3cbeb9b04fc6896&mc=true&node=se42.5.491 110&rgn=div8 (accessed 10/13/2016).
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e Types of activities that constitute an information security incident. This
should include activities such as your business website being down for more
than a certain length of time or evidence of information being stolen.

You may want to consider developing procedures for each job role that describe exactly
what the employee in that role will be expected to do if there is an incident or emergency.
Appendix E discusses what a procedure document should contain.

3.5 Recover

The Recover Function helps an organization resume normal operations after an event.

Make full backups of important business data/information??

Conduct a full, encrypted backup of the data on each computer and mobile device used in
your business at least once a month, shortly after a complete virus scan. Store these
backups away from your office location in a protected place so that if something happens
to your office (fire, flood, tornado, theft, etc), your data is safe. Save a copy of your
encryption password or key in a secure location separate from where your backups are
stored.

Backups will let you restore your data in case a computer breaks, an employee makes a
mistake, or a malicious program infects your system. Without data backups, you may
have to recreate your business information manually (e.g. from paper records). Data that
you should backup includes (but is not limited to) word processing documents, electronic
spreadsheets, databases, financial files, human resources files, accounts
receivable/payable files, system logs, and other information used in or generated by your
business. Back up only your data, not the software applications themselves.

You can easily store backups on removable media, such as an external USB hard drive,
or online using a Cloud Service Provider. If you choose to store your data online, do your
due diligence when selecting a Cloud Service Provider. It is recommended that you
encrypt all data prior to storing it in the Cloud.*®

If you use a hard drive, ensure it is large enough to hold all of your monthly backups for a
year. It is helpful to create a separate folder for each of your computers. When you
connect the external disk to your computer to make your backups, copy your data into the
appropriate designated folder.

12 The Cybersecurity Framework defines making backups as a “Protect” activity, and restoring from a backup as a “Recover”
activity. For this document, both making and restoring from the backups is listed under “Recover” for simplicity [CSF14].

13 The Cloud Security Alliance (CSA) provides information and guidance for using the Cloud safely [CSA11].
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Test your backups immediately after generating them to ensure that the backup was
successful and that you can restore the data if necessary.

e Make incremental backups of important business data/information

Conduct an automatic incremental or differential backup of each of your business
computers and mobile devices at least once a week. This type of backup only records any
changes made since the last backup. In some cases, it may be prudent to conduct backups
every day or every hour depending on how much information is changed or generated in
that time and the potential impact of losing that information. Many security software
suites offer automated backup functions that will do this on a regular schedule for you.

These backups should be stored on:

* removable media (e.g. external hard drive);
e aseparate server that is isolated from the network, or
» online storage (e.g. a cloud service provider).

In general, the storage device should have enough capacity to hold data for 52 weekly
backups®, so its size should be about 52 times the amount of data that you have.
Remember this should be done for each of your computers and mobile devices. You may
choose to store your backups in multiple locations (e.g. one in the office, one in a safety
deposit box across town, and one in the cloud). This provides additional security in case
one of the backups becomes destroyed.

Periodically test your backed up data to ensure that you can read it reliably. If you don’t
test your backups, you will have no grounds for confidence that you can use them in the
event of a disaster or security incident.

You may want to consider encrypting your backups. Many software applications will
allow you to encrypt your backups. This provides an added layer of security and is
important if your backups contain any sensitive personal or business information. Make
sure to keep a copy of your encryption password or key in a secure location separate from
where you keep your backups.

e Consider cyber insurance

Cyber insurance is similar to other types of insurance (e.g. flood, fire) that you may have
for your business. Cyber insurance may help you respond to and recover from a security
incident. In some cases, cyber insurance companies may also provide cybersecurity

14 The Cybersecurity Framework defines making backups as a “Protect” activity, and restoring from a backup as a “Recover”
activity. For this document, both making and restoring from the backups is listed under “Recover” for simplicity [CSF14].

15 Various industries may have specific requirements for how long data backups should be kept, but for cybersecurity, 52 weekly
backups provide ability to both recover from and track incidents that weren’t noticed immediately.
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expertise and help you identify where you are vulnerable, what kinds of actions you need
to take to protect your systems, and help you investigate an incident and report it to
appropriate authorities.

As you might with any type of insurance, perform due-diligence when considering cyber
insurance. Determine your risks (see Section 2) before purchasing a policy. Research the
company offering protection, the services they provide, the type of events they cover, and
ensure that they have a good reputation and will be able to meet their contractual
agreement.

e Make improvements to processes / procedures / technologies

Regularly assess your processes, procedures, and technology solutions according to your
risks (see Section 2). Make corrections and improvements as necessary.

You may want to consider conducting training or table-top exercises which simulate or
run-through a major event scenario in order to identify potential weaknesses in your
processes, procedures, technology, or personnel readiness. Make corrections as needed.
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4 Working Safely and Securely

Many incidents can be prevented by practicing safe and secure business habits. Unlike the
previous section, which looked at programmatic steps you can take within your business, this
section focuses on every-day activities you and your employees can do to help keep your
business safe and secure. While criminals are becoming more sophisticated, most criminals still
use well-known and easily avoidable methods. This section provides a list of recommended
practices to help protect your business. Each employee should be trained to follow these basic
practices.

e Pay attention to the people you work with and around

Get to know them and maintain contact with your employees, including any contractors
your business or building may employ (e.g. for cleaning, security, or maintenance).®
Watch for unusual activity or warning signs such as the employee mentions financial
problems, begins working strange hours, asks for a lot of overtime, or becomes unusually
secretive. In most cases, this activity is benign, but occasionally it can be an indicator that
the employee is or may begin stealing information or money from the business, or
otherwise damaging the company.

Watch for unusual activity near your place of business or in your industry. Similarly,
know if other businesses in your area perform any activities which may pose an
environmental or safety risk. An event that affects your neighbors may affect your
business as well, or indicate new risks in your area, so it is important to remain aware.

e Be careful of email attachments and web links

One of the more common means of distributing malware is via email attachments or links
embedded in email. Usually the malware is attached to emails that pretend to be
legitimate or from someone you know (“phishing” or “spear phishing” attacks). Links
and attachments can be disguised to appear legitimate but in reality download malware
onto your computer.

Do not click on a link or open an attachment that you were not expecting. If it
appears important, call the sender to verify they sent the email and ask them to describe
what the attachment or link is.

Before you click a link (in an email or on social media, instant messages, other webpages,
or other means), hover over that link to see the actual web address it will take you to

(usually shown at the bottom of the browser window). If you do not recognize or trust the
address, try searching for relevant key terms in a web browser. This way you can find the

16 Current or former employees, contractors, or other business partners who have or had authorized access to an organization's
network, system, or data and intentionally misused that access to negatively affect the confidentiality, integrity, or
availability of the organization's information or information systems is called “insider threat” (Software Engineering
Institute CERT, https://www.cert.org/insider-threat/).
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article, video, or webpage without directly clicking on the suspicious link. Train
employees to recognize phishing attempts and who to notify when one occurs.

e Use separate personal and business computers, mobile devices, and accounts

As much as possible, have separate devices and email accounts for personal and business
use. This is especially important if other people such as children use your personal
devices. Do not conduct business or any sensitive activities (e.g. online business banking)
on a personal computer or device and do not engage in activities such as web surfing,
gaming, downloading videos, etc., on business computers or devices. Do not send
sensitive business information to your personal email address.

Personal or home computers and electronics may be less secure than business systems.
Personal devices may be used for web surfing to untrustworthy sites and have
untrustworthy applications installed such as games which are not required for work and
which add vulnerabilities that a hacker could exploit.

Some businesses may want to consider using a separate computer that is not connected to
any network for certain business functions or for extremely sensitive information.
Because most cyber attacks require network connectivity, disconnecting extremely
sensitive information from the network prevents these kinds of attacks.

¢ Do not connect personal or untrusted storage devices or hardware into your computer,
mobile device, or network.

Do not share USB drives or external hard drives between personal and business
computers or devices. Do not connect any unknown / untrusted hardware into your
system or network and do not insert any unknown CD, DVD, or USB drive. These
devices may have malware on them. Criminals are known to place USB drives in public
places where their target business’s employees gather, knowing that curious individuals
will pick them up and plug them in. What is on them is generally malware which will spy
on or take control of the computer.

Disable the AutoRun feature for the USB ports and optical drives like CD and DVD
drives on your business computers to help prevent such malicious programs from
installing on your systems.

e Be careful downloading software

Do not download software from an unknown web page.

Only those web pages belonging to reputable businesses with which you have a business
relationship should be considered reasonably safe for downloading software.
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Be very careful if you decide to download and use freeware or shareware. Most of these
do not come with technical support and some do not have the full functionality you might
believe will be provided.

e Do not give out personal or business information

Social engineering is an attempt to obtain physical or electronic access to your business
information by manipulating people. A very common type of attack involves a person,
website, or email that pretends to be something it’s not. A social engineer will research
your business to learn names, titles, responsibilities, and any personal information they
can find. Afterwards, the social engineer usually calls or sends an email with a
believable, but made-up, story designed to convince the person to give them certain
information.

If you receive an unsolicited phone call asking for personal information from a company
you recognize (such as from your bank or doctor’s office), ask for identifying information
that only a person associated with the organization would know. If this is not possible,
ask the person for their name and office or division and tell them you will call them right
back. Call the company using the information from their website or on your contract or
bill — do not use any phone number provided by the person who called you. Then ask for
the representative who called you.

Never respond to an unsolicited phone call from a company you do not recognize that
asks for sensitive personal or business information. Employees should notify their
management whenever there is an attempt or request for sensitive business information.

Never give out your username or password. No company should ask you for this
information for any reason. Also beware of people asking what kind of operating system
you use, what brand firewalls you have, what internet browser you use, or what
applications you have installed. This is all information that can make it easier for a hacker
to break in to your system.

e Watch for harmful pop-ups

When connected to and using the Internet, do not respond to popup windows requesting
that you click “OK” for anything. Use a popup blocker and only allow popups on
websites you trust.

If a window pops up on your screen unexpectedly, DO NOT close the popup window,
either by clicking “okay” or by selecting the X in the upper right corner of the popup
window, especially if the pop up is informing you that your system has a virus and
suggesting you download a program to fix it. Do not respond to popup windows
informing you that you have to download a new codec, driver, or special program for the
web page you are visiting. Some of these popup windows are actually trying to trick you
into clicking on “OK” which will allow it to download and install spyware or other
malware onto your computer. Be aware that some of these popup windows are
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programmed to interpret any mouse click anywhere on the window as an “OK” and act
accordingly.

If you encounter this kind of pop-up window, disconnect from the network and force the
browser to close (in Windows, hit “ctrl + alt + del” and delete the browser from running

tasks. In OSX, right-click the application in the bar and select “force close”). You should
save any files you have open and reboot the computer, then run your anti-virus software.

e Use strong passwords

Good passwords consist of a random sequence of letters (upper case and lower case),
numbers, and special characters, and are at least 12 characters long*’. For systems or
applications that have important information, use multiple forms of identification (called
“multi-factor” or “dual factor” authentication). For example, when a user logs in with a
password, they may be sent a text message with a code they have to enter as well.
Biometrics (e.g. fingerprint scanners) and other devices may be used, but can be
expensive and difficult to install or maintain.

Many devices come with default administration passwords — these should be changed
immediately when installing and regularly thereafter. Default passwords are easily found
or known by hackers and can be used to access the device. The manual or those who
install the system should be able to show you how to change them.

Passwords that do not change for long periods of time allow hackers time to crack them
and may be shared and become common knowledge to an individual user’s coworkers.
Therefore, passwords should be changed at least every 3 months*®. Consider configuring
systems and devices to require users to change their passwords every 3 months if
possible.

Passwords to devices and applications that deal with business information should not be
re-used. If a hacker gains access to one account, they will have access to all others that
share that password. It may be difficult to remember a number of different passwords so a
password management system may be an option. However, these systems place all
passwords into one place which may be lost or compromised. Carefully compare
password management solutions before purchasing.

You may want to consider using a password management application to store your
passwords for you. Ensure the application encrypts all passwords stored on it. Use a
strong password on the application and change the password regularly.

" NIST SP 800-63-2, Electronic Authentication Guideline discusses password entropy [SP800-63].

18 Ibid.
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Conduct online business more securely

Online business/commerce/banking should only be done using a secure browser
connection. This will normally be indicated by a small lock visible in the lower right
corner or upper left of your web browser window.

Erase your web browser cache, temporary internet files, cookies, and history regularly.
Make sure to erase this data after using any public computer and after any online
commerce or banking session. This prevents important information from being stolen if
your system is compromised. This will also help your system run faster. Typically, this is

done in the web browser’s “privacy” or “security” menu. Review your web browser’s
help manual for guidance.

If you do online business banking, you may want to consider having a dedicated
computer which is used ONLY for online banking. Do not use it for Internet searches,
personal banking, or email. Use it only for online banking for the business and disconnect
it when not in use.
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Appendix A—Glossary and List of Acronyms

Application
[CNSSI4009]

Availability
[44USC]

Backup
[SP800-34]

Blacklist
[CNSSI4009]
[SP800-94]

Compact Disc (CD)
[SP800-88]

Confidentiality
[44USC]

Cybersecurity
[CNSSI4009]

A Digital Video Disc
(DVD)

[SP800-88]

Encryption

[CNSS14009]
[1SO7498-2]

FTC

Firewall

[SP800-32]
[CNSSI14009]

A software program hosted by an information system.

Ensuring timely and reliable access to and use of information.

A copy of files and programs made to facilitate recovery if
necessary.

A list of discrete entities, such as hosts or applications that have
been previously determined to be associated with malicious
activity.

A class of media from which data are read by optical means.

Preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and
proprietary information.

Prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic
communications services, wire communication, and electronic
communication, including information contained therein, to
ensure its availability, integrity, authentication, confidentiality,
and nonrepudiation.

Has the same shape and size as a CD, but with a higher density

that gives the option for data to be double-sided and/or double-
layered.

The process of changing plaintext into ciphertext.

Federal Trade Commission

A gateway that limits access between networks in accordance
with local security policy.
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Impact
[SP800-53]

Information Security
[44USC]

Insider
[CNSSI4009, adapted]

Integrity
[44USC]

Intrusion Detection /
Prevention System
(IDPS)

[SP800-61]

Inventory

Likelihood

[SP800-30]
[CNSSI4009, "likelihood of
occurrence"]

Malware

[SP800-53, "malicious
code"]

Operating System
[SP800-44]

The effect on organizational operations, organizational assets,
individuals, other organizations, or the Nation (including the
national security interests of the United States) of a loss of
confidentiality, integrity, or availability of information or an
information system.

The protection of information and information systems from
unauthorized access, use, disclosure, disruption, modification, or
destruction in order to provide confidentiality, integrity, and
availability.

Any person with authorized access to business resources,
including personnel, facilities, information, equipment, networks,
or systems.

Guarding against improper information modification or
destruction, and includes ensuring information non-repudiation
and authenticity.

Software that automates the process of monitoring the events
occurring in a computer system or network and analyzing them
for signs of possible incidents and attempting to stop detected
possible incidents.

A listing of items including identification and location
information.

A weighted factor based on a subjective analysis of the
probability that a given threat is capable of exploiting a given
vulnerability or a set of vulnerabilities.

Software or firmware intended to perform an unauthorized
process that will have adverse impact on the confidentiality,
integrity, or availability of an information system. A virus, worm,
Trojan horse, or other code-based entity that infects a host.
Spyware and some forms of adware are also examples of
malicious code.

The software “master control application” that runs the computer.
It is the first program loaded when the computer is turned on, and
its main component, the kernel, resides in memory at all times.
The operating system sets the standards for all application
programs (such as the Web server) that run in the computer. The
applications communicate with the operating system for most
user interface and file management operations.
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Password A string of characters (letters, numbers and other symbols) that
[SP800-57] are used to authenticate an identity, to verify access authorization
or to derive cryptographic keys.
Policy Statements, rules or assertions that specify the correct or expected
[SP800-95] behavior of an entity. For example, an authorization policy might
specify the correct access control rules for a software component.
Risk A measure of the extent to which an entity is threatened by a
[SP800-53] potential circumstance or event, and typically a function of: (i)

the adverse impacts that would arise if the circumstance or event
occurs; and (ii) the likelihood of occurrence.

Risk Management The program and supporting processes to manage information
[SP800-53] security risk to organizational operations (including mission,
functions, image, reputation), organizational assets, individuals,
other organizations, and the Nation, and includes: (i) establishing
the context for risk-related activities; (ii) assessing risk; (iii)
responding to risk once determined; and (iv) monitoring risk over

time.
Service Set Identifier A name assigned to a wireless access point that allows stations to
(SSID) distinguish one wireless access point from another.
[SP800-48, adapted]
Small business Small businesses are defined differently depending on the

industry sector. For this publication, the definition of a small
business includes for-profit, non-profit, and similar organizations
with up to 500 employees. Synonymous with “Small Enterprise
or Small Organization”. See the SBA website www.sba.gov for
more information.

SBA Small Business Administration

SBDC Small Business Development Center

Spam Electronic junk mail or the abuse of electronic messaging systems
[CNSSI4009] to indiscriminately send unsolicited bulk messages.

Surge Protector A device designed to protect electrical devices from voltage

spikes or dips.
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Threat Any circumstance or event with the potential to adversely impact
[SP800-53] organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via
unauthorized access, destruction, disclosure, modification of
information, and/or denial of service.

Uninterruptible Power A device with an internal battery that allows connected devices to
Supply (UPS) run for at least a short time when the primary power source is
lost.
Universal Serial Bus Type of standard cable, connector, and protocol for connecting
(USB) computers, electronic devices, and power sources.
Vulnerability Weakness in an information system, system security procedures,
[SP800-53] internal controls, or implementation that could be exploited or

triggered by a threat source.

Wired-Equivalent Privacy  Security protocol specified in the IEEE Wireless Fidelity (Wi-Fi)
(WEP) standard 802.11b.

Whitelist An approved list or register of entities that are provided a
[CNSSI4009, "whitelisting"] particular privilege, service, mobility, access or recognition.

WiFi Protected Access 2~ Wireless Fidelity (Wi-Fi) security protocol and certification
(WPA-2) program developed by the Wi-Fi Alliance.
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Appendix C—About the Framework for Improving Critical Infrastructure Cybersecurity

The Framework for Improving Critical Infrastructure Cybersecurity [CSF14] is voluntary
guidance, based on existing standards, guidelines, and practices, for critical infrastructure
organizations to better manage and reduce cybersecurity risk. 1° It provides a common language
to address cybersecurity risk management and is especially helpful in improving
communications both within and outside of an organization. It includes the five Framework Core
Functions defined below. These Functions are not intended to form a serial path, or lead to a
static desired end state. Rather, the Functions can be performed concurrently and continuously to
form an operational culture that addresses the dynamic cybersecurity risk.

e Identify — Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities.

Understanding the business context, the resources that support critical functions, and the
related cybersecurity risks enables an organization to focus and prioritize its efforts,
consistent with its risk management strategy and business needs. Examples of outcome
Categories within this Function include: Asset Management; Business Environment;
Governance; Risk Assessment; and Risk Management Strategy.

e Protect — Develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services.

The Protect Function supports the ability to limit or contain the impact of a potential
cybersecurity event. Examples of outcome Categories within this Function include:
Access Control; Awareness and Training; Data Security; Information Protection
Processes and Procedures; Maintenance; and Protective Technology.

e Detect — Develop and implement the appropriate activities to identify the occurrence of a
cybersecurity event.

The Detect Function enables timely discovery of cybersecurity events. Examples of
outcome Categories within this Function include: Anomalies and Events; Security
Continuous Monitoring; and Detection Processes.

e Respond — Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event.

The Respond Function supports the ability to contain the impact of a potential
cybersecurity event. Examples of outcome Categories within this Function include:
Response Planning; Communications; Analysis; Mitigation; and Improvements.

e Recover — Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event.

The Recover Function supports timely recovery to normal operations to reduce the
impact from a cybersecurity event. Examples of outcome Categories within this Function
include: Recovery Planning; Improvements; and Communications.

19 For additional information, see NIST’s Cybersecurity Framework homepage: http://www.nist.gov/cyberframework/.
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Appendix D—Worksheets

The worksheets in this document are designed to be customizable to your business needs. It is
suggested that you replicate, customize, and edit these worksheets in an electronic spreadsheet
format so that it will be easily scalable and updateable for your business needs.

e Identify and prioritize your information types

1) Listall of the information types used in your organization (define “information type”
in any way that makes sense in your business). Think about all the information used
by and in your business.

2) Enter estimated costs for each of the categories on the left. If you are unable to assign
a dollar amount, use a scale such as low-medium-high, or 1-10. Avoid using a range
(e.g. $2,500 to $50,000) and simply enter a best-guess average.

3) Based on the estimated costs, prioritize your information types in the bottom row.
You may do this by calculating an overall ranking or risk score for each information
type. Either add the values to give a total value or use the highest value or score
given. For example, if the information type has one “high” rating, the entire
information type should be rated as “high”.

Table 1: Identify and Prioritize Information Types

Info type 1 Info type 2 Info type 3

Cost of revelation
(Confidentiality)

Cost to verify
information (Integrity)

Cost of lost access
(Availability)

Cost of lost work

Fines, penalties,
customer notification

Other legal costs

Reputation / public
Relations costs

Cost to identify and
repair problem

PRIORITY:
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1) List what technology comes in contact with (accesses, processes, transmits or stores)

your information. This can include hardware (e.g. computers) and software

applications (e.g. browser email).

2) In the first column, include identifying information such as the make, model,

nickname, title, version, owner, and serial number.

3) Identify where that product is located. For software, identify what machine(s) the
software has been loaded on to.

4) List the information type(s) that the hardware / software technology comes in contact

with.

5) Review the information types and identify the highest priority level of the information

(from Table 1).

Table 2: Inventory

Description (e.g. nickname,
make, model, serial number,
service ID, other identifying
information)

Location

Type of information the product
comes in contact with.

Overall
Potential
Impact
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e ldentify Threats, Vulnerabilities, and the Likelihood of an Incident

1) Identify any threats or vulnerabilities your business may have. Information about
threats and common vulnerabilities can be found through the media, industry-
specific news, your local Infragard chapter, US-CERT?, your local SCORE?!
chapter, hardware or software vendor announcements, and your local police
department.

2) Develop a list of threat events or scenarios based on the threats and vulnerabilities
you identified. This example organizes scenarios by “Confidentiality”,
“Integrity”, and “Availability” in the left-hand column. It does not include all
scenarios your business is likely to face.

3) List your information types (from Table 1) and the technologies that come in
contact with that information (from Table 2) in the column headers. You may
wish to combine or group technologies or information types that are essentially
similar (e.g. all mobile devices may be grouped together, or all information that
has the same impact score).

4) ldentify the likelihood that the threat event will happen to each Information type /
Technology. Consider any existing protections you may have (such as firewalls,
backups, fire extinguishers, etc.) and also any special vulnerabilities (broken
locks, past history of problems, unpatched software vulnerability, etc.) which may
alter the likelihood score you assign.

5) Calculate total likelihood scores in the bottom row. Either add the values to give a
total value or use the highest value or score given. For example, if the information
type has one “high” rating, the entire information type should be rated as “high”.

20 United States Computer Emergency Readiness Team, https://www.us-cert.gov/.

21 Originally known as the Service Corps of Retired Executives, it is now simply referred to as SCORE, https://www.score.org/.
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Table 3: Identify Threats, Vulnerabilities, and the Likelihood of an Incident

Info type /
Technology

Info type /
Technology

Info type /
Technology

Confidentiality

Theft by criminal

Accidental disclosure

Integrity

Accidental alteration by
user / employee

Intentional alteration by
external criminal /
hacker

Availability

Accidental Destruction
(fire, water, user error)

Intentional Destruction

Overall Likelihood:

e Prioritize your mitigation activities

1) Compare the scores from Tables 1 and 3 to the table below. Information Types
from Table 1 with a high impact score and a high likelihood score from Table 3
(with any technology) should be assigned a “Priority 1”, meaning you should
immediately invest in processes or solutions to better secure this information.

2) List your priorities.

3) Identify potential solutions (see Section 3) according to those priorities.

4) Develop a resolution plan, including funding, to implement the solutions you

identified.
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Table 4: Prioritize Resolution Action

Impact

Priority 3 —schedule a

Priority 1 — Implement

High resolution. Focus on Respond immediate resolution. Focus on
and Recover solutions. Detect and Protect solutions.
Priority 2 — schedule a
Low No action needed resolution. Focus on Detect and

Protect solutions.

Low

High

Likelihood
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Appendix E—Sample Policy & Procedure Statements

A security policy states, in writing, requirements for protecting your business information. A
security policy specifies:

1) The information you care about (see Table 1)
2) Why the information needs to be protected (see Table 3)
3) Who is responsible for the implementation of the policy

4) To whom does the policy apply

Common policy topics include:

e Acceptable use (of information technology)
e Training and awareness

e Physical security

e Password

e Contingency planning

Example policy statements:

e All employee personnel data will be protected from viewing or changing by unauthorized
persons.

e All computer users will have their own account and password.
e Passwords are not to be shared with anyone!
e All computer users will read and sign an access and use agreement

e Information Types A, B, C, D, E, and F will be backed up regularly in accordance with
their determined priority/criticality

Employees should be required to read the business’s policies and sign a statement stating that
they understand and will comply. Employees should receive annual training on the policies.

Procedures support policies. They specify the details for implementing a policy, including
answering questions such as who, what, when, where, and how, and how often. Procedures can
be updated more frequently than policies as business processes and technologies change. They
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can be useful for conducting employee training and supervisors should periodically check to
ensure the procedures are being followed.

Example procedure supporting a policy:
Policy: All computer users will have their own account and password.
Procedure:

1. Supervisor completes/signs account creation request form for new user and sends
it to the system administrator [Note that the account request form would be part
of the procedure];

2. System administrator creates new account with unique identifier;
3. System administrator assigns a temporary password to new account;

4. System administrator notifies the new user of the unique account identifier and
temporary password;

5. New user logs into the new account and is prompted to immediately change the
password;

6. System administrator reviews user accounts monthly.
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In November of 1970, the community of Florence, Oregon faced a very large problem. The beached
carcass of a45-foot, 16,000 pound whale lay decaying on the shoreline, and the stench was quickly
becoming unbearable. Unsure how to properly rid the beach of the large corpse, the community
turned to an expert highway engineer employed by the Oregon Highway Department. After
surveying the scene, the expert determined there was one surefire way to remove the whale—twenty
cases of dynamite strategically placed under the carcass.

The unusual problem and its proposed dramatic solution drew media attention. The crowds of

spectators soon followed. The expert engineer and his crew placed the explosives and then moved

the gathering crowd away from the pending explosion. Once the expert determined the proper
clearance had been established, he detonated the whale. The
crowd cheered at the sight and sound of the explosion, and then
they ran in terror as chunks of rotting whale rained down from the
sky. Although serious injuries were avoided, one nearby car was
smashed by athree-foot piece of falling blubber.

The use of expert witnessesisavita part of every trial lawyer’s

practice. However, like the engineer who dynamited the Oregon

whale, experts are sometimes overkill, causing more problems
than they solve. The use of expert witnesses inflates the cost of litigation, injects “hired gun” issues
of bias and credibility into the trial, and overcomplicates common sense issuesin the case. An
attorney who understands the rules of evidence governing the use of lay opinion testimony can get
helpful opinions admitted into evidence while avoiding an expert unintentionally dynamiting the
client’s case.

More than merely avoiding the potentially harmful elements of expert testimony, however, lay
opinion testimony also provides some of the most memorable and impactful testimony in atrial. The
unbiased eyewitness who testifies to visibility is simply more compelling than the hired expert. The
investigating law enforcement officer who directly contradicts atruck driver’ s version of the
accident is more believable than a hired gun reconstructionist. The lay witness who opinesin the
language and culture of the local community connects with jurors more than the intellectual who
spent alifetime avoiding that culture and community. The friend or family member who describes a



disability is more meaningful than atherapist with amedical chart. When used properly, lay opinion
testimony is not only admissible, it is powerful and poignant.

To assist in the development and admission of such testimony, these materials discuss and illustrate
the rules governing the use of lay opinion testimony in Virginiaand in the federal court system,
including non-exclusive lists of lay opinion testimony previously found admissible.

Lay Opinion Testimony in Virginia

The Old Rule

In Virginia, the general prohibition against lay opinion testimony has often been overstated asiif it
was atotal prohibition. See e.q. Southern Ry. v. Mauzy, 98 Va. 692, 694 (1900) (“No principle of
law is better settled than that the opinions of witnesses are in general inadmissible, that witnesses

can testify to facts only, and not to opinions or conclusions based upon the facts.”). The Supreme

Court of Virginia has stated as follows:

The [opinion] rule also precludes characterizing acts or conduct as
careful, careless, cautious, dangerous, good management, in the line of
duty, necessary, negligent, omitting anything possible, practicable,
proper, prudent, reasonably safe, skillful, usual or unusual.

Davisv. Souder, 134 Va. 356, 362 (1922), quoting 22 Corpus Juris 512.

The New Rule

However, the recent enactment of Virginia s written rules of evidence demonstrate along-term shift
in the prohibition against lay opinion testimony. Rule 2:701 of the Rules of the Supreme Court of
Virginianow provides:

Opinion testimony by alay witnessis admissibleif it is reasonably based upon the personal
experience or observations of the witness and will aid the trier of fact in understanding the
witness perceptions. Lay opinion may relate to any matter, such as -- but not limited to --
sanity, capacity, physical condition or disability, speed of avehicle, the value of property,
identity, causation, time, the meaning of words, similarity of objects, handwriting, visibility
or the general physical situation at a particular location. However, lay witness testimony that
amounts only to an opinion of law isinadmissible.

SeeVa. Sup. Ct. R. 2:701.
Thus, the modern Virginiarule provides an extensive, yet still not exclusive, list of admissible lay
opinions, while also providing alay opinion is generally admissible so long as it has a reasonable

basisin persona experience and/or observation and aids the trier of fact. As discussed in more detall
below, the current Virginiarule may actually be more liberal than the modern Federal rule.
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What Works

Many of the specific admissible opinionslisted in Rule 2:701 were also previously developed as
exceptions to the earlier general prohibition against lay opinion testimony by the applicable case
law.

a Mental Capacity: A lay witnessis permitted to express an opinion upon the issue of
sanity or mental capacity. Pacev. Richmond, 231 Va. 216 (1986); McComb v.
Farrow, 128 Va. 455 (1920). The Court’s reception to such testimony isjustified
upon the grounds that the opinion of alayman who has been closely associated with
the person in question is more valuable than that of an expert who has had no such
opportunity for personal observation. Cropp v. Cropp, 88 Va. (13 Hans.) 753 (1892).
It must be noted the “mental capacity” asto which laypersons can testify is general
mental capacity. A layperson cannot provide legal opinions.

b. Demeanor: A lay witness may testify as to the attitude and demeanor of a person.
Herbin v. Commonwealth, 28 Va. App. 173 (1998). However, alay witness may not
express an opinion as to the existence of a particular mental disease. 1d.; see also
Mullis v. Commonwealth, 3 Va. App. 564 (1987)(holding the fact the witness was
familiar with the term “paranoid” did not qualify witness to render an opinion
someone was in fact paranoid).

C. Value: A lay witness may testify as to the value of property, but in order to do so
he/she must have had some opportunity to become familiar with the property in
guestion and form an opinion about its value. Haynesv. Glenn, 197 Va. 746 (1956);
see also Stainback v. Stainback, 11 Va. App. 13 (1990).

d. Identity: A lay witness may offer an opinion as to the identity of aperson. Tyler v.
Sites, 90 Va. 539 (1894); Jordan v. Commonwealth, 66 Va. (25 Gratt.) 943, 945-46
(1874).

e Physical Condition: A lay witness may offer an opinion as to the physical condition
of anindividual. Speller v. Commonwealth, 2 Va. App. 437, 441 (1986)(A lay
witness who is familiar with a person, and has had an opportunity to observe that
person, can render an opinion asto “the general health, strength, and the bodily vigor
of such person, his feebleness or apparent iliness, or changesin his apparent state of
health or physical condition....”). Such testimony islimited to statements as to
genera health, the presence or absence of illness, or changesin physical condition
observed from time to time by the witness. Thiswould include lay witnesses
testifying aperson isill or is suffering or nervous. Shenandoah Valley Loan & Trust
Co. v. Murray, 120 Va. 563 (1917). Also, thiswould include lay witnesses testifying
a person appeared to be permanently disabled. Blue Ridge Light & Power Co. v.
Price, 108 Va. 652 (1908). Lay witnesses may not testify as to the existence or non-
existence of a particular disease. Phillipsv. Stewart, 207 Va. 214 (1966); Pepsi-Cola
Bottling Co. v. McCullers, 189 Va. 89 (1949).




Similarity of Objects or Persons: A lay withess may testify asto the similarity or
identity of objects and persons. Jonesv. Commonwealth, 228 Va. 427 (1984)(“We
see no logic in arule that would exclude the testimony of alay witness that a
common object he saw at one place was identical to or different from one he saw at
another place...such testimony is...admissible for whatever weight the fact finder
caresto giveit.”); Claud v. Commonwealth, 217 Va. 794 (1977)(holding police
officer could testify asto similarity of tire treads and tracks without qualifying as an
expert witness).

Causation: A lay witness may testify as to the causation of injuries, at least in certain
circumstances (mostly automobile accidents). Peterson v. Neme, 222 Va. 477
(1981)(We have consistently held that “lay testimony of causal connection between
an automobile accident and injury is admissible...even when medical testimony fails
to establish causal connection expressly.”); see also Parker v. Elco Elevator Corp.,
250 Va. 278 (1995)(applying the same principle in a case involving injuriesin an
elevator).

Speed: A lay witness may testify asto the speed of amoving object. Tyler v. Sites,
90 Va. 539 (1894); Shrader v. Commonwealth, 2 Va. App. 287 (1986). Any person
with “knowledge of time and distance” may give an estimate including a non-driver.
Moorev. Lewis, 201 Va. 522, 525 (1960)(“ An estimate of the speed at which an
automobile was moving at agiven timeis generally viewed as a matter of common
observation rather than expert opinion, and it is accordingly well settled that any
person of ordinary experience, ability, and intelligence having the means or
opportunity of observation, whether an expert or nonexpert, and without proof of
further qualification may express an opinion as to how fast an automobile which
came under his observation was going at a particular time. The fact the witness had
not owned or operated an automobile does not preclude him from so testifying.
Speed of an automobile is not a matter of exclusive knowledge or skill, but anyone
with a knowledge of time and distance is a competent witness to give an estimate; the
opportunity and extent of observation goes to the weight of the testimony.”).

Distance: A lay witness may testify asto distance estimates. Beasley v. Barnes, 201
Va. 593 (1960); Barb v. Lowe, 196 Va. 1014 (1955).

Visibility: A lay witness may testify asto the visibility of an object. New York P. &
N. R.R. v. Wilson, 109 Va. 754 (1909).

Handwriting: A lay witness may testify asto handwriting. Adamsv. Ristine, 138 Va.
273, 287 (1924)(“In Virginia, alay witness may only offer an opinion asto the
authenticity of an alleged writing of a particular person where the witness has seen
and is familiar with that person’swriting.”). The familiarity may be acquired either
by the witness having seen the person write or having seen writings known to be
those of the person. 1d.; Cody v. Conly, 68 Va. (27 Gratt.) 313 (1876); Pepper v.
Barnett, 63 Va. (22 Gratt.) 405 (1872).




l. Physical Descriptions: A lay witness may testify as to the general physical situation at
aparticular location. Robinson v. Commonwealth, 197 Va. 754 (1956).

The Evolving Rule

The full breadth of lay opinion testimony admissible under Rule 2:701 is still being determined by
the courts, most notably in Harman v. Honeywell Int'l, Inc., 288 Va. 84, 98, 758 S.E.2d 515, 523
(2014) and Toraishv. Lee, 797 S.E.2d 760, 765 (Va. 2017).

“To summarize Rule 2:701 permits lay witness opinion testimony if (1) ‘it is reasonably based upon
the personal experience or observations of the witness; and (2) it ‘will aid the trier of fact in
understanding the witness perceptions.’” See

Harman v. Honeywell Int'l, Inc., 288 Va. 84, 98, 758 S.E.2d 515, 523 (2014). Thefirst prong of Rule
2:701 requires persona knowledge. Seeid. The second prong of Rule 2:701 speaks to the necessity
or helpfulness of lay opinion testimony. See id. (Lay witness opinion testimony is necessary when
the information “ cannot be adequately conveyed to the court by a detailed recital of the specific facts
upon which the opinion is based.”). Thus, alay witness can offer opinions on the differencesin
flying two types of airplanes because those facts cannot be communicated without also using
comparative opinions, but alay witness cannot opine a pilot used bad judgment because the jury
could so determine based on factual testimony alone. Seeid., 288 Va. at 99-100, 758 S.E.2d at 524.

Thereis also an apparent conflict in recent case law regarding how close alay medical witness can
approach to offering hypothetical opinion testimony. In Toraish v. Lee, the Supreme Court of
Virginia applied Rule 2:701 to a defendant physician testifying as alay witnessin amedical

mal practice case. Toraish v. Lee, 797 S.E.2d 760 (Va. 2017). The Court first stated the familiar
principle that alay witness can offer opinion testimony that was “reasonably based upon [his]
personal experience or observations.” 1d. at 765 (citing Rule 2:701 and Harman). Then, the Court
permitted the defendant doctor to provide lay opinion testimony that he “would not have
recommended surgery had he known about the consanguineous marriage or predeceased siblingg|.]”
Seeid. The Supreme Court of Virginia held this testimony was not an expert opinion because it was
based on the doctor’ s personal knowledge and experience, and it was an opinion as to what he would
personally do, not what a reasonable prudent physician would do. See id.; contrast Bailey v. Erdman,
2015 Va. Unpub. LEXIS 14, *5 (Va. Dec. 30, 2015)(“Because Dr. Klevan did not testify as an
expert, it was not permissible for him to render an opinion on a hypothetical question or draw from
facts outside of his personal knowledge.”)

Practice Pointersto Gain Admissibility of a Lay Opinion in Virginia Courts

1. Preparation: Determine what lay opinions you want to introduce and prepare specific
guestions to lay the foundation with the lay witness.

2. Basis. Lay the foundation for the reasonable basis based upon the personal experience or
observations of the witness through direct examination.



3. Question: Ask the lay opinion question based on the foundation already laid.
4. Argument: If challenged with an objection, argue to the court on the record:

a. thereasons why the witness cannot adequately convey the information by factual
testimony alone;

b. the reasonsthe lay opinion would be helpful to the jury rather than invading the
province of thejury.

5. Proffer: If the objection is sustained, be sure to proffer the evidence to the court on the
record in order to preserve error.

Lay Opinion Testimony in the Federal System

In the Federal system, lay opinion testimony is governed by Rule 701 of the Federal Rules of
Evidence, which provides as follows:

If awitnessis not testifying as an expert, testimony in the form of an opinion islimited to
onethat is:

(a) rationally based on the witness's perception;

(b) helpful to clearly understanding the witness' s testimony or to determining a fact
inissue; and

(c) not based on scientific, technical, or other specialized knowledge
within the scope of Rule 702.

USCS Fed Rules Evid R 701.

While lay opinion testimony was traditionally more accepted in Federal courts, the addition of Rule
701(c) in the 2000 amendments was intended “to eliminate the risk that the reliability requirements
set forth in Rule 702 will be evaded through the simple expedient of proffering an expert in lay
witness clothing.” See USCS Fed Rules Evid R 701, Notes of Advisory Committee on 2000
amendments. Unlike Virginia Rule 2:701, the Federa Rule 701, “does not distinguish between
expert and lay witnesses, but rather between expert and lay testimony.” Seeid. Thus, “[I]t is possible
for the same witness to provide both lay and expert testimony in asingle case.” Seeid."

Applying the Federal Rule

Examples of admissible lay opinion testimony in the federal courts abound, including, but not
limited to, the following:

! The mixing of expert and lay opinion testimony also occurs in Virginia courts. See e.g., Banks v. Mario Indus., 274 Va.
438, 650 S.E.2d 687 (2007)(Gentry Locke for the Plaintiff).




Theft and Drug Use: A witness may offer alay opinion that certain below-market goods
were stolen and that a business' s customers were frequent drug users. United Statesv.
Baraloto, 535 F. App'x 263 (4th Cir. 2013)  (“When persons known to be drug addicts
repeatedly entered Fast Money with thousands of dollars worth of OTCs and HBAS, and
proceeded to sell such items for pennies on the dollar, any reasonable observer could
conclude, as a matter of common sense, that the goods were stolen.”); but seeid. at 277
(Gregory, J. dissenting)(arguing the majority allowed blatant stereotypes to be admitted
into evidence).

. Profits: A witness may offer alay opinion on the calculation of profits based on records
kept and prepared by her in her capacity as bookkeeper. See MCI Telecomms. Corp. V.
Wanzer, 897 F.2d 703, 706 (4th Cir. 1990).

. Knowledge of Palicies: A witness may offer alay opinion that a coworker would know

the rules and policies of the employer. See United States v. Fowler, 932 F.2d 306, 312
(4th Cir. 1991)(permitting lay opinion that coworker knew rule for handling and
disclosing classified budget documents).

. Duties: A witness may offer alay opinion on their understanding of the meaning of a
fiduciary duty. See United States v. Chapman, 209 F. App'x 253 (4th Cir. 2006).

. Sincerity: A witness may offer alay opinion, based on his prior perceptions, of the
sincerity of another’s testimony. See United States v. Jaensch, 552 F. App'x 206, 213 (4th
Cir. 2013).

Value of Land: A witness may offer alay opinion concerning the value of hisland. See
Justice v. Pennzoil Co., 598 F.2d 1339, 1344 (4th Cir. 1979).

. Identity: A witness may offer alay opinion concerning the identity of a person depicted
in asurveillance photograph if there is some basis for concluding the witness is more
likely to correctly identify the defendant from the photograph than is the jury. See United
States v. Robinson, 804 F.2d 280, 282 (4th Cir. 1986).

. Drunkenness and Other Intoxication: A witness may offer alay opinion concerning
drunkenness, and in some cases, the impact of other intoxicants. See Singletary v. Sec'y
of Headlth, Educ. & Welfare, 623 F.2d 217, 219 (2d Cir. 1980)(“[T]estimony of lay
witnesses has always been admissible with regard to drunkenness.”); see Zunigav. TMF,
Inc., 261 F. Supp. 2d 518, 524 n.8 (E.D. Va. 2003) (permitting lay opinion testimony on
the impact of marijuana use, sleep deprivation and stress on the mental status of a
coworker).

Character for Truthfulness: A witness may offer alay opinion about the character for
truthfulness or untruthfulness of awitness. See United Statesv. Turning Bear, 357 F.3d
730, 734 (8th Cir. 2004).




j.

Industry Practices: A witness may offer alay opinion based upon extensive experiencein
an industry. See Glob. Comput. Enters. v. United States, 88 Fed. Cl. 52, 67 (2009)
(allowing lay opinion testimony on standard industry practices); United Statesv. Walker,
495 F. Supp. 230 (W.D. Pa. 1980)(applying same to lay opinion testimony on
prostitution).

Value of Damages: A witness may offer alay opinion testimony on the value of damages.
See Neponset Landing Corp. v. Nw. Mut. Life Ins. Co., 902 F. Supp. 2d 166, 171 (D.
Mass. 2012)(“[L]ay witness opinions on such matters as damages may be admissible ‘ not
because of experience, training or specialized knowledge within the realm of an expert,
but because of the particularized knowledge that the witness has by virtue of hisor her
position in the business.””); Conrail v. Grand Trunk W. R.R. Co., 963 F. Supp. 2d 722
(E.D. Mich. 2013)(allowing lay opinion regarding value of lost freight due to breach of
traverserights); Malloy v. Monahan, 73 F.3d 1012, 1016 (10th Cir. 1996)(permitting
plaintiff to testify and introduce an exhibit showing projected future profits that had been
lost as a consequence of the injuries he sustained when attacked by the police).

Discriminatory Practices. A witness may offer alay opinion on discriminatory practices
of adefendant. Gossett v. Okla. ex rel. Bd. of Regents for Langston Univ., 245 F.3d 1172
(10th Cir. 2001)(permitting lay witness to testify a university defendant discriminated
against male students).

Physical Disability: A witness may offer alay opinion on the extent of plaintiff’s physical
disabilities. Gallimore v. Newman Mach. Co., 301 F. Supp. 2d 431 (M.D.N.C. 2004).

Grief: A witness may offer alay opinion on the extent and sincerity of a person’s grief.
United Statesv. Meling, 47 F.3d 1546 (9th Cir. 1995).

Legitimacy of Claim: A witness may offer alay opinion on the legitimacy of aninsured’s
claim. See Fireman's Fund Ins. Cos. v. Alaskan Pride Pshp., 106 F.3d 1465, 1467 (Sth
Cir. 1997)(permitting lay opinion of claims manager that claim was "a legitimate loss"
and that he "was very upset" about the denial of coverage).

Handwriting: A witness may offer alay opinion on the handwriting of asignatory. See
Hall v. United Ins. Co. of Am., 367 F.3d 1255, 1261 (11th Cir. 2004)(experience with
handwriting of signatory “must be identified with particularity. Moreover, the lay witness
must provide detailed information regarding his or her relationship with the signatory--
whether it be familial, professional, or otherwise personal.”).

Accident Related Opinions: A witness may offer alay opinion concerning eventsin a
vehicle accident. See Robinson v. Bump, 894 F.2d 758, 762 (5th Cir. 1990)(permitting
eyewitnessto testify truck driver wasin total control of the truck prior to the collision);
Dogan v. Hardy, 587 F. Supp. 967 (N.D. Miss. 1984) (permitting investigating officer to
give lay opinion on where impact between car and tractor-trailer occurred); Heritage M ut.
Ins. Co. v. Reck, 127 F. App'x 194 (6th Cir. 2005)(permitting eyewitness to testify to
whether accident was avoidable); Ferguson v. Nat'l Freight, Inc., Civil Action No. 7:14-




CV-00702, 2016 U.S. Dist. LEXIS 77663, at *17 (W.D. Va. June 15, 2016)(permitting
investigating Virginia State Trooper to testify to conclusions he reached as aresult of his
accident scene investigation).?

r. Impact of Safety Features. A witness may offer alay opinion of whether a safety feature
would have prevented an accident. See Dewick v. Maytag Corp., 324 F. Supp. 2d 889,
893 (N.D. Ill. 2004)(permitting parents to testify safety feature would have prevented
accident based on knowledge of the physical capabilities of their son and their knowledge
of the physical characteristics of the product); Fecho v. Eli Lilly & Co., 914 F. Supp. 2d
130, 142 (D. Mass. 2012)(permitting lay opinion about standard medical practice in rural
area and whether additional medication warnings would have altered use of drug).

S.  Sanity: A witness may offer alay opinion on the issue of sanity. See United Statesv.
Lawson, 653 F.2d 299, 303 (7th Cir. 1981)(“ There is no question that the Government (or
the defense, for that matter) may introduce lay testimony on the issue of sanity.”).

t. Causation: A witness may offer alay opinion on causation. SeeLang v. Tex. & Pac. Ry.
Co., 624 F.2d 1275 (5th Cir. 1980)(permitting railroad foreman to offer lay opinion on
cause of death when coworker run over by train car).

u. Cell Phone Location: A witness may offer alay opinion on location of cell phone calls.
See United States v. Ransfer, 749 F.3d 914, 937 (11th Cir. 2014)(permitting Metro PCS
records custodian to explain how cell phone towers record "pings' from each cell phone
number and how he mapped the cell phone tower locations for each phone call).

v. Mental and Emotional State: A witness may offer alay opinion on the mental and
emotional status of the plaintiff. See Farfarasv. Citizens Bank & Tr., 433 F.3d 558 (7th
Cir. 2006) (permitting lay opinion testimony coworker was depressed after occurrence of
sexual harassment).

Practice Pointersto Gain Admissibility of a Lay Opinion in Federal Courts

1. Preparation: Determine what lay opinions you want to introduce and prepare specific
guestionsto lay the foundation with the lay witness.

2. Basis: Lay the foundation for the reasonable basis based upon the personal experience or
observations of the witness through direct examination. Beware laying a foundation that
will trigger prohibition of the opinion under Rule 701(c) as an expert opinion clothed as a
lay opinion.

3. Question: Ask the lay opinion question based on the foundation already laid.

4. Argument: If challenged with an objection, argue to the court on the record:

? Ferguson v. Nat'l Freight, Inc., is currently on appeal to the U.S. Court of Appeals for the Fourth Circuit on this issue.
(Gentry Locke for the Plaintiff-Appellee).




a. thereasons why the witness cannot adequately convey the information by factual
testimony alone;

b. the reasonsthe lay opinion would be helpful to the jury rather than invading the
province of thejury;

c. thereasonsthelay opinion isnot based on scientific, technical, or other
specialized knowledge, but rather on the witness's personal perceptions and
experience.

5. Proffer: If the objection is sustained, be sure to proffer the evidence to the court on the
record in order to preserve error.

Practice Pointer: Discovery of Lay Opinions

Lay opinions are not automatically subject to the mandatory disclosure rules and pre-trial scheduling
orders covering expert testimony. As aresult, counsel should use discovery requests and depositions
to seek advance disclosure of any lay opinions that may be introduced at trial. In Virginia, this will
be especially important in medical malpractice cases where Toraish v. Lee, 797 S.E.2d 760 (Va.
2017), apparently alows a defendant treating doctor to ambush the plaintiff with lay opinions based
upon the defendant’ s personal experience in practicing medicine.

Conclusion

Although lay opinion testimony was historically disfavored, modern changes to both Virginia and
Federal rules of evidence now provide that lay opinion testimony is generally admissible under the
confines of Rule 2:701 and Rule 701, respectively. In many circumstances, opinion testimony
provided by alay withess will be less expensive, less biased, and simpler for the jury to understand.
Because lay opinions are not governed by expert disclosure rules and traditional scheduling orders,
they also provide an element of potential surprise at trial. Thus, lay opinion testimony is now an
invaluable part of atria lawyer’s presentation of the client’s case.
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A RUMSFELDIAN APPROACH TO ETHICAL E-DISCOVERY:
Knowing Known Knowns, Known Unknowns, and Unknown Unknowns

(i.e. how to fulfill your ethical obligations under the new technology rules)

Justin M. Lugar, Andrew M. Bowman, and Andrew O. Gay
Gentry Locke Seminar
September 8, 2017

I ntroduction

“[T]here are known knowns; there are things we know we know. We
also know there are known unknowns; that is to say we know there are
some things we do not know. But there are also unknown unknowns —
the ones we don't know we don't know. . . . [I]t is the latter category
that tend to be the difficult ones.”*

- Former Secretary of Defense Donald Rumsfeld

! News Transcript, DoD News Briefing — Secretary Rumsfeld and Gen. Myers (Feb. 12, 2002), available at
http://archive.defense.gov/Transcripts/ Transcript.aspx?T ranscriptl D=2636.
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For many practitioners, electronic discovery (“e-Discovery”) is an unknown unknown. Lawyers know
the term “e-Discovery” but may not fully understand what e-Discovery is or that it is present in
virtually every case. The goal of this outline is to cast light on the unknown unknowns; to make e-
Discovery a known known or, at worst, a known unknown. Therefore, this outline addresses the
implications of e-Discovery in the context of contemporary litigation: (1) what is e-Discovery; (2)
what legal and ethical rules apply; and (3) common e-Discovery issues that arise. The three key
ethical rules at play with regard to e-Discovery are:

1) Competence — the known knowns. Under Rule 1.1, technology is a critical tenet of a
lawyer’s competency in providing legal services to the client. See Comment 6 to Virginia
Rule 1.1. E-Discovery is atype of technology that is present in every case. Therefore, every
lawyer should understand e-Discovery, the associated benefits, and risks.

2) Outsourcing and e-Discovery Vendors — the known unknowns. Common practice is for
lawyers to outsource e-Discovery to non-lawyer technology professionas. Under Rules 5.1
and 5.3, every lawyer should know their responsibilities when overseeing non-lawyer e
Discovery vendors and contract attorneys assisting with e-Discovery.

3) Confidentiality — the unknown unknowns. Under Rule 1.6, a “lawyer shall not reveal
information protected by the attorney-client privilege” or other confidential information and
“shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of”
protected information. See Virginia Rule 1.6 (a, d). Inadvertent disclosure of privileged or
confidential information is a serious risk with e-Discovery. Therefore, every lawyer should
understand this risk and what steps should be taken to protect privileged information.

Every lawyer in the modern practice of law knows the buzzword: e-Discovery. While once endemic
to multi-billion dollar civil litigation involving the world’s largest law firms, e-Discovery is now the
norm in every case, big and small, civil and criminal, in both state and federal court. The breadth of
this topic is vast. E-Discovery has spawned its own vernacular, its own body of law, and perhaps
most important, its own twist on the most basic of ethical rules. To complicate matters even further,
e-Discovery is “inherently complex, involving multifaceted and ever changing technology.”? There
are pitfalls, both ethical and legal, at every corner with real world consequences.

As amatter of practice, competence with e-Discovery has four basic components:
1) Realizingthat all discovery is e-Discovery.
2) Preserving and producing the client’s electronically stored information.
a. Litigation Hold Notice — make sure that it:

i. coversthe common sources of electronically stored information (e.g., email,
computers, cell phones);

2 Huff v. Winston, 89 Va. Cir. 429, 433 (Roanoke Cty. 2015).
2



Ii. coversthe uncommon sources of electronically stored information (e.g.,
computer servers and electronic access records); and

lii. issentto all key players as well asthe peripheral players.

b. Clawback Agreement — before producing electronically stored information, enter into
a clawback agreement with the opposing party that protects privilege in the event of
the inadvertent disclosure of privileged, protected, or confidential information.

3) Efficiently and effectively obtaining ESI from the other side.
a. Make sure discovery requests cover electronically stored information.

b. Search Terms— select termsthat are likely to lead to relevant electronically stored
information.

c. Date Range — narrowing the scope of e-Discovery searches by the dates (even times)
at issue.

4) Using EBI in depositions and at trial is no different than a paper document.
a. New dog; old tricks
i. Anemalil isno different than a paper letter.
ii. A Microsoft Word document is no different than a paper memo.
b. Electronically stored information can be even more powerful than a paper document.
i. Metadata may indicate precisely when the document was written, who edited
it, what edits were made, when it was printed or emailed, and when the email

was received or the document viewed.

[. What is e-Discovery?

A. Definition: e-Discovery is the process of identifying, locating, preserving, collecting,
reviewing, and producing electronically stored information in the context of the legal
process.’

1 At the most basic level, e-Discovery is no different than classic document
discovery. Like standard discovery, e-Discovery generally encompasses two
aspects of the legal process: (i) pre-litigation document retention; and (ii) the
exchange of documents during the course of litigation. Instead of preserving or
exchanging paper documents, however, parties are exchanging electronic
documents and information.

® The Sedona Conference Glossary E-Discovery & Digital Information Management, at 18 (4th Ed. July 2014) (the
“Sedona Conference Glossary”), available at
https://thesedonaconference.org/publication/The%20Sedona%s20Conference%C2%A E%20Gl ossary.
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Electronically Stored Information (“ESI”): acatch-all term for information that is
stored electronically, regardless of the media or whether it isin the original format in
which it was created, as opposed to stored on paper.*

1.

Lawyers automatically think of ESI as emails and computers, but the term
encompasses so much more: cell phone data (e.g., usage data, text messages,
pictures, video, GPS information); social media (e.g., Facebook, Twitter,
Instagram, LinkedIn); internet usage data (e.g., browsing history, cookies,
download/upload history, cloud storage), and many, many more.

Examples of other ESI:

a

Social Media— internet applications which permit individuals or
organization to interact and communicate.

Facebook — Activity Log keeps arecord of every post, like,
comment, and friend request.

Twitter
I nstagram

LinkedIn

Cdll Phone Records

41d.
51d. at 46.

Cell phone companies maintain arecord of when acell phoneis
in use and how it isbeing used (i.e., telephone call, text

message, or data usage).

ESl harvested from cell phones can prove important to atypical
personal injury case to establish that the defendant was
distracted when he caused an automobile collision. Did the
driver’s cell phone data usage show that he was browsing
Facebook at the time of the crash? Did the driver just send a text
message? |f the driver was using an iPhone, the phone even
records when he is typing a text message.

ESI from cell phones can similarly prove important to a
criminal case. Cell phone GPS data can establish a person’s
location with pinpoint accuracy. GPS data can be combined
with pictures, voice records, and other information to establish a
person’ s whereabouts on a particular date.



With an iPhone, go to
Settings\Privacy\L ocation
Services\System
Services\Frequent Locations
to show alist of locations,
dates, and times.

C. Electronic Access Records

I Virtually every device that we use creates an electronic record
of each use: digital breadcrumbs that can be pieced together to
establish facts. For example, Vol P phone systems (i.e., the
Cisco IP Phone used in virtually every office) maintains a
record of each call, who placed the call, who received the call,
the date, time, and duration. Keycards (i.e., the card used to
swipe into a building) create a record of each use: the date, time,
location (which door), and the identity of the registered user of
that card.

ii. In the context of a medical mal practice case, audit trailsin
electronic medical records can establish who looked at a
patient’s medical records, the date, time, and what records were
viewed. This ESI can be used to establish whether a doctor
actually viewed aradiology film before performing an
operation.

3. Metadata: all other information stored in ESI aside from its ordinarily useful
contents. Metadata provides information on the electronic document’s history,
author, source, tracking, and management. Metadata is frequently referred to as
“data about data.”®

a Metadata implicates an array of additional ethical concerns.’

® Aguilar v. Immigration & Customs Enforcement Div., 255 F.R.D. 350, 354 (S.D.N.Y. 2008) (quoting Williams v.
Sprint/United Mgmt. Co., 230 F.R.D. 640, 647 (D. Kan. 2005)); see also Sedona Conference Glossary at 32.

" See generally The Sedona Conference, Commentary on Ethics & Metadata (2013).
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4, Takeaway: ESI is everywhere; cell phone records, GPS data, electronic access
records, ATM withdraws, and all other forms of ESI are important evidence
can be compiled into adigital timeline.

a Medical Malpractice Case Study: use electronic access records and
other ESI to establish that a doctor did not review radiology records
before performing surgical procedure.

b. Criminal Case Study: combine cell phone GPS data, cell phone call
records, photographs from ATM machines, and other ESI to establish
that the alleged crime could not have occurred.

[11.  What arealawyer’sethical obligationswith regard to e-Discovery?

A. E-Discovery isviewed as one of the core competenciesin the digital age. Courts have
begun to expect that attorneys are versed in e-Discovery and related issues.? Similarly,
the Virginia State Bar recently amended the Rules of Professional Conduct to
make explicit referenceto technology as one aspect of competent legal
representation.

B. Virginia Rule 1.1: Competence

8 Cf. RECP IV WG Land Investors, LLC v. Capital One Bank (USA), N.A., 93 Va. Cir. 282, 327 (Fairfax 2016) (“[T]he
effective management of existing electronic discovery is necessary and expected from the attorneys. . . .").
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“A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness and preparation
reasonably necessary for the representation.”®

Comment 6to VirginiaRule 1.1
Asof March 1, 2016, the Virginia State Bar amended Comment 6 to include:

“ Attention should be paid to the benefits and risks associated with relevant
technology.”*°

ABA Model Rule 1.1 Competence

“A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness and preparation
reasonably necessary for the representation.”

Comment 8to ABA Model Rulel.1

“To maintain the requisite knowledge and skill, alawyer should keep abreast of
changesin the law and its practice, including the benefits and risks associated with
relevant technology, engage in continuing study and education and comply with all
continuing legal education requirements to which the lawyer is subject.”

°Virginia Rule of Professional Conduct 1.1.

10 Comment 6 to Virginia Rule of Professional Conduct 1.1.

//8074534v3
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V. What Every Attorney Needsto Know About e-Discover y**

A. There is no one-size-fits-all solution for e-Discovery. Like standard document
discovery, e-Discovery is a conversation that often starts before acaseisfiled,
continues through the discovery period, and lasts through trial.

B. The e-Discovery needs of each case are different: acomplex civil case may involve
hundreds of thousands of electronic documents, while a personal injury case may have
only afew, highly important documents.

C. Ability to assess e-Discovery needs and issues at the outset of litigation.*

1 Talk to theclient. The client is often the best resource when determining
where e-Discovery begins. The client will likely know the relevant people
(known as “custodians’) and identify the potential ESI at play.

2. |dentify potential ESI custodians.
a Who might have relevant ESI?

i Key custodians — persons directly involved in the facts at issue
(e.g., person who drafted the document or drove the car).

11 see generally Formal Opinion Interim No. 11-0004, Standing Committee on Professional Responsibility and Conduct,
State Bar of California.

12 The Western District of Virginia has admonished that every Rule 26(f) conference should include a meaningful
discussion and plan for addressing ESI. See Hanwha Azdel, Inc. f/lk/a/ Azddl, Inc. v. C&D Zodiac, Inc., No. 6:12-cv-23
(Dec. 27, 2012).



ii. Peripheral custodians — persons who, while not directly
involved, may have tangentially acquired ESI (e.g., person who
was carbon copied on an email or received atext message).

3. |dentify potential sources of ESI.

a E-Discovery is more than just emails. Computer systems, servers, and
other modes of storing ESI are often extremely complex and far beyond
the scope of alawyer’s knowledge. Identifying, understanding, and
analyzing potential sources of ESI often requires experts(i.e., IT
professionals). See Part IV (discussion of ethical implications of
employing nonlawyer professionals).

D. Implement appropriate ESI preservation procedures.
1. Discuss and advise client on preservation of potential ESI:
a E.g., client should not delete anything.

b. E.qg., disable document retention policies that may automatically delete
sources of ESI (i.e., emails).

2. Litigation Hold Notices — establish awritten record of the lawyer’sand client’s
actions to preserve ES|.®

a Make sure the litigation hold notice specifically addresses ESI,
metadata, and document families.

i Document Family: a collection of documents that represents a
single communication, e.g., email and all attachments.**

b. Don't just send a notice to your client; send a litigation hold notice to
the opposing party or their counsel that specifically addresses ES. If
the party is not already on notice of potential litigation, this notice will
trigger the opposing party’ s duty to preserve responsive ESI. See Part

VII.
3. Determine whether proactive document preservation measures are needed.
a Collect cell phones; create forensic copies of hard drives; and preserve

information stored on computer servers.

E. Collect Responsive ESI.

13 See Pension Comm. Of the Univ. of Montreal Pension Plan v. Banc of Am. Sec., LLC, 685 F. Supp. 2d 456, 465
(S.D.N.Y. 2010) (holding "the failure to issue awritten litigation hold constitutes gross negligence because that failureis
likely to result in the destruction of relevant information.”).

14 Sedona Conference Glossary, at 17.



Initial efforts to preserve ESI will likely be over-inclusive. We create massive
amounts of ESI on adaily basis each time they make a phone call, send a text
message, receive an email, or edit a document. Narrowing this large body of
ESI into a subset of relevant documents is often a burdensome and costly task.

Discuss and negotiate the ESI review process with opposing counsel. Develop
aplan and engage in a continuing dialog on how to identify relevant ESI while
managing the associated costs.

a Think long term; you may have to explain and justify decisionsto the
court at alater time (i.e., if things go wrong).

Keyword Search: the process of identifying potentialy responsive ESI by
comparing abody of preserved ES| against specific search terms.”

a Search Terms: alist of words, or combination of words, selected in
order to identify potentially responsive ESI.

b. Date Limitations: use date restrictions to narrow the body of potentially
responsive ESI.

Document Review: manual vs. technol ogy-assisted

a Manual review: the old-fashioned review of documents by alawyer,
paralegal, or legal assistant.

b. Technology-assisted review: the use of computers to identify, prioritize,
and code documents as responsive or non-responsive.

i. Predictive Coding (a.k.a. adaptive review): atype of
technol ogy-assisted review whereby computer algorithms
attempt to replicate the human judgment process.

ii. When technol ogy-assisted review is utilized, alawyer may not
actually review all documents. Instead, the lawyer reviews a
small subset, and the algorithm extrapolates the human’s
responsive/non-responsive judgments to the larger body of
documents.*®

iii. Technology-assisted review implicates a host of ethical
concerns beyond the purview of this presentation.*” Courts have

16 See Da Silva Moore v. Publicis Groupe, 287 F.R.D. 182, 183-84 (SD.N.Y. 2012).

17 See generally John Barkett, More on the Ethics of E-Discovery: Predictive Coding and Other Forms of Computer —
Assisted Review (2013), available at

https:.//www.americanbar.org/content/dam/aba/admini strative/litigation/material 2014 _jointcle_material s'writtenmaterial
s/pl 2 more on_the ethics of ediscovery.authcheckdam.pdf.
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F.

5.

only just begun to approve of technology-assisted review as a
permissible means to identify relevant ESI.

Preserve the integrity of ESI (i.e., keep metadata and document families)

Producing ESI to Opposing Parties

1.

Types of document production:

a Native Format: ESI as created by the origina computer application.
Typically, native format requires the original application to view the
document. For example, a Microsoft Word document would be
produced in *.doc or *.docx format and would require the Microsoft
Word application to view.'®

b. Image Format; adigital picture of adocument, typically in *.tiff or
* . pdf format. A document image shows a picture of how the document
would appear when opened with the original application yet, typically,
does not contain any of the associated metadata.”

Redaction: intentionally removing/obscuring a part of adocument to preserve a
privilege or protection.

a When redacted, a document is only produced in image format with the
appropriate redactions; the document would not be produced in native
format.

Clawback Agreements. an “agreement outlining procedures to be followed if
documents or [ESI] are inadvertently produced; typically used to protect
against the waiver of privilege.”?

a Inadvertent production of privileged ES| is addressed in greater detail
later in this outline. See Part VI.

18 See Sedona Conference Glossary at 33.

¥ Seeid. at 25.
Dd. ato.
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V. Outsourcing: What are alawyer’s ethical obligations when employing other sto assist
with e-Discovery?

A. E-Discovery often involves complex and rapidly changing technology that is far
beyond the purview of most lawyers. The common practice among lawyers and firms
isto outsource e-Discovery to specialized companies that are expertsin thisfield. E-
Discovery expertstypically are Information Technology (“1T”) professionals.
Increasingly, however, lawyers have begun focusing on e-Discovery and are employed
specifically to assist with e-Discovery issuesin a case.

B. This practice, however, implicates a number of ethical rules that could impose
responsibility on the lawyer for the conduct of the e-Discovery professional, whether
lawyer or nonlawyer.
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C. Virginia Rule 5.3: Responsibilities Regar ding Nonlawyer Assistants
“With respect to a nonlawyer employed or retained by or associated with alawyer:

@ apartner or lawyer who individually or together with other lawyers possesses
manageria authority in alaw firm shall make reasonable efforts to ensure that
the firm 