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For attorneys practicing health law, con-
sulting the Privacy Standards1 of the

Health Insurance Portability and
Accountability Act (HIPAA) is almost an
everyday event. Since these extensive and
complicated rules were published in
December of 2000, we have been advis-
ing health care providers and health plans
(“covered entities”2 under HIPAA) on the
steps they should take to become com-
pliant. For other attorneys, however,
HIPAA has become a roadblock to patient
information that used to be much more
accessible.

HIPAA limits the use or disclosure of “pro-
tected health information”3 or “PHI.” PHI
includes categories that are not generally
thought of as medical information, such as
names, addresses and Social Security num-
bers. Generally, PHI can be used or dis-
closed without patient authorization only
for treatment, payment or health-care
operations,4 or for certain public pur-

poses-such as health oversight activities
and law enforcement.5

Prior to the implementation of HIPAA, the
privacy of medical information in Virginia
was governed only by the Virginia Patient
Health Records Privacy Act.6 HIPAA
expressly supersedes any contrary provi-
sion of Virginia law unless Virginia law is
more stringent (more protective of patient
privacy rights than HIPAA.7)

You May Be a 
“Business Associate”

Attorneys who represent covered entities
have probably already been asked to sign
business associate contracts.8 A business
associate is anyone who performs busi-
ness functions on behalf of a covered
entity which involve the use or disclosure
of PHI.9 A person who performs legal ser-

vices for a covered entity and who
receives PHI is a business associate.10

HIPAA allows covered entities to disclose
PHI to a business associate as long as the
business associate gives “satisfactory assur-
ances” that it will appropriately safeguard
the information.11 The satisfactory assur-
ances must be documented in a written
contract.12

If you are asked to sign a business associ-
ate contract, you should first consider
whether your client is actually a covered
entity. Although health plans are covered
entities under HIPAA, not all plans that
provide coverage for health care are cov-
ered. Accident and disability income insur-
ance, supplements to liability insurance,
liability insurance (including general liabil-
ity and automobile liability), automobile
medical payment insurance and workers’
compensation coverage are not covered
under HIPAA.13 No business associate con-
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tract is required when your representation
involves only these types of coverage.

Where a business associate contract is
required between a covered entity and its
attorney, HIPAA proscribes certain ele-
ments of the contract.14 In such a contract,
a business associate agrees to comply with
HIPAA.15 A contract must establish the per-
mitted and required uses and disclosures
of PHI by the business associate.16 The
contract must also authorize termination of
the contract by the covered entity if it
determines that the business associate has
violated a material term of the contract.17

The contract must provide that the busi-
ness associate will:

• Report any improper use or disclosure
of PHI of which it becomes aware;

• Ensure that any agents, to whom it pro-
vides PHI, including subcontractors,
agree to the same restrictions and con-
ditions that apply to the business 
associate;18

• Give individuals access to their PHI;

• Make its internal practices, books and
records relating to the use and disclo-
sure of PHI available to the Secretary of
the Department of Health and Human
Services (HHS) for purposes of deter-
mining the covered entity’s compliance
with HIPAA; and

• At termination of the contract, if feasi-
ble, return or destroy all PHI that the
business associate still maintains in any
form and retain no copies of such infor-
mation.19

Some covered entities want access to a
business associate’s premises as well as its
internal practices, books and records
regarding the use and disclosure of PHI.20

HIPAA regulations require covered entities
to take action if they know of a pattern or
practice of a material violation of the reg-
ulations by their business associates.21

Covered entities, however, have no duty
to monitor the activities of their business
associates.22 Arguably, oversight rights
such as the right to examine business asso-
ciate premises and practices could be
viewed as a self-imposed duty to monitor
activities. For this reason, some health
lawyers discourage their covered entity

clients from including such provisions in
their business associate contracts.

Because HIPAA governs the covered entity
and not the business associate, attorneys
as business associates are not subject to
civil monetary penalties for a breach of the
business associate contract.23 HIPAA’s
criminal penalties may apply to anyone,
however, who knowingly and in violation
of HIPAA obtains an individual’s PHI or
discloses PHI to another person.24

Penalties include significant monetary
fines as well as imprisonment.25

Allowing Expert Witnesses
To Review Medical Records

Is Not As Simple As It 
Used To Be

HIPAA has created some impediments in
allowing expert witnesses to review med-
ical records. Business associate contracts
must state that business associates will
ensure that their agents agree to the same
restrictions and conditions that apply to
the business associate.26 Must attorneys
ask expert witnesses to agree to the same
restrictions and conditions set forth in the
business associate contract with their cov-
ered clients?

HHS has clarified that only those agents to
whom a business associate delegates a
function, activity or service that is within
its business associate contract must agree
to abide by the restrictions and conditions
in the business associate contract.27 Where
a covered entity contracts with a lawyer
and the lawyer discloses PHI to an expert
witness in preparation for litigation, the
lawyer has no responsibility regarding the
uses or disclosures by the expert witness.
The witness is not undertaking the func-
tions, activities or services that the lawyer
has agreed to perform.28

Although HHS believes that a lawyer has
no responsibility related to uses and dis-
closures of an expert witness, it has not
addressed whether the covered entity
would have such responsibility. The cau-
tious covered entity will require all expert
witnesses to also sign a business associate
agreement. If the expert witness is not a
subcontractor or agent of the attorney,
then HHS would likely consider the wit-

ness to be a business associate of the cov-
ered entity.29

Another option is to treat the expert wit-
ness as if he or she is an agent of the busi-
ness associate attorney. The expert
witness is not a business associate of the
covered entity because the covered entity
does not hire or work with the expert or
release information to him or her.
Therefore, the business associate attorney
could release information to the expert as
long as the expert agrees to the same
restrictions and conditions that apply to
the business associate with respect to
PHI.30 As long as the witness has either a
business associate contract with the cov-
ered entity or agrees to the restrictions in
the attorney’s business associate contract,
the confidentiality of PHI is protected.

Virginia Has New
Requirements for

Subpoenas Duces Tecum
of Medical Records

HIPAA permits disclosures for judicial and
administrative proceedings under certain
circumstances.31 A health-care provider
may disclose medical records in response
to an order of a court or administrative tri-
bunal, provided that the covered entity
discloses only the information expressly
authorized by such order.32 A health-care
provider may also disclose records in
response to a subpoena, discovery request
or other lawful process that is not accom-
panied by an order if the covered entity
receives “satisfactory assurances” from the
party seeking the information that reason-
able efforts have been made either to
ensure that the individual has been given
notice of the request or to secure a quali-
fied protective order.33

A health-care provider receives “satisfac-
tory assurances” that an individual has
been notified of the request if it receives a
written statement and documentation
demonstrating that the party requesting
such information has made a good-faith
attempt to provide written notice to the
individual; that the notice includes suffi-
cient information about the litigation or
proceeding in which the PHI is requested
to permit the individual to raise an objec-
tion to the court or administrative tribunal;
and that the time for the individual to raise
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objections to the court or administrative
tribunal has elapsed.34 Further, the
provider must ensure that either no objec-
tions were filed or all objections filed by
the individual have been resolved by the
court or the administrative tribunal.35

A provider receives “satisfactory assur-
ances” that a protective order has been
secured if the provider obtains a written
statement and documentation demonstrat-
ing that the parties have agreed to a qual-
ified protective order and have presented
it to the court or administrative tribunal
with jurisdiction over the dispute; or the
party seeking the PHI has requested a
qualified protective order from such court
or administrative tribunal.36

Virginia has modified the rules regarding
subpoenas duces tecum for medical
records to comply with HIPAA’s subpoena
requirements.37 The revised Code of
Virginia § 32.1-127.1:03 includes a require-
ment that the return date on a subpoena
duces tecum be set no earlier than fifteen
days from the date of the subpoena and
makes changes to the required notices to
patients and providers.38 One new
requirement states that when no motion to
quash has been filed within fifteen days of
the subpoena, the party who issued the
subpoena has the duty to certify to the
health care provider that the time for filing
a motion to quash has elapsed and no
motion was filed.39 Where a motion to
quash has been filed, the attorney issuing
the subpoena must certify in writing to the
health care provider that all motions to
quash have been resolved and the effect
of those resolutions.40 These changes in
the law have been made to provide some
consistency between HIPAA and the
Virginia subpoena rules. Prior to issuing a
subpoena duces tecum for medical
records, attorneys should refer to revised 
§ 32.1-127.1:03(H).

Workers’ Compensation
Cases Are Treated

Differently

Under HIPAA, health care providers may
disclose PHI to comply with workers’
compensation laws and other statutory
programs that provide benefits for work-
related injuries or illness without regard to
fault.41 Virginia law requires health-care

providers attending an injured employee
to furnish a copy of any medical report to
the employee, employer or insurer upon
request.42 Therefore, disclosure of records
requested by subpoena in a workers’ com-
pensation case is necessary to comply
with workers’ compensation law and is
not governed by HIPAA. The Virginia
Workers’ Compensation Commission’s
position is that HIPAA does not apply to
workers’ compensation.43

Another HIPAA requirement that does not
appear to apply in the context of workers’
compensation cases is the “minimum nec-
essary” requirement. Generally, when
health care providers release medical
records, they must restrict the release of
information to the “minimum necessary to
accomplish the intended purpose of the
use, disclosure or request.”44 However,
where information must be released in
order to comply with state law, no mini-
mum necessary determination is
required.45 Because Virginia law requires
providers to furnish medical reports to
employers or workers’ compensation
insurers upon request, the provider
arguably is not bound by the “minimum
necessary” requirement.

Your Medical Records
Release Authorizations

Must Comply with HIPAA

Pre-HIPAA medical records releases are
very unlikely to comply with HIPAA.
HIPAA requires that authorizations be in 

“plain language”46 and contain at least the
following elements:47

• A description of the information to be
used or disclosed that identifies the
information in a specific and meaningful
fashion.

• The name or other specific identification
of the person, or class of persons,
authorized to make the requested use or
disclosure.

• The name or other specific identification
of the person, or class of persons, to
whom the covered entity may make the
requested use or disclosure.

• A description of each purpose of the
requested use or disclosure.

• An expiration date or an expiration
event.

• Signature of the individual and date.

The authorization must also contain state-
ments adequate to place the individual on
notice of all of the following:48

• The individual’s right to revoke the
authorization in writing, and either (1)
the exceptions to the right to revoke and
a description of how the individual may
revoke the authorization; or (2) to the
extent that this information is included
in the covered entity’s notice of privacy
practices, a reference to this notice;

• The ability or inability of the health care
provider to condition treatment on the
authorization by stating either (1) the
covered entity may not condition treat-
ment on whether the individual signs
the authorization when the HIPAA pro-
hibition on conditioning of authoriza-
tions applies;49 or (2) the consequences
to the individual of a refusal to sign the
authorization when the covered entity
can condition treatment on failure to
obtain such authorization;50 and

• The potential for information disclosed
pursuant to the authorization to be sub-
ject to redisclosure by the recipient and
no longer be protected by HIPAA. 

It is possible for an attorney to draft his
own compliance authorization, but the
easiest method of accessing your client’s
medical information, depending on the
number of treating providers involved,
may be to have your client sign the HIPAA
authorization that each provider has
already prepared. In the alternative, your
client is able to receive the information
directly without signing an authorization.

Conclusion

Virginia litigators who deal with medical
information in their cases should compre-
hend, at a minimum, these HIPAA con-
cepts. Understanding, for example, why
clients who are covered by HIPAA have
asked you to sign a cumbersome business
associate agreement or why covered
health-care providers are requiring
patients to sign extensive medical releases
before giving their attorneys those records
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will hopefully ease some frustrations with
these covered entities who seem to be
making everything so complicated now.
All attorneys should sympathize with
healthcare providers and health plans and
understand that HIPAA is a complex set of
rules that most providers and plans would
prefer not to follow. �
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